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Guiding principles

on the judgment of the First Senate of May 19, 2020

- 1 BvR 2835/17 -

1. The binding of the German state authority to the fundamental rights according to Art. 1 Para.
3 GG is not limited to the German territory.

The protection of individual fundamental rights can differ in Germany and abroad.

In any case, the protection of Art. 10 Para. 1 and Art. 5 Para. 1 Sentence 2 GG as rights of
defense against telecommunications surveillance also extends to foreigners abroad.

2. The current regulations for overseas-overseas telecommunications surveillance, for the
transmission of the knowledge gained thereby and for cooperation with foreign intelligence
services violate the quotation requirement of Article 19.1 sentence 2 of the Basic Law; the
legislature deliberately did not consider fundamental rights to be affected, although they also
apply here. They also do not meet the central material requirements of fundamental rights.

3. 10 sec. 1 GG protects the confidentiality of individual communication as such. Persons who
claim that their own fundamental rights have been violated are not excluded from the
fundamental rights protection of the Basic Law because they act as functionaries of a foreign
legal person.

4. The regulation of foreign intelligence falls under foreign affairs within the meaning of Article
73.1 No. 1 GG. On the basis of this competence, the Federal Intelligence Service can be given
the task of providing the Federal Government with information on foreign and security policy
as a separate, non-operational task, as well as the early detection of dangers of an
international dimension from abroad. There must be dangers which, by their nature and
weight, can have an impact on the position of the Federal Republic in the international
community and, in this sense, are of foreign and security policy importance.

5. Strategic oversight of telecommunications is not fundamentally incompatible with Article
10.1 of the Basic Law. However, as an occasionless, essentially only finally instructed and
limited authority, it is an exceptional authority that must remain limited to information
provided abroad by an authority that itself has no operational powers and is only justified by
its special task profile.

According to this, in particular, measures are necessary to separate out the
telecommunications data of Germans and residents, a limitation of the data to be collected,
the definition of qualified surveillance purposes, the structuring of surveillance on the basis
of specially defined measures, special requirements for targeted personal surveillance
measures, limits for the storage of data Traffic data, framework provisions for data
evaluation, precautions to protect confidential relationships, ensuring core area protection
and deletion obligations.

6. The transmission of personal data from strategic surveillance is only permitted for the
protection of particularly important legal assets and presupposes a specific risk situation or
a sufficiently specific suspicion of crime. Reports to the Federal Government are exempted
from this, provided that they serve exclusively for the political information and preparation of
government decisions.
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The transmission requires a formal decision by the Federal Intelligence Service and requires
logging, stating the relevant legal basis. Before transferring it to foreign bodies, it is
necessary to make sure that the data is handled in accordance with the rule of law; This
requires an examination related to the data subject if there are indications that this can be
specifically endangered by the data transmission.

7. Regulations on cooperation with foreign intelligence services only meet fundamental rights
requirements if they ensure that the boundaries of the rule of law are not obscured by mutual
exchange and that the Federal Intelligence Service's responsibility for the data it collects and
evaluates is essentially preserved.

If the Federal Intelligence Service wants to use certain search terms from a partner service in
order to automatically transmit the hits to them without a more detailed analysis of the
content, this requires careful control of these search terms and the related hit cases. The
insurance obligations applicable to international transfers apply accordingly. The overall
transmission of traffic data to partner services requires a qualified need for clarification with
regard to a specifically specified risk situation. Substantial commitments must be obtained
for the handling of the partner services with the transmitted data.

8. The powers of strategic surveillance, the transmission of the knowledge gained with it and
the related cooperation with foreign services are only compatible with the requirements of
proportionality if they are flanked by an independent objective legal control. It is to be
designed as a continuous legal control that enables comprehensive control access.

For this purpose, on the one hand, a judicial-like control associated with final decision-
making powers, to which the essential procedural steps are subject to strategic monitoring,
must be ensured, and on the other hand, an administrative control that can, on its own
initiative, check the entire process of monitoring for its legality.

Control in institutional independence must be guaranteed. This includes their own budget,
their own staff sovereignty and procedural autonomy. The control bodies must be equipped
in terms of personnel and material so that they can perform their tasks effectively. You must
have all the powers necessary for effective control against the Federal Intelligence Service.
Care must also be taken to ensure that control is not hampered by the “third party rule”.

FEDERAL CONSTITUTIONAL COURT

- 1 BvR 2835/17 -

IN THE NAME OF THE PEOPLE
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recognized for right:

1. Sections 6, 7, 13 to 15 of the Federal Intelligence Service Act, as amended by the Federal
Intelligence Service's Foreign-Foreign Telecommunications Enforcement Act of December 23,
2016 (Federal Law Gazette I, page 3346), also in the version of the Data Protection Law
Amendment Regulation (EU) 2016/679 and implementing Directive (EU) 2016/680 of June 30,
2017 (Federal Law Gazette I page 2097) are not in accordance with Article 10 paragraph 1 of
the Basic Law or with Article 5 paragraph 1 sentence 2 of the Basic Law compatible.

2. § 19 paragraph 1, § 24 paragraph 1 sentence 1, paragraph 2 sentence 1, paragraph 3 of the
Federal Intelligence Service Act are not compatible with Article 10 paragraph 1 of the Basic
Law and with Article 5 paragraph 1 sentence 2 of the Basic Law insofar as they are used to
process authorize personal data collected in connection with the strategic
telecommunications clarification pursuant to sections 6, 7, 13 to 15 of the Federal Intelligence
Service Act.

3. Until a new regulation, but no later than December 31, 2021, the regulations that are declared
incompatible with the Basic Law continue to apply.

4. The Federal Republic of Germany must reimburse the complainants for their necessary
expenses from the constitutional complaint procedure.
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1

2

Reasons :

A.

The constitutional complaint is directed against the legal authorizations of the Federal Intelligence
Service for the so-called foreign-foreign telecommunications reconnaissance, for the transmission of the
knowledge gained thereby to domestic and foreign bodies and for the cooperation with foreign
intelligence services made possible in this context. The contested regulations, insofar as they relate to
telecommunications education and cooperation, were incorporated into the Act on Foreign and Foreign
Telecommunications Education by the Federal Intelligence Service of 23 December 2016 (Federal Law
Gazette I p. 3346) that entered into force on December 31, 2016 (Federal Law Gazette I p. 3346)
Federal Intelligence Service (BND Law - BNDG) of December 20, 1990 (BGBl I S. 2954, 2979), last
changed by Art. 4 of the Law on the adaptation of data protection law to Regulation (EU) 2016/679 and
the implementation of Directive (EU) 2016/680 of June 30, 2017 (BGBl I p. 2097). In response to
findings and discussions in the 1st Investigative Committee of the 18th German Bundestag (NSA
Investigative Committee, see final report BTDrucks 18/12850), the amendment served to clarify the
legal situation with regard to a previously existing practice of the Federal Intelligence Service. In
contrast, the contested regulations on transmission are older and have not been changed in their
wording by the amendment; however, they now also extend to the transmission of knowledge based on
the newly designed powers of clarification. In response to findings and discussions in the 1st
Investigative Committee of the 18th German Bundestag (NSA Investigative Committee, see final report
BTDrucks 18/12850), the amendment served to clarify the legal situation with regard to a previously
existing practice of the Federal Intelligence Service. In contrast, the contested regulations on
transmission are older and have not been changed in their wording by the amendment; however, they
now also extend to the transmission of knowledge based on the newly designed powers of clarification.
In response to findings and discussions in the 1st Investigative Committee of the 18th German
Bundestag (NSA Investigative Committee, see final report BTDrucks 18/12850), the amendment served
to clarify the legal situation with regard to a previously existing practice of the Federal Intelligence
Service. In contrast, the contested regulations on transmission are older and have not been changed in
their wording by the amendment; however, they now also extend to the transmission of knowledge
based on the newly designed powers of clarification. Final report BTDrucks 18/12850) clarifying the
legal situation with regard to a previously existing practice of the Federal Intelligence Service. In
contrast, the contested regulations on transmission are older and have not been changed in their
wording by the amendment; however, they now also extend to the transmission of knowledge based on
the newly designed powers of clarification. Final report BTDrucks 18/12850) clarifying the legal situation
with regard to a previously existing practice of the Federal Intelligence Service. In contrast, the
contested regulations on transmission are older and have not been changed in their wording by the
amendment; however, they now also extend to the transmission of knowledge based on the newly
designed powers of clarification.

I.

1. Die unmittelbar oder mittelbar angegriffenen Bestimmungen des BND-Gesetzes und die dort in
Bezug genommenen Vorschriften des Gesetzes über die Zusammenarbeit des Bundes und der Länder
in Angelegenheiten des Verfassungsschutzes und über das Bundesamt für Verfassungsschutz
(Bundesverfassungsschutzgesetz – BVerfSchG) vom 20. Dezember 1990 (BGBl I S. 2954, 2970) in der
angegriffenen Fassung des Art. 1 des Gesetzes zur Ausland-Ausland-Fernmeldeaufklärung des
Bundesnachrichtendienstes vom 23. Dezember 2016 (BGBl I S. 3346) lauten wie folgt:

§ 6 BNDG – Voraussetzungen für die Erhebung und Verarbeitung von Daten

(1) Der Bundesnachrichtendienst darf zur Erfüllung seiner Aufgaben vom Inland
aus mit technischen Mitteln Informationen einschließlich personenbezogener
Daten aus Telekommunikationsnetzen, über die Telekommunikation von
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Ausländern im Ausland erfolgt (Telekommunikationsnetze), erheben und
verarbeiten (Ausland-Ausland-Fernmeldeaufklärung), wenn diese Daten
erforderlich sind, um

1. frühzeitig Gefahren für die innere oder äußere Sicherheit der Bundesrepublik
Deutschland erkennen und diesen begegnen zu können,

2. die Handlungsfähigkeit der Bundesrepublik Deutschland zu wahren oder

3. sonstige Erkenntnisse von außen- und sicherheitspolitischer Bedeutung über
Vorgänge zu gewinnen, die in Bezug auf Art und Umfang durch das
Bundeskanzleramt im Einvernehmen mit dem Auswärtigen Amt, dem
Bundesministerium des Innern, dem Bundesministerium der Verteidigung, dem
Bundesministerium für Wirtschaft und Energie und dem Bundesministerium für
wirtschaftliche Zusammenarbeit und Entwicklung bestimmt werden.

Die Datenerhebung darf nur aus denjenigen Telekommunikationsnetzen erfolgen,
die das Bundeskanzleramt zuvor durch Anordnung bestimmt hat.

(2) Der Bundesnachrichtendienst darf die Erhebung von Inhaltsdaten im Rahmen
der Ausland-Ausland-Fernmeldeaufklärung nur anhand von Suchbegriffen
durchführen. Diese müssen für die Aufklärung von Sachverhalten nach Absatz 1
Satz 1 bestimmt und geeignet sein und ihre Verwendung muss im Einklang mit den
außen- und sicherheitspolitischen Interessen der Bundesrepublik Deutschland
stehen.

(3) Suchbegriffe, die zur gezielten Erfassung von Einrichtungen der
Europäischen Union, von öffentlichen Stellen ihrer Mitgliedstaaten oder von
Unionsbürgerinnen oder Unionsbürgern führen, dürfen nur verwendet werden,
wenn dies erforderlich ist,

1. um Gefahren im Sinne des § 5 Absatz 1 Satz 3 des Artikel 10-Gesetzes zu
erkennen und zu begegnen oder

2. In order to obtain information within the meaning of paragraph 1 sentence 1
numbers 1 to 3, provided that only data on events in third countries are to be
collected that are of particular relevance to the security of the Federal Republic of
Germany.

Search terms that lead to the targeted registration of Union citizens may also be
used if this is necessary to detect and encounter crimes within the meaning of
Section 3 (1) of the Article 10 Law.

(4) The collection of data from telecommunications traffic by German nationals,
by domestic legal persons or by persons staying in the Federal territory is not
permitted.

(5) Foreign-foreign telecommunications clarification for the purpose of achieving
competitive advantages (industrial espionage) is not permitted.

(6) Traffic data are stored for a maximum of six months. Sections 19 and 20
remain unaffected.

(7) The technical and organizational implementation of measures in accordance
with paragraph 1 and the control responsibilities within the Federal Intelligence
Service are to be specified in a service regulation, which also regulates the details
of the ordering procedure. The official regulation requires the approval of the
Federal Chancellery. The Federal Chancellery informs the parliamentary control
body.

Section 7 BNDG - Processing and use of data collected from abroad
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(1) Section 6 subsection 1 sentence 1 subsection 3 to 6 shall apply accordingly to
the processing and use of data collected by the Federal Intelligence Service from
abroad by means of telecommunications.

(2) The Federal Intelligence Service may only arrange for the European Union,
public bodies in its Member States or Union citizens to be registered by foreign
public bodies from abroad, subject to the requirements of Section 6 (3).

§ 8 BNDG - Obligations of the providers of telecommunication services

(1) Anyone who provides telecommunications services on a business basis or
participates in the provision of such services must, upon request, provide the
Federal Intelligence Service with information about the closer circumstances of the
telecommunications carried out after the arrangement has come into effect, and
must hand over programs which are entrusted to it for transmission via the
telecommunications route and to enable the monitoring and recording of
telecommunications. Sections 3 and 4 remain unaffected. Whether and to what
extent the obligated telecommunications company must take precautions for the
technical and organizational implementation of the surveillance measures is
determined in accordance with Section 110 of the Telecommunications Act and the
ordinance issued for this purpose.

(2) Das nach Absatz 1 verpflichtete Unternehmen hat vor Durchführung einer
beabsichtigten Maßnahme unverzüglich die Personen, die mit der Durchführung
der Maßnahme betraut werden sollen,

1. auszuwählen,

2. einer einfachen Sicherheitsüberprüfung unterziehen zu lassen und

3. über Mitteilungsverbote nach § 17 sowie die Strafbarkeit eines Verstoßes nach
§ 34 zu belehren; die Belehrung ist aktenkundig zu machen.

Mit der Durchführung einer Maßnahme dürfen nur Personen betraut werden, die
nach Maßgabe des Satzes 1 überprüft und belehrt worden sind. Nach Zustimmung
des Bundeskanzleramtes kann die Behördenleiterin oder der Behördenleiter des
Bundesnachrichtendienstes oder eine Vertreterin oder ein Vertreter die nach
Absatz 1 verpflichteten Unternehmen schriftlich auffordern, die Maßnahme bereits
vor Abschluss der Sicherheitsüberprüfung durchzuführen. Die nach Absatz 1
verpflichteten Unternehmen haben sicherzustellen, dass die
Geheimschutzmaßnahmen nach der Allgemeinen Verwaltungsvorschrift des
Bundesministeriums des Innern zum materiellen und organisatorischen Schutz von
Verschlusssachen vom 31. März 2006 (GMBl S. 803), die zuletzt durch die
Allgemeine Verwaltungsvorschrift vom 26. April 2010 (GMBl S. 846) geändert
worden ist, in der jeweils geltenden Fassung getroffen werden.

(3) The security check according to paragraph 2 sentence 1 number 2 is to be
carried out in accordance with the Security Check Act. The Federal Ministry of the
Interior is responsible. If a person is to be entrusted with the implementation of a
measure, for whom an equivalent or higher-level security check according to
federal or state law has already been carried out within the past five years, a
renewed security check should be avoided.

Section 9 BNDG - Order; Briefing

(1) The order according to § 6 paragraph 1 is made in writing upon application by
the head of the Federal Intelligence Service or a representative. The application
and the order must indicate:

1. the reason and the duration of the measure,



5/21/2020 Federal Constitutional Court - Decisions - Foreign-foreign telecommunications education according to the BND law currently violates…

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2020/05/rs20200519_1bvr283517.html 12/80

2. the affected telecommunications network as well

3. the company obliged under § 8.

(2) The order by the head of the authority or by a representative requires the
search terms to be determined

1. according to § 6 paragraph 3 sentence 1 number 1, insofar as these refer to
institutions of the European Union or to public bodies of their member states as
well as

2. according to § 6 paragraph 3 sentence 1 number 2.

The Federal Chancellery is to be informed of orders pursuant to sentence 1.

(3) The orders according to paragraph 2 and § 6 paragraph 1 are limited to a
maximum of nine months. Extensions of up to nine months are permitted, provided
the requirements of the order continue.

(4) The Federal Chancellery shall inform the independent body of the orders it
has made pursuant to Section 6 (1) before they are implemented. The independent
committee checks the admissibility and necessity of the order. The order can be
enforced without informing the Independent Panel beforehand if the objective of
the measure would otherwise be frustrated or made significantly more difficult. In
this case, the information of the independent committee must be made up
immediately. Orders that the Independent Panel declares inadmissible or not
necessary must be revoked immediately.

(5) The Federal Chancellery shall inform the independent body of the orders
made by the Federal Intelligence Service in accordance with paragraph 2, insofar
as these refer to institutions of the European Union or to public bodies in its
member states. Orders that the Independent Panel declares to be inadmissible or
not necessary must be revoked immediately. The Independent Committee is also
authorized to randomly check compliance with the requirements of Section 6 (3) at
any time. The control rights of the parliamentary control body remain unaffected.

§ 10 BNDG - marking and deletion

(1) The data collected according to § 6 must be marked.

(2) If an order is canceled according to § 9 paragraph 5 sentence 2, the data
already collected on the basis of this order must be deleted immediately.

(3) If data is collected contrary to § 6 paragraph 3 or § 9 paragraph 2, it must be
deleted immediately. The Independent Panel is to be informed of this. If it is
subsequently recognized that a search term is to be assigned to an institution of
the European Union, a public body of a member state or a citizen of the Union, the
telecommunications traffic collected using this search term must also be deleted
immediately, unless a targeted entry according to § 6 Paragraph 3 would have
been permissible.

(4) If data is collected contrary to § 6 paragraph 4, it must be deleted
immediately. If the data is not deleted immediately, the G10 Commission must be
informed at the following meeting and the data subject must be informed of the
collection of the data as soon as

1. It can be excluded that the purpose of the measure is endangered and

2. no predominant disadvantage for the good of the federal government or a
country is foreseeable.



5/21/2020 Federal Constitutional Court - Decisions - Foreign-foreign telecommunications education according to the BND law currently violates…

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2020/05/rs20200519_1bvr283517.html 13/80

If the notification is not made within twelve months of the data being collected,
the further deferral requires the approval of the G10 Commission. The G10
commission determines the further duration of the deferral. Five years after the
data has been collected, the G10 Commission can finally dispense with the
notification if the conditions for the notification are almost certainly not met in the
future. As long as the personal data can be of importance for a notification or for a
judicial review of the data collection, the deletion will be postponed and the
personal data will be blocked; they may only be used for these purposes.

(5) If data is collected contrary to § 6 paragraph 5, it must be deleted
immediately.

(6) Deletions according to paragraphs 2 to 5 are to be recorded. The log data
may only be used to carry out data protection controls. The log data must be kept
until the end of the second calendar year following the logging and then deleted
immediately.

Section 11 BNDG - core area protection

If there are actual indications for the assumption that a measure according to
Section 6 alone would provide insights from the core area of   private life design, the
measure is inadmissible. Insofar as insights from the core area of   private life
design have been obtained through a measure according to § 6, these must not be
used. Records of such knowledge must be deleted immediately. Both their
acquisition and their deletion must be recorded.

Section 13 BNDG - Cooperation in the context of foreign-foreign
telecommunications education

(1) Insofar as the Federal Intelligence Service cooperates with foreign public
bodies that perform intelligence tasks (foreign public bodies) within the framework
of foreign-foreign telecommunications education (Section 6), information including
personal data may also be collected in accordance with Section 14 and exchanged
in accordance with Section 15 will.

(2) A cooperation in accordance with paragraph 1 with a foreign public body is
permitted if

1. it serves the objectives of section 6 subsection 1 sentence 1 numbers 1 to 3
and

2. the fulfillment of tasks by the Federal Intelligence Service would be
significantly more difficult or impossible without such cooperation.

(3) Einzelheiten der Kooperation sind vor ihrem Beginn zwischen dem
Bundesnachrichtendienst und der ausländischen öffentlichen Stelle in einer
Absichtserklärung schriftlich niederzulegen. In die Absichts- erklärung sind
insbesondere aufzunehmen:

1. Kooperationsziele,

2. Kooperationsinhalte,

3. Kooperationsdauer,

4. eine Absprache, dass die im Rahmen der Kooperation erhobenen Daten nur
zu dem Zweck verwendet werden dürfen, zu dem sie erhoben wurden, und die
Verwendung mit grundlegenden rechtstaatlichen Prinzipien vereinbar sein muss,

5. eine Absprache, nach der sich die ausländische öffentliche Stelle bereit erklärt,
auf Ersuchen des Bundesnachrichtendienstes Auskunft über die vorgenommene
Verwendung der Daten zu erteilen, sowie
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6. an assurance from the foreign public body to comply with a request for
cancellation by the Federal Intelligence Service.

(4) The cooperation goals and contents must be aimed at obtaining information

1. to identify and counter the dangers posed by international terrorism,

2. to identify and counter the dangers posed by the illegal proliferation of
weapons of mass destruction and war,

3. to support the Bundeswehr and protect the armed forces of the countries
involved in the cooperation,

4. crisis-related developments abroad,

5. about the risk and security situation of German nationals as well as nationals
of the countries participating in the cooperation abroad,

6. political, economic or military events abroad that are of foreign and security
policy significance or

7. in comparable cases.

(5) The declaration of intent requires the approval of the Federal Chancellery if
the cooperation with foreign public bodies from Member States of the European
Union, the European Economic Area or the North Atlantic Treaty takes place;
otherwise it requires the approval of the head of the Federal Chancellery. The
parliamentary control body must be informed of the declaration of intent.

Section 14 BNDG - Collection of information including personal data in the
context of a cooperation

(1) The Federal Intelligence Service may collect information, including personal
data, as part of a cooperation pursuant to Section 13,

1. to achieve the agreed cooperation goals,

2. If only those search terms are used when collecting content data that are
suitable for achieving the agreed cooperation goals.

The collection of information including personal data and the use of search terms
must also be in accordance with the foreign and security policy interests of the
Federal Republic of Germany.

(2) In addition, § 6 paragraph 1 sentence 2, paragraph 3 to 7 and §§ 8 to 12
apply accordingly.

(3) Telecommunication abroad-abroad may only be carried out by the Federal
Intelligence Service itself as part of a cooperation pursuant to Section 13.

§ 15 BNDG - Automated data transmission; Storage; exam

(1) The information collected as part of the cooperation, including personal data,
may be automatically transmitted to the foreign public body if

1. recognized in advance by an automated test

a) Data according to § 10 paragraph 3 and 4 or

b) data the transmission of which would conflict with the national interests of the
Federal Republic of Germany,

have been deleted and

2. Immediate transmission is necessary in order to achieve the cooperation
goals.
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(2) The transmission of the data must be recorded. The log data may only be
used to carry out data protection controls. The log data must be kept until the end
of the second calendar year following the logging and then deleted immediately.

(3) Die Einhaltung der Vorgaben nach Absatz 1 und § 11 wird stichprobenartig
überprüft. Die Prüfung erfolgt unter Aufsicht einer Bediensteten oder eines
Bediensteten des Bundesnachrichtendienstes, die oder der die Befähigung zum
Richteramt hat. Sofern nachträglich erkannt wird, dass Daten entgegen dieser
Vorgaben erhoben und an die ausländische öffentliche Stelle weitergegeben
wurden, wird die ausländische öffentliche Stelle zur Löschung der Daten
aufgefordert. Der Bundesnachrichtendienst unterrichtet das Bundeskanzleramt in
Abständen von höchstens sechs Monaten über die Durchführung der Prüfung nach
Satz 1. Einzelheiten sind in einer Dienstvorschrift zu regeln, die der Zustimmung
des Bundeskanzleramtes bedarf. Das Bundeskanzleramt unterrichtet das
Parlamentarische Kontrollgremium. Das Unabhängige Gremium darf die
Einhaltung der Vorgaben nach Absatz 1 und § 11 jederzeit stichprobenartig
kontrollieren.

(4) The data collected in the context of the cooperation on the basis of the search
terms specified by the foreign public authority will be saved by the Federal
Intelligence Service for a period of two weeks. Sections 19 and 20 remain
unaffected.

Section 16 BNDG - Independent body

(1) The Independent Panel consists of

1. a chairperson,

2. two assessors as well as

3. three alternate members.

The members of the Independent Board and the deputy members of the
Independent Board are independent in their office and are not subject to
instructions. The chairperson and an assessor are judges at the Federal Court of
Justice, the other assessor is a federal attorney at the Federal Court of Justice or a
federal attorney at the Federal Court of Justice. Two deputy members are female
judges at the Federal Court of Justice, one alternate member is a federal attorney
at the Federal Court of Justice or a federal attorney at the Federal Court of Justice.

(2) The Federal Cabinet appoints for a period of six years

1. at the suggestion of the President of the Federal Court of Justice, the
members of the Independent Body who are judges at the Federal Court of Justice
or judges at the Federal Court of Justice, including their deputies and

2. at the suggestion of the Federal Prosecutor General, the member of the
Independent Committee, who is a Federal Attorney at the Federal Court of Justice
or a Federal Attorney at the Federal Court of Justice, including his deputy.

(3) The independent committee must be provided with the personnel and material
equipment necessary for the performance of its tasks. The office is set up at the
Federal Court of Justice.

(4) The Independent Panel meets at least every three months. There are rules of
procedure. The Independent Panel decides with a majority of the votes. If one or
more of the members is prevented, the respective deputy takes part in the
meeting.
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(5) The deliberations of the Independent Panel are secret. The members as well
as the deputy members of the Independent Board and the employees of the office
are obliged to keep confidential the matters that became known to them on or on
the occasion of their work on the Board. This also applies to the period after she
left the Independent Board. The employees of the office have to undergo an
extended security check with security investigations (Section 7 Paragraph 1
Number 3 of the Security Check Act).

6. The Independent Panel shall inform the Parliamentary Control Panel of its
activities at intervals of no more than six months.

§ 19 BNDG – Speicherung, Veränderung und Nutzung personenbezogener
Daten

(1) Der Bundesnachrichtendienst darf personenbezogene Daten nach § 10 des
Bundesverfassungsschutzgesetzes speichern, verändern und nutzen, soweit es
zur Erfüllung seiner Aufgaben erforderlich ist.

(2) Die Speicherung, Veränderung und Nutzung personenbezogener Daten über
Minderjährige ist nur unter den Voraussetzungen des § 11 des
Bundesverfassungsschutzgesetzes sowie dann zulässig, wenn nach den
Umständen des Einzelfalls nicht ausgeschlossen werden kann, dass von dem
Minderjährigen eine Gefahr für Leib oder Leben deutscher Staatsangehöriger im
Ausland oder für deutsche Einrichtungen im Ausland ausgeht.

§ 20 BNDG – Berichtigung, Löschung und Sperrung personenbezogener Daten

(1) Der Bundesnachrichtendienst hat die in Dateien gespeicherten
personenbezogenen Daten zu berichtigen, zu löschen und zu sperren nach § 12
des Bundesverfassungsschutzgesetzes mit der Maßgabe, dass die Prüffrist nach §
12 Abs. 3 Satz 1 des Bundesverfassungsschutzgesetzes zehn Jahre beträgt.

(2) Der Bundesnachrichtendienst hat personenbezogene Daten in Akten zu
berichtigen und zu sperren nach § 13 Absatz 1 und 2 des
Bundesverfassungsschutzgesetzes. Für die Verwendung elektronischer Akten
findet § 13 Absatz 4 des Bundesverfassungsschutz- gesetzes mit der Maßgabe
Anwendung, dass die Erforderlichkeit der elektronischen Akten für die
Aufgabenerfüllung spätestens nach zehn Jahren zu prüfen ist.

§ 24 BNDG – Übermittlung von Informationen durch den
Bundesnachrichtendienst

(1) The Federal Intelligence Service may transmit information, including personal
data, to domestic public bodies if this is necessary for the performance of its tasks
or if the recipient needs the data for significant purposes of public security. He may
only transmit information, including personal data, that has been collected using
the means pursuant to Section 5 to the bodies specified in Section 19 subsection 1
sentence 1 of the Federal Constitutional Protection Act under the conditions
specified therein or under Section 3. Unless otherwise stipulated by law, the
recipient may only use the transmitted data for the purpose for which it was
transmitted.

(2) Section 19 subsections 2 to 5 of the Federal Constitution Protection Act shall
apply accordingly to the transmission of information, including personal data, to
other bodies; the transmission according to paragraph 4 of this regulation is only
permitted if it is necessary to safeguard the foreign and security policy interests of
the Federal Republic of Germany and if the Federal Chancellery has given its
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3rd

consent. For personal data transmitted by the Office for the Protection of the
Constitution, Section 18 (1a) Sentences 2 to 4 of the Federal Law on the
Protection of the Constitution shall apply accordingly.

(3) The Federal Intelligence Service transmits information, including personal
data, to the public prosecutor's office, the police and the military shielding service
in accordance with Section 20 of the Federal Constitution Protection Act.

The referenced provisions of the Federal Constitution Protection Act are as follows:

§ 10 BVerfSchG - storage, modification and use of personal data

(1) The Federal Office for the Protection of the Constitution may save, change
and use personal data in files to fulfill its tasks if

1. there are actual indications of endeavors or activities pursuant to Section 3 (1),

2. this is necessary for the research and evaluation of efforts or activities
according to § 3 paragraph 1 or

3. the Federal Office for the Protection of the Constitution acts in accordance with
Section 3 (2).

(2) Documents supporting data stored in accordance with paragraph 1 may also
be saved if they contain further personal data of third parties. A query of third party
data is not permitted.

(3) The Federal Office for the Protection of the Constitution shall limit the storage
period to the extent necessary for the performance of its tasks.

§ 12 BVerfSchG - correction, deletion and blocking of personal data in files

(1) The Federal Office for the Protection of the Constitution has to correct the
personal data stored in files if they are incorrect.

(2) Das Bundesamt für Verfassungsschutz hat die in Dateien gespeicherten
personenbezogenen Daten zu löschen, wenn ihre Speicherung unzulässig war
oder ihre Kenntnis für die Aufgabenerfüllung nicht mehr erforderlich ist. Die
Löschung unterbleibt, wenn Grund zu der Annahme besteht, daß durch sie
schutzwürdige Interessen des Betroffenen beeinträchtigt würden. In diesem Falle
sind die Daten zu sperren. Sie dürfen nur noch mit Einwilligung des Betroffenen
übermittelt werden.

(3) Das Bundesamt für Verfassungsschutz prüft bei der Einzelfall- bearbeitung
und nach festgesetzten Fristen, spätestens nach fünf Jahren, ob gespeicherte
personenbezogene Daten zu berichtigen oder zu löschen sind. Gespeicherte
personenbezogene Daten über Bestrebungen nach § 3 Absatz 1 Nummer 1, 3 und
4 sind spätestens zehn Jahre nach dem Zeitpunkt der letzten gespeicherten
relevanten Information zu löschen, es sei denn, die zuständige Abteilungsleitung
oder deren Vertretung trifft im Einzelfall ausnahmsweise eine andere
Entscheidung.

(4) Personenbezogene Daten, die ausschließlich zu Zwecken der
Datenschutzkontrolle, der Datensicherung oder zur Sicherstellung eines
ordnungsgemäßen Betriebes einer Datenverarbeitungsanlage gespeichert werden,
dürfen nur für diese Zwecke verwendet werden.

§ 18 BVerfSchG – Übermittlung von Informationen an die
Verfassungsschutzbehörden

(1) […]
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(1a) The Federal Office for Migration and Refugees transmits itself from the
Federal Office for the Protection of the Constitution, the immigration authorities of a
country transmit information that has become known to them from the country's
constitutional protection agency, including personal data on efforts or activities
according to Section 3 (1), if actual There are indications that the transmission is
necessary for the fulfillment of the tasks of the constitutional protection authority.
The transmission of this personal data to foreign public bodies as well as to
supranational and intergovernmental bodies in accordance with Section 19 (3)
does not take place even if there are overriding interests worthy of protection by
third parties. The Federal Office for Migration and Refugees must be involved prior
to a transfer in accordance with Section 19 (3). Section 8b (3) applies accordingly
to these transfers by the Federal Office for the Protection of the Constitution. […]

(1b) - (6) […]

Section 19 BVerfSchG - Transmission of personal data by the Federal Office for
the Protection of the Constitution

(1) The Federal Office for the Protection of the Constitution may personal data,
which were collected with the means according to § 8 paragraph 2, to the public
prosecutor's office, the tax authorities according to § 386 paragraph 1 of the Tax
Code, the police, the departments of the state tax authorities entrusted with the tax
investigation, transmit the authorities of the customs investigation service as well
as other customs services, insofar as these perform tasks under the Federal Police
Act, as far as this is necessary for

1. fulfillment of own tasks of information acquisition (§ 8 paragraph 1 sentences 2
and 3),

2.Averting a risk in individual cases for the existence or security of the federal
government or a country or for the life, limb, health or freedom of a person or for
things of considerable value, the preservation of which is in the public interest,

3. Prevention or other prevention of significant crime or

4. prosecution of crime of major importance;

Section 20 remains unaffected. […]

(2) The Federal Office for the Protection of the Constitution may transmit
personal data to the stationing armed forces, insofar as the Federal Republic of
Germany does so within the framework of Article 3 of the Supplementary
Agreement to the Agreement between the parties to the North Atlantic Treaty on
the legal status of its troops with regard to foreign troops stationed in the Federal
Republic of Germany of August 3, 1959 (Federal Law Gazette 1961 II p. 1183,
1218).

(3) The Federal Office for the Protection of the Constitution may transfer personal
data to foreign public bodies as well as to supranational and intergovernmental
bodies if the transfer is necessary to fulfill its tasks or to safeguard the recipient's
significant security interests. The transmission will not take place if foreign interests
of the Federal Republic of Germany or predominant interests worthy of protection
of the person concerned conflict. The transmission must be kept on record. The
recipient must be informed that the transmitted data may only be used for the
purpose for which they were transmitted to them and the Federal Office for the
Protection of the Constitution reserves the right to request information about the
use made of the data.
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4th

5

(4) Personenbezogene Daten dürfen an andere Stellen nur übermittelt werden,
wenn dies zum Schutz der freiheitlichen demokratischen Grundordnung, des
Bestandes oder der Sicherheit des Bundes oder eines Landes oder zur
Gewährleistung der Sicherheit von lebens- oder verteidigungswichtigen
Einrichtungen nach § 1 Abs. 4 des Sicherheitsüberprüfungsgesetzes erforderlich
ist. Übermittlungen nach Satz 1 bedürfen der vorherigen Zustimmung durch das
Bundesministerium des Innern. Das Bundesamt für Verfassungsschutz führt einen
Nachweis über den Zweck, die Veranlassung, die Aktenfundstelle und die
Empfänger der Übermittlungen nach Satz 1. Die Nachweise sind gesondert
aufzubewahren, gegen unberechtigten Zugriff zu sichern und am Ende des
Kalenderjahres, das dem Jahr ihrer Erstellung folgt, zu vernichten. Der Empfänger
darf die übermittelten Daten nur zu dem Zweck verwenden, zu dem sie ihm
übermittelt worden sind. Der Empfänger ist auf die Verwendungsbeschränkung
und darauf hinzuweisen, dass das Bundesamt für Verfassungsschutz sich
vorbehält, um Auskunft über die Verwendung der Daten zu bitten. Die Übermittlung
der personenbezogenen Daten ist dem Betroffenen durch das Bundesamt für
Verfassungsschutz mitzuteilen, sobald eine Gefährdung seiner Aufgabenerfüllung
durch die Mitteilung nicht mehr zu besorgen ist.

(5) Absatz 4 findet keine Anwendung, wenn personenbezogene Daten zum
Zweck von Datenerhebungen nach § 8 Absatz 1 Satz 2 an Stellen übermittelt
werden, von denen die Daten erhoben werden, oder die daran mitwirken. Hiervon
abweichend findet Absatz 4 Satz 5 und 6 in Fällen Anwendung, in denen die
Datenerhebung nicht mit den in § 8 Absatz 2 bezeichneten Mitteln erfolgt.

§ 20 BVerfSchG – Übermittlung von Informationen durch das Bundesamt für
Verfassungsschutz an Strafverfolgungs- und Sicherheitsbehörden in
Angelegenheiten des Staats- und Verfassungsschutzes

(1) The Federal Office for the Protection of the Constitution shall forward to the
public prosecutor's offices and, subject to the public prosecutor's authority, the
police, on its own initiative, the information which has become known to it,
including personal data, if there are actual indications that the transmission is
necessary to prevent or prosecute state security offenses is. Offenses under
sentence 1 are the offenses mentioned in sections 74a and 120 of the Court
Constitution Act as well as other offenses which, based on their purpose, the
motive of the perpetrator or their connection to an organization, provide actual
indications that they are in breach of the provisions of Article 73 no 10 letters b or c
of the Basic Law are addressed.

(2) […] [Requests for submission by the police and the BND]

2. The foreign-foreign telecommunications education aims solely at the monitoring of the
telecommunication traffic of foreigners located abroad. It is integrated into the general intelligence task
of the Federal Intelligence Service, which, in accordance with section 1 (2) sentence 1 BNDG, consists
of collecting the necessary information to gain knowledge about foreign countries that are of foreign and
security policy significance for the Federal Republic of Germany and evaluate.

The Federal Intelligence Service uses various sources of information to fulfill its information mission.
These can be divided into four pillars, namely the collection and evaluation of generally available
sources, the evaluation of image material - mainly obtained from satellites - the collection and
evaluation of information obtained from human sources, and the tele carried out by the Technical
Education Department - communication surveillance ("signals intelligence", SIGINT), to which the
strategic foreign-foreign telecommunications reconnaissance belongs. According to the Federal
Government, about 50 percent of the total reports generated by the Federal Intelligence Service are
based on the emergence of the Technical Intelligence department,
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6

7

8

9

10

The challenged regulations regulate the so-called strategic telecommunications surveillance. This is
characterized in that it relates to telecommunication transmission paths or networks and aims to filter
out those of the totality of the telecommunication data transmitted in the networks that are relevant to
intelligence. Accordingly, it inevitably has a wide spread and is typically not linked to specific occasions
or suspicions. Instead, it works in advance and primarily aims to gain clues, suspicions, general
knowledge and situation reports on topics that are affected by the Federal Government's mandate (see
§ 6 Paragraph 1 Clause 1 No. 3 BNDG, usually abbreviated “APB”) ; closer to marg. 9) are shown to be
significant for the foreign and security policy of the Federal Republic. In addition, the means of strategic
telecommunications surveillance also open up and aim to educate specific individuals.

In addition to the power to strategically monitor the telecommunications of foreigners who are abroad,
the Federal Intelligence Service has - in addition to the power to restrict individual cases - the power to
strategically monitor international telecommunications traffic, i.e. the telecommunications between
foreigners who are abroad on one side and nationals or Germans on the other side. These powers are -
and not in dispute here - in Article 10 of June 26, 2001 (BGBl I p. 1254, 2298), as last amended by
Article 12 of the law of August 17, 2017 (BGBl I p. 3202) legally different. Other authorities, in particular
the Federal Office for the Protection of the Constitution as a domestic intelligence service, do not have
such powers.

3. Die angegriffenen Vorschriften treffen spezifische Regeln sowohl für die Erhebung von Daten vom
Inland aus und deren Verarbeitung (§ 6 BNDG) als auch für die weitere Verarbeitung vom Ausland aus
erhobener Daten (§ 7 Abs. 1 BNDG). Eine ausdrückliche Befugnisnorm zur Erhebung
personenbezogener Daten vom Ausland aus regelt § 7 BNDG bewusst nicht und enthält das BND-
Gesetz auch anderweitig nicht. Der Gesetzgeber geht davon aus, dass es hierfür einer
Eingriffsgrundlage nicht bedürfe und Datenerhebungen allein auf die Aufgabennorm in § 1 Abs. 2
BNDG gestützt werden könnten, weil hier keine Bindung an die Grundrechte des Grundgesetzes
bestehe (vgl. BTDrucks 18/9041, S. 25).

Aufklärungsfokus, -tiefe und -prioritäten der durch die angegriffenen Vorschriften begründeten
Überwachungsmaßnahmen werden durch das vom Bundeskanzleramt im Einvernehmen mit den
anderen im Bereich der Außen- und Sicherheitspolitik tätigen Bundesministerien (vgl. § 6 Abs. 1 Satz 1
Nr. 3 BNDG) festgelegte, der Geheimhaltung unterliegende Auftragsprofil der Bundesregierung
konkretisiert. Daneben existieren nach Angaben der Bundesregierung in der Praxis auch kurzfristige
Einzelaufträge seitens des Bundeskanzleramts. § 6 Abs. 1 Satz 1 Nr. 1 und 2 BNDG eröffnet dem
Dienst auch unabhängig von Aufträgen der Bundesregierung die Durchführung von
Überwachungsmaßnahmen.

All information and data from networks that are determined by order of the Federal Chancellery may
be collected (“network arrangement”, see Section 6 (1) sentence 2, Section 9 (1), (3) and (4) BNDG).
An exception only applies to data from telecommunications transactions involving Germans or residents
(Section 6 (4) BNDG); In practice, the regulation is understood in such a way that its data may first be
recorded, but then, if possible, it must be filtered out without evaluating the content. This includes traffic
and content data from telecommunications processes between people as well as - according to the
Federal Government on the handling of the regulation in practice - other data transported in the
networks from human-to-machine or machine-to-machine communication, such as, for example,
automatically generated localization data for switched on mobile phones. Content data from
telecommunications may only be collected on the basis of search terms used to clarify matters relating
to the statutory information purposes are suitable and necessary (Section 6 (2) BNDG). The targeted
collection of telecommunications by Union citizens and public bodies of the European Union or its
member states are subject to special substantive (Section 6 (3) BNDG) and in some cases also
procedural law (Section 9 (2) and (5) BNDG). Data collection and processing for the purposes of
industrial espionage is not permitted (Section 6 (5) BNDG). Traffic data, which in practice not only
includes the data from telecommunications between people, but also other personal (meta) data
transported in the networks, may be stored for a period of up to six months (§ 6 para. 6 sentence 1
BNDG) and are subject to unspecified processing and evaluation. In the case of a specific need for
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intelligence, longer storage may also be justified (section 6 (6) sentence 2 BNDG). Section 7 BNDG
regulates the further processing of telecommunications data collected from abroad; he himself does not
regulate the authority to collect them, but presupposes them.

To the extent that this is technically necessary, providers of telecommunications services are obliged
to enable and participate in the data collection in accordance with Section 8 BNDG on the
corresponding diversion arrangement. Section 9 BNDG regulates the procedure for arranging the
networks to be recorded and the definition of search terms in special cases to protect against targeted
recording of certain actors in the European Union, including a certain control of these requirements by
the independent body to be set up according to Section 16 BNDG. According to Section 10 Paragraph 1
BNDG, data collected must be identified and, in accordance with Section 10 Paragraphs 2 to 5 BNDG,
are subject to deletion in cases of impermissible collection. In deviation from this, Section 10 (4)
sentences 2 to 6 BNDG makes special procedural requirements for the case that there is no immediate
deletion of communication with the subsequently recognized participation of Germans or residents.
Legal provisions to protect the core area of   personal life are regulated in § 11 BNDG.

4. Sections 13 to 15 BNDG regulate the cooperation of the Federal Intelligence Service with foreign
intelligence services, including the automated transmission of data to foreign public bodies. The
regulations allow - to a large extent with reference to the data collection requirements just explained
(Section 14 (2) BNDG) - in so far as data collection for strategic telecommunications surveillance by the
Federal Intelligence Service also in favor of cooperating intelligence services (Section 14 BNDG). The
basis is a more detailed joint declaration of intent (§ 13 BNDG) and the cooperation goals set out there.
In particular, the comparison of the telecommunications data recorded by the Federal Intelligence
Service with search terms named by partner services is permitted (Section 14 (1) sentence 1 BNDG).
Building on this, the regulations then authorize the Federal Intelligence Service - in accordance with
special substantive and procedural requirements (Section 15 Paragraphs 1 and 2 BNDG), which
include the automatic filtering of domestic and international communication - to automatically transmit
the data traffic selected using externally named search terms to cooperation partners. In addition,
automated transmission of unselected traffic data is permitted (Section 15 (1) BNDG). The receipt and
processing of data that foreign services collect as part of cooperation and transmit to the Federal
Intelligence Service are regulated by Sections 14 f. BNDG not specific which includes the automatic
filtering of domestic and international communication - for the automated transmission of data traffic
selected using externally named search terms to cooperation partners. In addition, automated
transmission of unselected traffic data is permitted (Section 15 (1) BNDG). The receipt and processing
of data that foreign services collect as part of cooperation and transmit to the Federal Intelligence
Service are regulated by Sections 14 f. BNDG not specific which includes the automatic filtering of
domestic and international communication - for the automated transmission of data traffic selected
using externally named search terms to cooperation partners. In addition, automated transmission of
unselected traffic data is permitted (Section 15 (1) BNDG). The receipt and processing of data that
foreign services collect as part of cooperation and transmit to the Federal Intelligence Service are
regulated by Sections 14 f. BNDG not specific The receipt and processing of data that foreign services
collect as part of cooperation and transmit to the Federal Intelligence Service are regulated by Sections
14 f. BNDG not specific The receipt and processing of data that foreign services collect as part of
cooperation and transmit to the Federal Intelligence Service are regulated by Sections 14 f. BNDG not
specific regulated.

5. In addition to these special collection, processing, storage, deletion and transmission regulations for
the area of   foreign-foreign telecommunications clarification, the general provisions of the BND Act on
Use, Processing, not changed by the law amendment of December 23, 2016, apply , Storage,
correction, deletion and transmission of personal data available at the Federal Intelligence Service
(Sections 19, 20, 24 BNDG). Thereafter, the Federal Intelligence Service may save, change and use
the personal data originating from the foreign-foreign intelligence, insofar as this is necessary for the
fulfillment of its tasks (Section 19 (1) BNDG). He must correct and delete them if they are incorrect or
are no longer required to perform his tasks, The test periods required here can be up to ten years
(Section 20 (1) BNDG, Section 12 BVerfSchG). Section 24 BNDG and the standards of the Federal
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Constitution Protection Act referred to therein authorize the Federal Intelligence Service to transmit the
information it has obtained, in particular personal data, to specified domestic and foreign bodies in
individual cases.

6. Die näheren Einzelheiten des Erhebungs- und Verarbeitungsprozesses, der Kontrollzuständigkeiten
innerhalb des Dienstes sowie der Datenübermittlung im Rahmen von Kooperationen sind in
Dienstvorschriften zu regeln, die der Zustimmung des Bundeskanzleramts bedürfen (§ 6 Abs. 7, § 15
Abs. 3 Satz 5 BNDG). Auch über diese gesetzlichen Vorgaben hinaus sind die technischen und
praktischen Einzelheiten des gesamten Erhebungs- und Auswertungsprozesses, der Kooperationen
sowie der Datenübermittlung durch nichtöffentliche Dienstvorschriften geregelt. Dem Senat lagen bei
der Entscheidung die „Dienstvorschrift nach § 6 Abs. 7 BNDG für die strategische Fernmeldeaufklärung
des BND (DV SIGINT)“ – mit vereinzelten Schwärzungen –, die „Dienstvorschrift zur Übermittlung von
Informationen durch den Bundesnachrichtendienst (DV Übermittlung)“, die „Dienstvorschrift zum
Auftragsprofil der Bundesregierung (DV APB)“ und die „Dienst- vorschrift über den Abschluss
internationaler Absprachen mit ausländischen Nachrichtendiensten (DV Internationale Absprachen –
AND)“ vor.

7. Bereits vor Erlass der angegriffenen Befugnisse sowie seitdem in deren Ausübung hat sich eine
Praxis der strategischen Ausland-Ausland-Fernmeldeaufklärung herausgebildet, die in verschiedene
Schritte gegliedert ist.

a) Zunächst verschafft sich der Bundesnachrichtendienst Zugriff auf Tele-
kommunikationsdatenströme, indem er mittels eigener Vorrichtungen Signale aus
Telekommunikationsnetzen abfängt oder sich gemäß § 8 BNDG von Tele-
kommunikationsdiensteanbietern Datenströme ausleiten lässt. Zugrunde liegen die Netzanordnungen
des Bundeskanzleramts (§ 6 Abs. 1 Satz 2; siehe oben Rn. 10). Drei von 17 der derzeit in Geltung
befindlichen Netzanordnungen beziehen sich auf in Deutschland gelegene Internetknotenpunkte. Die
übrigen Anordnungen beziehen sich im Wesentlichen auf Satellitennetze.

The networks arranged by the Federal Chancellery can then, in particular, be directed to specific
diversion orders from the Federal Intelligence Service towards telecommunications service providers in
accordance with Section 8 (1) sentence 1 BNDG. Section 8 BNDG enables the detection of line-bound
telecommunications in Germany on the basis of diversion orders from the Federal Intelligence Service
directed at telecommunications service providers. These diversion arrangements have particular
practical importance. According to the Federal Government, of the hundreds of internet hubs worldwide
at which the subnets that make up the internet are interconnected, 27 are located in Germany, including
the largest and most important in the world at the moment DE-CIX in Frankfurt am Main.

Within the framework of a network arrangement by the Federal Chancellery (section 6 (1) sentence 2
BNDG), but also within the framework of the diversion orders that partially implement the network
arrangements (section 8 (1) sentence 1 BNDG), several networks can be arranged simultaneously for
recording, which is also practical corresponds. Often, significantly more networks with a much larger
capacity for recording are arranged than data are actually called up. According to the Federal
Government at the hearing, the Federal Intelligence Service actually accesses an average of
approximately ten percent of the total network capacity ordered for recording in order to process and
evaluate the data contained therein. Insofar as the Federal Intelligence Service makes use of
telecommunications service providers who are obliged to cooperate in accordance with Section 8
BNDG, the networks actually monitored are selected in such a way that the service is switched from the
networks contained in the diversion order to individual providers, subnetworks or over- requests for
transmission routes via so-called status tables (see BVerwG, judgment of May 30, 2018 - 6 A 3.16 -,
paragraph 5). According to the written statement of the industry association eco - Verband der
Internetwirtschaft eV, the technical systems of the Federal Intelligence Service installed at the internet
hub DE-CIX currently have the capacity to record and process about five percent of the
telecommunications traffic passed through here. The actually monitored networks are selected in such a
way that the service requests individual networks, subnetworks or transmission links from the networks
contained in the diversion arrangement from the respective provider via so-called status tables for the
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diversion (see BVerwG, judgment of May 30, 2018 - 6 A 3.16 -, paragraph 5). According to the written
statement of the industry association eco - Verband der Internetwirtschaft eV, the technical systems of
the Federal Intelligence Service installed at the internet hub DE-CIX currently have the capacity to
record and process about five percent of the telecommunications traffic passed through here. The
actually monitored networks are selected in such a way that the service requests individual networks,
subnetworks or transmission links from the networks contained in the diversion arrangement from the
respective provider via so-called status tables for the diversion (see BVerwG, judgment of May 30, 2018
- 6 A 3.16 -, paragraph 5). According to the written statement of the industry association eco - Verband
der Internetwirtschaft eV, the technical systems of the Federal Intelligence Service installed at the
internet hub DE-CIX currently have the capacity to record and process about five percent of the
telecommunications traffic passed through here. Requires subnets or transmission lines via so-called
status tables for rejection (see BVerwG, judgment of May 30, 2018 - 6 A 3.16 -, paragraph 5). According
to the written statement of the industry association eco - Verband der Internetwirtschaft eV, the technical
systems of the Federal Intelligence Service installed at the internet hub DE-CIX currently have the
capacity to record and process about five percent of the telecommunications traffic passed through
here. Requires subnets or transmission lines via so-called status tables for rejection (see BVerwG,
judgment of May 30, 2018 - 6 A 3.16 -, paragraph 5). According to the written statement of the industry
association eco - Verband der Internetwirtschaft eV, the technical systems of the Federal Intelligence
Service installed at the internet hub DE-CIX currently have the capacity to record and process about
five percent of the telecommunications traffic passed through here.

b) With the transfer of the data stream made accessible by the transfer of data or by other
interception methods to the acquisition systems of the Federal Intelligence Service, a multi-stage and
fully automated filtering and evaluation process begins, which ends with the storage or deletion of the
temporarily stored data. The data streams are first prepared technically so that they can be assigned to
different types of data (e.g. data from streaming, internet history data, data from telecommunications
processes) and, if they are irrelevant from a technical point of view, can be separated out. Then the
recorded telecommunication data is electronically filtered with the purpose Recognize and eliminate
data traffic that is not subject to the foreign-foreign investigation with the participation of German
citizens or residents (so-called DAFIS filtering). For this purpose, the recorded telecommunications
traffic is checked for domestic or German reference using various metadata-related formal criteria (e.g.
use of a German top-level domain) and additionally compared with a list kept by the Federal Intelligence
Service ("G 10 positive list") of telecommunications codes assigned to residents or Germans can be.
The degree of reliability of this filtering is controversial, as are the current technical options for better
filtering between the parties involved. According to the Federal Government, IP addresses can be
assigned with country-specific accuracy with a security of 98 percent. In order to recognize such data
traffic with the participation of residents or Germans, which can only be assigned to foreign IP
addresses due to the interconnection of servers located abroad or the use of hotspots, the Federal
Intelligence Service also includes additional formal criteria and metadata in its filtering. The overall error
rate for classifying traffic as pure international traffic is unknown. which, for example due to the
interconnection of servers located abroad or the use of hotspots, can only be assigned to foreign IP
addresses, the Federal Intelligence Service also includes additional formal criteria and metadata in its
filtering. The overall error rate for classifying traffic as pure international traffic is unknown. which, for
example due to the interconnection of servers located abroad or the use of hotspots, can only be
assigned to foreign IP addresses, the Federal Intelligence Service also includes additional formal
criteria and metadata in its filtering. The overall error rate for classifying traffic as pure international
traffic is unknown.

Die Bundesregierung macht geltend, dass die Zahl der Telekommunikationsverkehre, bei denen die
Beteiligung von deutschen Staatsangehörigen oder Inländern durch die Filterprozesse zunächst nicht
erkannt, dann aber später im Rahmen der weiteren Auswertung und Datenverwendung dem
Bundesnachrichtendienst offenbar wird, in der Praxis sehr gering sei. Bei der händischen Auswertung
der durch Suchbegriffe selektierten Telekommunikationsverkehre, bei der rund 270.000 täglich
erhobene Inhaltsverkehre durch ein Bündel vielfältiger Kriterien auf rund 260 relevante Meldungen
reduziert würden (unten Rn. 24 f.), werde täglich im Durchschnitt tatsächlich nur ein
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Telekommunikationsverkehr bekannt, dessen Inländer- oder Deutschenbezug elektronisch nicht erkannt
worden sei. Nach Angaben der Bundesregierung wurde bisher nur ein einziger Fall verzeichnet, in dem
eine Löschung eines nachträglich erkannten Telekommunikationsverkehrs mit Inlands- oder
Deutschenbezug mit Genehmigung der G10-Kommission unterblieb (§ 10 Abs. 4 Satz 2 bis 6 BNDG).

c) Die nach der DAFIS-Filterung verbleibenden Verkehrsdaten (§ 6 Abs. 6 Satz 1 BNDG) erhebt und
speichert der Bundesnachrichtendienst pauschal, also unabhängig von Selektoren, und wertet sie zu
einem späteren Zeitpunkt durch Datenabgleich und weitere Analysemethoden in erster Linie
computergestützt aus.

d) Telecommunications content, on the other hand, is only stored and evaluated beyond the
technically necessary intermediate storage according to Section 6 Paragraph 2 BNDG if elements of
recorded telecommunications were identified during computer-controlled comparison with previously
defined search terms (selectors) and separated from the data stream as relevant . According to the
Federal Government and the requirements of the relevant service regulation (DV SIGINT), the search
terms used for this purpose are used internally by an sub-unit ("Quality Assurance SIGINT") prior to
active use ("control") for order conformity, legal admissibility - especially with regard to their
proportionality - and Plausibility checked. Captured by the systems of the Federal Intelligence Service

The selectors differentiate between content and formal terms, with the Federal Intelligence Service
using predominantly (according to the Federal Government, approximately 90 percent) formal search
terms. These are communication features, such as connection IDs or e-mail addresses, which can be
assigned to persons, entities, groups or phenomena that are considered to be relevant for intelligence
purposes. Using such search terms, the Federal Intelligence Service can identify all
telecommunications from the recorded data streams and separate them for storage that is directed to,
originates from or contains the identifier or address used as the search term. According to the Federal
Government, around five percent of the search terms serve the purpose to gain specific knowledge
about individuals with regard to measures to be taken against them; in the other cases, the people
behind the controlled search terms are only partially known, without themselves and their behavior
being the focus of the educational interest.

In this way, the Federal Intelligence Service selects the content data from around 270,000 daily
telecommunication processes between people (email, phone call, chat messages) from the recorded
data volume using a six-digit number of search terms and stores it for further manual evaluation. This
figure is made up of domestic traffic (around 60 percent) and foreign registrations (around 40 percent),
as well as a low five-digit number of telecommunications traffic that are directed to the service by
cooperating foreign intelligence services. In addition, the Federal Intelligence Service captures and
stores a quantity of traffic data that is several orders of magnitude higher every day.

e) The selection and storage of content traffic using search terms is followed by their further
evaluation. At the heart of this step is the manual assessment of intelligence relevance. At the moment,
an average of around 260 data traffic are currently identified, which are forwarded to the "decreasing
areas". According to the Federal Government, the core area protection according to § 11 BNDG is also
practically implemented in this context - together with the assessment of the relevance and the manual
inspection for an accidental recording of international or domestic telecommunications. In contrast,
according to the Federal Government, the requirements for core area protection have no practical effect
for the previous procedural steps. According to the relevant official regulations (DV SIGINT) and
information provided by the Federal Government, the protected communication of persons authorized to
refuse to testify under Section 53 StPO is also taken into account in the manual evaluation; According
to this, such communication may only be used if the particular informational value of the recorded
telecommunications content outweighs the conflicting confidentiality interests.

f) For the first time, the practice of intelligence cooperation is regulated by law in sections 13 to 15
BNDG. This was the main focus of the information work in the NSA investigation committee
(cf.BTDrucks 18/12850, pp. 516 ff .; 706 ff .; 761 to 1007). According to the legal documents (BTDrucks
18/9041, p. 29) and information provided by the Federal Government, the goals of this practice are the
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effective use of educational resources, the expansion of the database accessible to the services as a
whole and the constant exchange of intelligence know-how, in particular technical skills and suitable
search terms.

Accordingly, the Federal Intelligence Service uses a large number of search terms specified by the
partner services in the context of cooperations, but also for its own telecommunications education. This
affects about 50 to 60 percent of the search terms that the Federal Intelligence Service is currently
using to record. However, the service does not use any search terms whose meaning, functionality or
type are unknown to it. Rather, according to the relevant official regulations and information provided by
the Federal Government, it requires more detailed information on each search term named by a partner
service, which is integrated into an electronic check of the search terms. In addition, he electronically
checks the search terms named by foreign services for a German or national reference before they are
used. for a violation of the limits of targeted recordings in accordance with Section 6 (3) BNDG, for a
violation of the interests of the Federal Republic of Germany and for certain formal criteria defined with
regard to the respective cooperation and its objectives. In addition, the Federal Intelligence Service
conducts a monthly minimum number of manual samples for each cooperation, the actual According to
the company, the number of samples goes beyond what is provided by the regulations and affects
around 300 search terms per month.

Die gemäß § 15 Abs. 1 Nr. 1a BNDG vor einer automatischen Übermittlung gebotene elektronische
Ausfilterung inländischer und internationaler Telekommunikation geschieht in der Praxis nach dem oben
erläuterten Muster. Zudem werden hierbei Filterverfahren zur Aussonderung solcher Erfassungen
angewandt, deren Übermittlung einen Verstoß gegen deutsche Interessen befürchten ließe (§ 15 Abs. 1
Nr. 1b BNDG). Zur Überprüfung der Funktionstüchtigkeit dieser automatischen Filterverfahren (§ 15
Abs. 3 BNDG) führt der Bundesnachrichtendienst nach Angaben der Bundesregierung in der
mündlichen Verhandlung wiederum händische Stichproben durch, deren monatliche Mindestanzahl je
Kooperation ebenfalls in der Dienstvorschrift festgelegt ist und die sich in der Praxis monatlich auf etwa
25 bis 40 übermittelte Erfassungen erstreckt.

The transmission of data to partner services in accordance with section 15 (1) BNDG is framed by the
restrictions on use and assurances to be provided for in the cooperation agreement in accordance with
section 13 (3) nos. 4 to 6 BNDG to ensure that data is handled in accordance with the rule of law and
for data deletion. The content of the clauses to be provided accordingly in the declaration of intent is
specified by the relevant official regulation. In order to ensure that the data is dealt with in accordance
with the rule of law, the Federal Intelligence Service provides each individual transmission abroad
(Section 24 BNDG) with an addition that contains restrictions and bans on use, in accordance with the
relevant official regulations and the information provided by the Federal Government.

8. These processes are embedded in special and general regulations on transparency, supervision
and control. Internally, there is initially a labeling requirement for collected data (Section 10 (1) BNDG)
and special logging requirements for inadmissible data processing (Section 10 (6), Section 11 sentence
4 BNDG) or automatic transmission to foreign cooperation partners (Section 15 (2) BNDG ). The data
subject has the right to information, which, however, presupposes the presentation of a particular
interest and does not extend to the origin of the data (Section 22 BNDG). Notification obligations are
only provided in the event of inadmissible recording and subsequent storage of data from
telecommunications with the participation of residents or Germans (section 10 (4) sentence 2 BNDG);

As a special control body, Section 16 BNDG sets up the Independent Committee, to which individual
control powers are assigned by Sections 6 to 15 BNDG. The Federal Commissioner for Data Protection
and Freedom of Information is responsible for a general data protection control (§§ 32, 32a BNDG). A
department of its authority is responsible for the control of the Federal Intelligence Service. In addition,
the special control responsibility of the G10 Commission in the event of the deferral of a communication
pursuant to Section 10 (4) BNDG, the general parliamentary control on the part of the parliamentary
control body and its permanent representative, as well as individual powers that affect this body in
relation to foreign-foreign telecommunications information are granted (Section 6 (7) sentence 3,
Section 13 (5) sentence 2 BNDG).
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According to the former chairperson of the Independent Committee and the Federal Data Protection
Officer, the control activities of both bodies are practically restricted, citing the confidentiality
requirements of the cooperating services and confidentiality agreements concluded with them (“third
party rule”).

II.

With their constitutional complaint, the complainants complain of a violation of the telecommunications
secrecy according to Art. 10 GG. Insofar as they are journalists, they also claim a violation of the
freedom of the press in accordance with Article 5, Paragraph 1, Sentence 2 of the Basic Law, since the
BND law for the strategic surveillance of foreign telecommunications does not contain any special
regulation to protect the trust relationship between the press and its informants contain. Finally,
complainants 1) and complainants 3) to 5) complain of a violation of the general principle of equality
under Article 3 (1) GG because they do not enjoy the same protection as Germans as a legal person or
EU citizen resident in a Member State.

1. All complainants actually submit that they are affected by the authorizations and the actions of the
Federal Intelligence Service based on them in the context of the foreign-foreign telecommunications
education. The complainant to 1) is a non-governmental organization based in France, which works
internationally for the freedom of the press and the security of journalists against reprisals and, in this
context, provides them and their relatives with concrete factual and personal help in problem situations
(e.g. in the event of imprisonment or persecution) accomplishes. Complainant 2) is in Azerbaijan and
complainants 3) to 7) are resident in Germany, the United Kingdom, Slovenia, Mexico and Northern
Macedonia, there and elsewhere investigative and reporting journalists with foreign nationality, with
complainant 6) working for the journalistic department of a Mexican non-governmental organization.
The complainant to 8) is a German citizen living in Guatemala, who works as a lawyer for a human
rights office there and for the International Commission of Lawyers based in Geneva.

Sämtliche Beschwerdeführerinnen und Beschwerdeführer geben an, privat oder im Rahmen ihrer
beruflichen Tätigkeit in großem Umfang elektronische Telekommunikationsdienste, insbesondere E-
Mails, Telefon und Instant-Messenger, zu nutzen. Sie würden regelmäßig zu Themen arbeiten und mit
Personen in Regionen kommunizieren, die naheliegenderweise in den Fokus einer Ausland-Ausland-
Fernmeldeaufklärung des Bundesnachrichtendienstes gelangen könnten. Insbesondere bezögen die
Beschwerdeführerin zu 2) und die Beschwerdeführer zu 3) bis 7) als investigativ tätige Journalisten
einen erheblichen Teil der benötigten Kenntnisse von Informanten, mit denen sie in weitem Umfang mit
kommunikationstechnischen Mitteln kommunizierten. Bei diesen Quellen handele es sich oftmals um
staatliche oder privatwirtschaftliche Bedienstete, Angehörige illegaler Organisationen oder deren
Kontaktpersonen, die sich durch ihre Mitwirkung vielfach erheblichen Risiken aussetzten. Auch die
Beschwerdeführerin zu 1) und der Beschwerdeführer zu 8) stünden im Rahmen ihrer satzungsmäßigen
oder beruflichen Tätigkeit regelmäßig mit solchen Personen in Kontakt.

2. Hinsichtlich der Zulässigkeit tragen die Beschwerdeführerinnen und Beschwerdeführer vor, dass sie
mit einiger Wahrscheinlichkeit von Maßnahmen auf Grundlage der angegriffenen Vorschriften betroffen
seien. Da bereits in der mit einem Suchbegriffsabgleich oder einer Speicherung der Verkehrsdaten
einher- gehenden Erfassung ihrer Telekommunikationsdaten ein Grundrechtseingriff liege, müssten sie
nur darlegen, mit einiger Wahrscheinlichkeit überhaupt in die Erfassung des
Bundesnachrichtendienstes im Rahmen der Ausland-Ausland-Aufklärung zu gelangen. Dies sei, wie
eine statistische Beispielsrechnung verdeutliche, angesichts der Streubreite der Maßnahmen und des
sehr hohen Telekommunikationsaufkommens sämtlicher Beschwerdeführer der Fall. Selbst wenn man
verlange, dass deren Telekommunikation mit einiger Wahrscheinlichkeit beim Suchbegriffsabgleich zur
weiteren Auswertung selektiert würde, seien sie tatsächlich betroffen, da sich ihre Tätigkeit durchweg
auf Themen und Gebiete beziehe, an denen ein gesteigertes Interesse der deutschen Ausland-
Ausland-Aufklärung naheliege. Trotz der beim Bundesnachrichtendienst vorgenommenen
Anstrengungen zur automatischen Ausfilterung der Kommunikation unter Beteiligung von Inländern und
Deutschen sei auch der Beschwerdeführer zu 8) mit einiger Wahrscheinlichkeit von der Ausland-
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Ausland-Fernmeldeaufklärung tatsächlich betroffen. Denn es sei davon auszugehen, dass der
Bundesnachrichtendienst ihn als Funktionsträger einer ausländischen juristischen Person nicht als
grundrechtsberechtigt ansehe.

A prior assertion of a right to information according to § 22 BNDG is not necessary from the point of
view of subsidiarity, since this claim only records stored data and thus no information about past
collection, collection, temporary storage or further processing of the complainants' telecommunications
data on the basis of the contested regulations. Prior clarification and preparation of the dispute before
the specialist courts, as required in principle by the Federal Constitutional Court's decision on
registration of license plates (BVerfGE 150, 309 <326 ff. Paragraph 40 ff.>) From the point of view of
subsidiarity,

3. As the functionaries of a foreign legal person, the complainants re 6) and 8) were not excluded from
the protection of fundamental rights under Article 10 GG. Officials of a foreign legal person could also
have fundamental rights. Article 10.1 of the Basic Law protects the confidentiality of communication
from burglaries by the state, regardless of the function in which the participants communicated. In
addition, professional and private communication could not be separated ex ante, since professional
connections and addresses were often also used privately.

4. The complainants 1) to 7) further submit that the basic rights complained about - at least in their
defense law dimension - also entitle foreigners abroad to face the German state authorities. These
fundamental rights are not those that are restricted to Germans. A collision with international law by
recognizing a fundamental right of foreigners abroad is not to be feared. If at all, the foreign-foreign
telecommunications clarification violates international law, but not its fundamental rights containment.
The guarantee of fundamental rights is not subject to the condition of special submission to state
sovereignty. Even if you follow this compensation thesis, In the case of foreign-foreign
telecommunications clarification, there would be specific risks, especially for foreigners abroad, which
justified extending Article 10 GG to them. In any case, the separation of domestic and international
telecommunications traffic from purely foreign telecommunications is so uncertain that the fundamental
question of the protection of fundamental rights cannot be meaningfully made dependent on it. For the
citizens of the Union among the complainants, there is also a compelling reason for the recognition of
fundamental rights from the prohibition of discrimination on grounds of nationality under Union law. In
any case, the separation of domestic and international telecommunications traffic from purely foreign
telecommunications is so uncertain that the fundamental question of the protection of fundamental
rights cannot be meaningfully made dependent on it. For the citizens of the Union among the
complainants, there is also a compelling reason for the recognition of fundamental rights from the
prohibition of discrimination on grounds of nationality under Union law. In any case, the separation of
domestic and international telecommunications traffic from purely foreign telecommunications is so
uncertain that the fundamental question of the protection of fundamental rights cannot be meaningfully
made dependent on it. For the citizens of the Union among the complainants, there is also a compelling
reason for the recognition of fundamental rights from the prohibition of discrimination on grounds of
nationality under Union law.

5. In view of the fundamental rights of foreigners abroad, the contested regulations are
unconstitutional. First of all, they are already violating the citation requirement in accordance with Article
19.1 sentence 2 of the Basic Law. The regulations also disproportionately interfered with their
fundamental rights. In view of the considerable degree of intervention of the strategic surveillance it
enables, the possible information objectives are insufficiently limited and important. In particular, the
limits of targeted surveys are also inadequate and completely absent from non-Union citizens. In view
of the sometimes highly sensitive information that can be generated from traffic data, the authority to
collect it is Reservation and evaluation not subject to any thresholds or occasions - especially with a
view to the data retention decisions of the European Court of Justice and the Federal Constitutional
Court - cannot be justified under fundamental law. At the evaluation level, there are no measures to
protect special confidentiality relationships, especially of journalists and lawyers. Finally, there are
considerable deficits in the area of   independent control. The responsibilities and control framework of
the independent body are too restrictive. In addition, the control is split in a dysfunctional way between
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different organs and overall not sufficiently effective to replace the de facto lack of individual legal
protection. The powers to transfer data in individual cases did not meet the current, to the BKA law
(BVerfGE 141, 220). This applies above all to their transmission thresholds and procedural safeguards
against the use of data on the recipient side that is contrary to the rule of law. The alleged shortcomings
also affect intelligence cooperation. In an increased form, this relates to the electronic transfer of data to
partner services, in the context of which transmission thresholds were completely eliminated. After all,
the regime of telecommunications education practiced from abroad is only extremely rudimentary,
incomplete and indefinite.

Die Beschwerdeführer haben zur Unterstützung ihres Vortrags zur mangelnden automatischen
Trennbarkeit inländischer, internationaler und ausländischer Telekommunikation ein technisches
Gutachten eingereicht, dessen Inhalt sie sich zu eigen machen.

III.

Zur Verfassungsbeschwerde haben Stellung genommen: die Bundesregierung, die Bayerische
Staatsregierung, die jeweils amtierenden Bundesbeauftragten für den Datenschutz und die
Informationsfreiheit sowie der 6. Revisionssenat des Bundesverwaltungsgerichts.

1. Die Bundesregierung ist dem Verfahren beigetreten. In tatsächlicher Hinsicht betont sie die
außerordentliche Bedeutung der Ausland-Ausland-Fernmelde- aufklärung des
Bundesnachrichtendienstes für die Versorgung der Bundesregierung mit den von ihr benötigten
Informationen und Entscheidungsgrundlagen. In rechtlicher Hinsicht hält sie die
Verfassungsbeschwerde für unzulässig, jedenfalls aber unbegründet.

a) The foreign intelligence communication by the Federal Intelligence Service is of outstanding public
importance. This applies all the more in a world of new security policy challenges and increasing
demands and commitments from the Federal Republic as a sovereign, economically strong and
internationally active and integrated partner. The information about foreign countries that can be
obtained by means of foreign-foreign telecommunications education, authentic, reliable and
independent of the interests of foreign cooperation partners, can often not be obtained from other
intelligence sources or can only be obtained with considerably increased effort. The information process
of the federal government is controlled comprehensively. A full surveillance of the telecommunications
of certain people or regions is neither intended nor possible against the background of the limited
information task and the technical capacities of the Federal Intelligence Service. Rather, the Federal
Intelligence Service only accesses an infinitesimally small window in global telecommunications and
focuses its capacities on key mission-related goals. A more detailed legal specification and a final list of
the possible goals of the foreign-foreign information, especially in the area of   cooperation, would not
make sense, since the necessary flexibility and range of topics would then be missing. Likewise, a
separate arrangement of each individual search term in a formalized procedure in the area of   foreign-
foreign telecommunications education against the background of their dynamic requirements and the
number of topics and countries in the job profile is neither practically conceivable nor useful. It is also
essential to keep unselected traffic data available for a certain period of time, since location
comparisons, networks or behavior patterns can only be analyzed by comparing these data over time,
and the ability to quickly clarify new developments (“cold start capability”) requires a certain amount of
available data. The technical processes of automatic filtering and deletion of telecommunications traffic
with the participation of Germans or residents are constantly being developed and are already highly
reliable. For example, all IP traffic that should be assigned to an IP address that can be located in
Germany would be filtered out and discarded from the recorded data volume by means of IP type
filtering. Subsequently, the recorded communication is automatically searched for a domestic or
German reference based on further formal criteria (e.g. use of a German so-called top level domain)
(DAFIS level 1). In addition, all recorded telecommunications are automatically compared with a
continuously updated and updated positive list (DAFIS level 2), on which subscriber or connection IDs
are noted that are known to be assigned to Germans or residents ("G 10 positive list"). In addition,
domestic or international telecommunications recognized as such were also subsequently sorted out as
part of the manual evaluation. With regard to intelligence cooperation, the Federal Government states
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that the Federal Intelligence Service is absolutely dependent on cooperation with foreign intelligence
services to fulfill its mandate. In doing so, he must also respect the “Third Party Rule”, otherwise the
partners could be terminated by intelligence partners. In addition, domestic or international
telecommunications recognized as such were also subsequently sorted out as part of the manual
evaluation. With regard to intelligence cooperation, the Federal Government states that the Federal
Intelligence Service is absolutely dependent on cooperation with foreign intelligence services to fulfill its
mandate. In doing so, he must also respect the “Third Party Rule”, otherwise the partners could be
terminated by intelligence partners. In addition, domestic or international telecommunications
recognized as such were also subsequently sorted out as part of the manual evaluation. With regard to
intelligence cooperation, the Federal Government states that the Federal Intelligence Service is
absolutely dependent on cooperation with foreign intelligence services to fulfill its mandate. In doing so,
he must also respect the “Third Party Rule”, otherwise the partners could be terminated by intelligence
partners. that the Federal Intelligence Service is absolutely dependent on cooperation with foreign
intelligence services. In doing so, he must also respect the “Third Party Rule”, otherwise the partners
could be terminated by intelligence partners. that the Federal Intelligence Service is absolutely
dependent on cooperation with foreign intelligence services. In doing so, he must also respect the
“Third Party Rule”, otherwise the partners could be terminated by intelligence partners.

b) In legal terms, the Federal Government already considers the constitutional complaint to be
inadmissible. The complainants had not shown that measures based on the contested rules were likely
to be affected. This applies even if the likelihood of detection by the systems of the Federal Intelligence
Service is sufficient. This is because the service only covers a negligible part of worldwide
telecommunications, so that even with a high volume of telecommunications, it is extremely unlikely that
the complainants' telecommunications will be recorded - especially if they are further processed and
evaluated. Let, as the applicants submit, If a general connection of the respective activity and
communication to information topics and areas of the Federal Intelligence Service is sufficient, the
constitutional complaint in the area of   foreign-foreign intelligence would turn into a non-intended popular
situation against laws. In addition, the complainants had not asserted the right of access to a
constitutional complaint under section 22 BNDG and had not taken legal action. Finally, the
constitutional complaint was limited in time, since the existing practice of the Federal Intelligence
Service had only been explicitly standardized and restricted by the contested regulations. At least the
limitation applies to all regulations,

c) Die Verfassungsbeschwerde sei jedenfalls unbegründet. Dies ergebe sich schon aus der fehlenden
Grundrechtsbetroffenheit sämtlicher Beschwerdeführer.

Für die Beschwerdeführerinnen und Beschwerdeführer zu 1) bis 7) ergebe sich das aus dem
Umstand, dass die gerügten Grundrechte zugunsten von Ausländern im Ausland keinen Schutz
gewährten. Das Bundesverfassungsgericht habe die Frage der Geltung des Fernmeldegeheimnisses
zugunsten von Ausländern im Ausland in seiner Entscheidung zur strategischen Überwachung nach
dem Artikel 10-Gesetz im Jahr 1999 (BVerfGE 100, 313) ausdrücklich offen gelassen. Die Frage sei
differenziert und orientiert am jeweiligen Umfang der Verantwortung und Verantwortlichkeit der
deutschen Staatsgewalt zu behandeln. Die Grundrechte des Grundgesetzes seien ausweislich der
Präambel grundsätzlich auf das deutsche Staatsgebiet und Staatsvolk beschränkt. Eine Einräumung
subjektiver Grundrechtspositionen zugunsten von Ausländern im Ausland stelle eine Anmaßung
auswärtiger Rechtsetzungsgewalt dar und verletze das völkerrechtliche Territorialprinzip. Jenseits des
Hoheitsbereiches der Bundesrepublik träten die für den Bundesnachrichtendienst handelnden
Personen ausländischen Staatsangehörigen nicht als Hoheitsgewalt gegenüber. Dann sei es
folgerichtig, auch die Grundrechtsberechtigung nicht auf sie zu erstrecken. Eine
Grundrechtserstreckung auf Ausländer im Ausland berge zudem die Gefahr von Schutzasymmetrien,
da sich dann die Grundrechte, nicht aber die nach dem Territorialprinzip auf das Inland beschränkten
Eingriffsbefugnisse auf sie erstreckten.

Für die Beschwerdeführer zu 6) und 8) ergebe sich die mangelnde Grundrechtsbetroffenheit aus dem
Umstand, dass sie sich in ihrer Stellung als Funktionsträger ausländischer juristischer Personen nicht
auf Grundrechte des Grundgesetzes berufen könnten. Art. 19 Abs. 3 GG räume eine
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Grundrechtsberechtigung unter den dort genannten Voraussetzungen ausdrücklich nur inländischen
juristischen Personen ein. Da juristische Personen überhaupt nur über natürliche Personen als deren
Organe und Vertreter handeln könnten, laufe diese Festlegung in Hinblick auf das Fernmeldegeheimnis
leer, wenn sich die für ausländische juristische Personen in dienstlicher Funktion handelnden und
kommunizierenden natürlichen Personen, hier also die Beschwerdeführer zu 6) und zu 8), gegenüber
staatlichen Überwachungsmaßnahmen auf dieses Grundrecht berufen könnten. Das gelte auch, wenn
der Funktionsträger Deutscher sei.

d) Even if one assumes that the complainants have fundamental rights, the contested provisions are
constitutional. Since the intervention would not be deepened in comparison to previous legal practice,
the quotation requirement was not applicable. The rules are sufficiently specific, clearly defined and
proportionate in view of the indispensability of the information obtained by means of foreign
telecommunications education. The depth of intervention of the foreign-foreign telecommunications
reconnaissance is not excessive in view of its aim, which is based on general information and situation
pictures, and its non-personal, but factual character. A procedural protection of fundamental rights with
special safeguards in cases of targeted recordings will be established through the more detailed order
procedure. The surveillance access of the Federal Intelligence Service is already subject to
considerable limits for technical and capacity reasons, which contribute to the proportionality of the
regulation. The reference to the decisions of the Federal Constitutional Court and the European Court
of Justice on data retention is missing, since this is neither a full record, nor are the objectives of foreign
intelligence comparable to the preventive police purposes there. The demand for privileges in favor of
certain professional groups that go beyond core area protection goes beyond the case law of the
Federal Constitutional Court, according to which such exceptions are not normally required in the area
of   preventive police. Additional containment and structuring of the intelligence activity would also result
from the relevant service regulations. Steering and control of the Federal Intelligence Service are
guaranteed by the Federal Government's job profile and the interaction of the various control bodies, in
particular by the highly developed specialist supervision at the Federal Chancellery.

2. Die Bayerische Staatsregierung hebt die sicherheitspolitische Bedeutung der Ausland-Ausland-
Fernmeldeaufklärung hervor und unterstützt mit ergänzendem Rechtsvortrag die Argumentation der
Bundesregierung zur mangelnden Grundrechtsberechtigung von Ausländern im Ausland. Das
Grundgesetz habe ausweislich seiner Präambel nicht den Anspruch, eine Weltordnung zu errichten,
sondern beschränke seine Geltung grundsätzlich auf das deutsche Volk und das Gebiet der
Bundesrepublik. Zudem differenziere das Grundgesetz ausdrücklich zwischen den als vorstaatlich zu
denkenden universalen Menschenrechten (Art. 1 Abs. 2 GG) und den „nachfolgenden Grundrechten“.
Die Menschenwürde sei als unveräußerliche Grundlage beiden Festlegungen vorgezogen, was ein
abgestuftes Konzept der Grundrechtswirkungen außerhalb der Bundesrepublik systematisch nahelege.
Schließlich sei es Aufgabe der jeweiligen ausländischen Rechtsordnungen, die Personen auf ihrem
Staatsgebiet vor einer gegebenenfalls nach den dortigen Maßstäben rechtswidrigen Überwachung
durch andere Staaten zu schützen, was vor den dortigen Gerichten mit den jeweils zu Gebot stehenden
Rechtsbehelfen geltend zu machen sei. Jedenfalls sei die Verfassungsbeschwerde unbegründet, so
dass sie keinen Anlass gebe, die Frage der Grundrechtsberechtigung abschließend zu klären. Aufgrund
des automatisierten und gerade nicht individualisierten Charakters der Maßnahmen sei bereits der
Eingriffscharakter der strategischen Fernmeldeaufklärung zweifelhaft, jedenfalls aber von relativ
geringem Gewicht. Für diese eher geringfügigen Eingriffe bildeten die angegriffenen Regelungen eine
hinreichende Rechtsgrundlage.

3. The Federal Commissioner for Data Protection and Freedom of Information - like his predecessor -
particularly criticizes the inadequate implementation of constitutional control requirements in practice. In
some cases, there are unclear and divided responsibilities, there are no sanctions options and there is
a lack of exchange options with other control bodies. There would also be insufficient proactive
information requirements and great asymmetries of knowledge vis-à-vis the Federal Intelligence Service
.With regard to data obtained from other services abroad, data protection control is often impossible
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because the Federal Intelligence Service denies access to this data, citing the "third party rule". In
practice, complaints by the Federal Data Protection Commissioner had been ignored without the
possibility of at least bringing them to the public.

There are also considerable concerns about the contested regulations, particularly with regard to their
legal certainty. Specifically, there is no obligation to constantly adapt the filter systems to the current
state of the art. The regime of objective and independent control is also inadequate overall and in
particular is not suitable for replacing judicial legal protection that is actually lacking due to the secret
nature of the measures in the absence of notification obligations.

4. Der für das Sicherheitsrecht zuständige 6. Revisionssenat des Bundesverwaltungsgerichts erklärt,
mit den angegriffenen Vorschriften noch nicht unmittelbar befasst gewesen zu sein. Lediglich im
Rahmen des rechtlichen Vorgehens gegen die in der Vergangenheit beim Bundesnachrichtendienst
geführte VERAS-Datei habe sich der Senat mittelbar mit den §§ 6 ff. BNDG befasst und insbesondere
klargestellt, dass Daten aus der Ausland-Ausland-Fernmeldeaufklärung wegen des Ausschlusses durch
§ 6 Abs. 4, § 10 Abs. 4 BNDG für die auch Inländer betreffende VERAS-Datei nicht genutzt werden
dürften. Eine Entscheidung über die im März 2018 beim Bundesverwaltungsgericht eingegangene
Klage der DE-CIX Management GmbH gegen eine Anordnung nach § 8 BNDG sei noch nicht
absehbar.

IV.

Im Vorfeld der mündlichen Verhandlung haben in Antwort auf einen Fragen-katalog des
Bundesverfassungsgerichts zu den technischen Gegebenheiten internationaler
Telekommunikationsnetze sowie zu den Möglichkeiten und Dimensionen der Aufklärungsarbeit des
Bundesnachrichtendienstes schriftliche Stellungnahmen abgegeben: die Bundesregierung, der
Bundesbeauftragte für den Datenschutz und die Informationsfreiheit, der eco-Verband der
Internetwirtschaft e.V., die T-Systems International GmbH und der Chaos Computer Club e.V.

The following spoke at the hearing: the complainants, the Federal Government, the Federal
Intelligence Service, the Parliamentary Control Panel, the G10 Commission and the Federal
Commissioner for Data Protection and Freedom of Information. The former government IT security
officer Martin Schallbruch and the Barrister and Queen's Counsel Dr. Tom Hickman, standing counsel at
the British Investigatory Powers Commissioner's Office. The former President of the Independent Judge
at the Federal Court of Justice Gabriele Cirener, the eco - Association of the Internet Industry, T-
Systems International GmbH and Chaos Computer Club eV were heard as expert third parties.

B.

The constitutional complaint is admissible.

I.

With their legal constitutional complaint, the complainants are appealing against the surveillance and
transmission powers of the Federal Intelligence Service for foreign-foreign telecommunications
reconnaissance. Their attacks are directed directly against the authority standards empowering the
authority, but also indirectly against the other regulations with which the legislator flanked these powers
to ensure their proportionality and without which their constitutionality cannot be assessed. If the
constitutional complaint is interpreted intelligently, its attacks will initially extend to sections 6, 7 and
sections 13 to 15 of the BNDG, whereby sections 9 to 11 and sections 16, 20, 22, 32, 32a BNDG are to
be included in the examination; the matter is thus decided on their applicability and constitutional
sustainability as a form of the challenged powers. In addition, the complainants object to Section 19 (1)
and Section 24 BNDG, including the other provisions referred to in so far as they apply to the handling
of data from strategic surveillance in accordance with Sections 6, 7, 13 to 15 BNDG Find.

II.
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The complainants are authorized to appeal.

1. The complainants complain of a violation of their fundamental rights under Art. 10 Para. 1, Art. 5
Para. 1 Sentence 2 and Art. 3 Para. 1 GG. They argue that the contested regulations made it possible
for them to monitor telecommunications, thereby encroaching on their fundamental right to maintain
telecommunications secrecy. In doing so, they state in more detail that the citation requirement of Article
19.1 sentence 2 of the Basic Law had not been taken into account and that the regulations did not meet
the requirements of proportionality in various respects. The complainants 1) to 7) continue to invoke a
violation of their fundamental right to freedom of the press from Article 5 (1), second sentence, of the
Basic Law, since the surveillance measures could also be directed against them as journalists and no
protective measures have been taken in this respect. In addition, complainant 1), as a legal entity under
private law resident in the European Union, and complainant 3) and 5), as a citizen of the Union,
oppose not being exempt from such surveillance measures in the same way as German nationals and
nationals. You see this as a violation of Article 3 paragraph 1 GG.

With this claim, possible violations of fundamental rights - based on the factual protection content - are
substantiated. This applies not only to the collection of data, but also to the use and transmission of
data, which are to be measured as intrinsic fundamental rights interventions against the fundamental
rights that were relevant to the collection of data (see BVerfGE 100, 313 <359 f .; 391>; 141, 220 <327
marginal 285>; stRspr).

2. Complainants 1 to 7 cannot be denied the right to appeal because they, as a foreign legal person or
as foreigners living abroad, rely on the fundamental rights of the Basic Law. To date, it has not been
conclusively clarified whether and to what extent nationals of other countries can also rely on the
fundamental rights of the Basic Law in relation to measures by German state authorities abroad. In its
decision of July 14, 1999, the Federal Constitutional Court neither answered this positively nor ruled it
out (see BVerfGE 100, 313 <362 ff.>). In any case, a violation of fundamental rights seems possible.

3. Zu verneinen ist die Beschwerdebefugnis auch nicht für die Beschwerdeführerin zu 1), weil sie eine
juristische Person mit Sitz im Ausland ist. Die Beschwerdeführerin legt insoweit hinreichend dar, dass
für sie jedenfalls möglicherweise die Anwendungserweiterung des Grundrechtsschutzes auf juristische
Personen aus der Europäischen Union zur Geltung kommt (a). Auch liegen die Voraussetzungen der
wesensmäßigen Anwendbarkeit nach Art. 19 Abs. 3 GG für die geltend gemachten Grundrechte vor (b).

a) Veranlasst durch die Europäischen Verträge erkennt die Rechtsprechung des
Bundesverfassungsgerichts die Möglichkeit einer Anwendungserweiterung des Grundrechtsschutzes
auf juristische Personen aus der Europäischen Union an. Juristische Personen mit Sitz im EU-Ausland
werden grundrechtlich ebenso behandelt wie inländische juristische Personen, wenn die betroffene
juristische Person aus der Europäischen Union im Anwendungsbereich des Unionsrechts tätig wird und
sie einen hinreichenden Inlandsbezug aufweist, der die Geltung der Grundrechte in gleicher Weise wie
für inländische juristische Personen geboten erscheinen lässt (vgl. BVerfGE 129, 78 <94 ff.>).

Danach kommt eine Erweiterung des Grundrechtsschutzes auf die Beschwerdeführerin als
ausländische juristische Person zumindest in Betracht. Ein schutzbedarfsbegründender Inlandsbezug
der Beschwerdeführerin zu 1) kann sich vorliegend daraus ergeben, dass die angegriffenen
Vorschriften eine Überwachung vom Inland aus ermöglichen und zudem ein Interesse deutscher
Behörden an der Auslandstätigkeit überwachter Personen zur Geltung bringen; damit rückt auch die
Beschwerdeführerin spezifisch in deren Aufklärungsfokus.

The complainant's activities within the meaning of the extension of use mentioned may also fall within
the scope of Union law. This comes into consideration, for example, because the complainant makes
use of her basic freedoms guaranteed by primary law by accepting cross-border services in the
exercise of her passive freedom to provide services guaranteed by Article 56 TFEU. However, national
security in particular remains the sole responsibility of the individual Member States in accordance with
Article 4 (2), third sentence, TEU, so that action in the scope of Union law could in any case be
excluded with regard to parts of the task profile of the Federal Intelligence Service. Whether and to what
extent this is the case has not yet been clarified under EU law (cf. Request for a preliminary ruling from
the Investigatory Powers Tribunal London [United Kingdom], made on 31 October 2017, Privacy
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International, C-623/17, OJ EU 2018 / C 022/41; Request for a preliminary ruling from the Conseil d'État
[France], made on 3 August 2018, La Quadrature du Net and Others, C-511/18, OJ EU 2018 / C 392/10
and French Data Network and Others, C-512/18, OJ EU 2018 / C 392/11 to Directive 2002/58 / EC of
the European Parliament and of the Council of 12 July 2002 on the processing of personal data and the
protection of privacy in electronic communications - Data Protection Directive for electronic
communications -, (OJ EU 2002 / L 201/37, hereinafter: RL 2002/58 / EG). OJ EU 2018 / C 022/41;
Request for a preliminary ruling from the Conseil d'État [France], made on 3 August 2018, La
Quadrature du Net and Others, C-511/18, OJ EU 2018 / C 392/10 and French Data Network and
Others, C-512/18, OJ EU 2018 / C 392/11 to Directive 2002/58 / EC of the European Parliament and of
the Council of 12 July 2002 on the processing of personal data and the protection of privacy in
electronic communications - Data Protection Directive for electronic communications -, (OJ EU 2002 / L
201/37, hereinafter: RL 2002/58 / EG). OJ EU 2018 / C 022/41; Request for a preliminary ruling from
the Conseil d'État [France], made on 3 August 2018, La Quadrature du Net and Others, C-511/18, OJ
EU 2018 / C 392/10 and French Data Network and Others, C-512/18, OJ EU 2018 / C 392/11 to
Directive 2002/58 / EC of the European Parliament and of the Council of 12 July 2002 on the
processing of personal data and the protection of privacy in electronic communications - Data
Protection Directive for electronic communications -, (OJ EU 2002 / L 201/37, hereinafter: RL 2002/58 /
EG).

Whether or to what extent the scope of application of Union law has actually been opened does not
require a decision on the question of the admissibility of the constitutional complaint. In any event, the
complainant to 1) has pointed out the possibility of a violation of a constitutionally compliant right (see
BVerfGE 125, 39 <73>; 129, 78 <91>). A submission to the European Court of Justice in accordance
with Art. 267 (3) TFEU is not required, since the constitutional complaint is in any event admissible; the
question is not relevant to the substance of the decision (see marginal 328 below).

b) The essential applicability of the basic rights asserted to legal persons, which is required by Article
19.3 of the Basic Law, is given for Article 10.1 of the Basic Law, Article 5.1 sentence 2 of the Basic Law
and Article 3.1 of the Basic Law ( see Article 10.1 of the Basic Law: BVerfGE 100, 313 <356>; 106, 28
<43>; Article 5.1 of the Basic Law: BVerfGE 80, 124 <131>; 95, 28 <34 >; 113, 63 <75>; on Article 3
paragraph 1 GG: BVerfGE 21, 362 <369>; 42, 374 <383>; 53, 336 <345>).

4. The right of appeal of the complainants to 6) and 8) is also not excluded by the fact that they are
functionaries of foreign legal persons who themselves are not entitled to fundamental rights under
Article 19.3 of the Basic Law.

Persons who claim that their own fundamental rights have been violated are not excluded from the
fundamental rights protection of the Basic Law because they act as functionaries of a foreign legal
person (applicable Hölscheidt, Jura 2017, p. 148 <153>; otherwise, paragraph 2.4 .5, 3.2.6 of the
service provision pursuant to Section 6 (7) BNDG for the strategic telecommunications reconnaissance
of the BND of March 7, 2019 [DV SIGINT]; Karl / Soiné, NJW 2017, p. 919 <920>; Dietrich, in: Schenke
/ Graulich / Ruthig [Ed.], Federal Security Law, 2nd edition 2019, § 6 BNDG Rn. 8 for officers of legal
entities with sovereign duties). Officials can only assert their own basic rights, but not as an
administrator, they have basic rights of the legal persons for whom they are acting. However, as far as
they are concerned in their own fundamental rights, their protection does not lapse because they are
functionaries of a foreign legal person who, in turn, cannot rely on the basic rights of the Basic Law
under Article 19.3 of the Basic Law (cf. Hölscheidt, Jura 2017 , P. 148 <153>). This also applies if the
protection claimed by them also benefits the legal person reflexively in individual cases. In particular, it
is not necessary to withdraw the protection of fundamental rights promised to every individual as an
individual in order to avoid undermining Article 19.3 GG. Article 19.3 of the Basic Law does not have the
task of ensuring that sovereign measures can be taken against foreign legal entities, but aims to
expand individual protection of fundamental rights to legal persons. If this extension is restricted to
domestic legal entities, this does not reduce the comprehensive protection of fundamental rights of
natural persons.
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According to this, the complainants to 6) and 8) are also authorized to appeal. Like the other
complainants, they rely on a violation of their fundamental rights under Article 10.1 of the Basic Law by
secret surveillance of their telecommunications on the basis of the contested regulations. The
telecommunications secret of Art. 10 Para. 1 GG, as a special form of the general right to personal
privacy and the right to one's own word, maintains the confidentiality of individual communication as
such (cf. BVerfGE 106, 28 <35 ff.>; Hermes, in: Dreier, GG, Vol. 1, 3rd ed. 2013, Art. 10 marg. 15, 18).
It does not primarily serve to protect material secrecy, but to protect the individual communication
participants regardless of their content, their circumstances or their function (see BVerfGE 100, 313
<357>; 106, 28 <35 ff.>; see also BVerfG, decision of the 3rd chamber of the First Senate of December
19, 1991 - 1 BvR 382/85 -, NJW 1992, p. 815 <816>). The complainants' own fundamental rights are
therefore in question, the applicability of which is not affected by the functions which they perform for
legal persons. The same applies to the complainant to 6) insofar as he complains of a violation of Art. 5
Para. 1 Sentence 2 GG. He also relies on the protection of fundamental rights, which he as a journalist
is directly promised as a person by Article 5, Paragraph 1, Sentence 2 of the Basic Law, regardless of
whether he works for a press company or another organization (see BVerfGE 117, 244 < 258 ff.>). The
complainants' own fundamental rights are therefore in question, the applicability of which is not affected
by the functions which they perform for legal persons. The same applies to the complainant to 6) insofar
as he complains of a violation of Art. 5 Para. 1 Sentence 2 GG. He also relies on the protection of
fundamental rights, which he as a journalist is directly promised as a person by Article 5, Paragraph 1,
Sentence 2 of the Basic Law, regardless of whether he works for a press company or another
organization (see BVerfGE 117, 244 < 258 ff.>). The complainants' own fundamental rights are
therefore in question, the applicability of which is not affected by the functions which they perform for
legal persons. The same applies to the complainant to 6) insofar as he complains of a violation of Art. 5
Para. 1 Sentence 2 GG. He also relies on the protection of fundamental rights, which he as a journalist
is directly promised as a person by Article 5, Paragraph 1, Sentence 2 of the Basic Law, regardless of
whether he works for a press company or another organization (see BVerfGE 117, 244 < 258 ff.>).

III.

The complainants are directly, personally and currently affected by the contested regulations. Your
constitutional complaint thus directly meets the requirements for constitutional complaints against a law.

1. The complainants are not directly affected. The contested powers need to be implemented through
further enforcement acts. However, direct impact on a law requiring enforcement can also be assumed
if a complainant cannot take legal action because he or she is not aware of the measure, or if a
subsequent announcement is planned, but will also be avoided in the long term due to extensive
exemptions can be (BVerfGE 150, 309 <324 Rn. 35> mwN; stRspr). The surveillance measures made
possible by the challenged regulations are basically carried out in secret. Subsequent notification
obligations are only standardized by law in the case of section 10 (4) sentence 2 BNDG, who does not
affect the complainants 1) to 7) as foreign nationals and who also benefits the complainant 8) at most in
exceptional cases, namely if a notification is not even finally omitted (section 10 (4) sentence 5 BNDG).
The possibility of receiving information about the data stored according to § 19 BNDG about your
person according to § 22 BNDG in conjunction with § 15 BVerfSchG does not mean that the complaint
is not immediately omitted, since these regulations do not guarantee that the data subject is affected by
the Surveillance gain knowledge (see BVerfGE 150, 309 <324 f. Margin no. 36>). As a rule, those
affected also have no knowledge of the further use or transmission of the data that is permitted by the
contested regulations.

2. The complainants are themselves and currently affected by the contested regulations.

a) You demonstrate that you are likely to be affected by foreign-foreign intelligence measures because
of your activities as a journalist, as a civil and human rights activist or as a lawyer abroad. In the course
of their work, they rely on the fact that they repeatedly communicate with informants who often remain
concealed, and in whose knowledge the Federal Intelligence Service obviously also has a considerable
interest in view of its tasks. In view of the wide range of measures opened by the contested regulations,
which are not tailored to a limited group of people from the outset, a sufficient probability of their current
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impact on their own rights is demonstrated (see BVerfGE 109, 279 <307 f.>; 113, 348 < 363 f.>; 133,
277 <312 f. Marg. 86 f.>; 141, 220 <262 marg. 84>). In view of the deliberately open-ended
authorization, which is intended to enable flexible adaptation to the foreign and security policy
information needs of the Federal Government, it is not unlikely that the areas of activity of the
complainants are touched upon. In view of the suspicious and confidential communication surveillance
and the concealed follow-up measures, no further specification of the presentation can be requested
(cf. BVerfGE 100, 313 <356>). a touch on the areas of activity of the complainants is not remote. In
view of the suspicious and confidential communication surveillance and the concealed follow-up
measures, no further specification of the presentation can be requested (cf. BVerfGE 100, 313 <356>).
a touch on the areas of activity of the complainants is not remote. In view of the suspicious and
confidential communication surveillance and the concealed follow-up measures, no further specification
of the presentation can be requested (cf. BVerfGE 100, 313 <356>).

b) Auch der Beschwerdeführer zu 8) ist als deutscher Staatsangehöriger selbst und gegenwärtig
betroffen. Zwar ist eine Erhebung von Daten aus Telekommunikationsverkehren von deutschen
Staatsangehörigen, von inländischen juristischen Personen oder von sich im Bundesgebiet
aufhaltenden Personen nach § 6 Abs. 4 BNDG unzulässig. Schon der Gesetzgeber geht jedoch
ausweislich der in § 10 Abs. 4 BNDG getroffenen Regelung davon aus, dass die Filterung eine
Aussonderung der Kommunikation solcher Personen nicht immer gewährleistet und es im Einzelfall zu
Datenerhebungen entgegen § 6 Abs. 4 BNDG kommen kann. Auch die Bundesregierung hat
ausgeführt, dass erfasste Telekommunikationsverkehre gegebenenfalls erst aufgrund einer
individuellen Kenntnisnahme durch Mitarbeiter des Bundesnachrichtendienstes als Kommunikation
zwischen Deutschen oder Inländern erkannt werden können. In dieser Kenntnisnahme liegt ein
Grundrechtseingriff (vgl. BVerfGE 150, 244 <266 Rn. 45>).

Irrespective of this, a current self-concern results from the fact that the complainant 8) according to the
legal opinion of the Federal Intelligence Service laid down in the service regulations, even as German,
does not have any protection of fundamental rights in the present case - and thus also does not protect
§ 6 para 4 BNDG - should be awarded. As he is working as a lawyer for a Guatemalan human rights
office against surveillance, the Federal Intelligence Service, as put forward by the Federal Government,
sees him as a functionary of a foreign legal person who as such cannot rely on the fundamental rights
of the Basic Law. The complainant, affected by the contested regulations in the same way as
complainants 1) to 7).

IV.

The constitutional complaint meets the requirements of subsidiarity.

1. According to the principle of subsidiarity, all means that can remedy the alleged violation of
fundamental rights must be taken before the constitutional complaints are lodged. Legal remedies that
may be reasonable in this respect may include the filing of a declaratory or injunction action, which
enables a factual clarification of factual or legal questions relevant to the decision that are relevant to
decision-making (cf. . This is different, however, insofar as it is only a question of the constitutional limits
for the interpretation of the standards. Insofar as the assessment of a standard alone raises specific
constitutional questions that the Federal Constitutional Court has to answer, without an improved
decision-making basis being expected from a previous specialist court review, a previous specialist
court decision is not required (see BVerfGE 123, 148 <172 f.>; 143, 246 <322 marginal number 211>;
stRspr). In this respect, it remains that constitutional complaints directly against a law are largely
admissible even without prior appeal to the specialist courts (see BVerfGE 150, 309 <326 f. Rn. 44>).
309 <326 f. Marg. 44>). 309 <326 f. Marg. 44>).

2. Danach mussten die Beschwerdeführerinnen und Beschwerdeführer hier nicht zunächst
fachgerichtlichen Rechtsschutz suchen. Die unmittelbar gegen Normen des Gesetzes über den
Bundesnachrichtendienst gerichtete Verfassungsbeschwerde wirft im Kern allein spezifisch
verfassungsrechtliche Fragen auf, die das Bundesverfassungsgericht zu beantworten hat, ohne dass
von einer vorausgegangenen fachgerichtlichen Prüfung substantiell verbesserte Entscheidungs-
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grundlagen zu erwarten wären. Dies gilt ohnehin für die im vorliegenden Verfahren zentrale Frage, ob
sich die Beschwerdeführer als Ausländer im Ausland hinsichtlich der Überwachungsmaßnahmen
überhaupt auf die Grundrechte des Grundgesetzes stützen können. Das gilt aber auch für die Prüfung
der angegriffenen Vorschriften im Einzelnen. Ihre verfassungsrechtliche Beurteilung hängt nicht an der
näheren fachrechtlichen Auslegung der einzelnen Tatbestandsmerkmale der angegriffenen
Eingriffsgrundlagen, sondern an der verfassungsrechtlichen Tragfähigkeit der strategischen
Telekommunikationsüberwachung als solcher und ihrer hinreichenden Eingrenzung wie Bestimmtheit.
Für die Vorschriften zur Datenerhebung und Datenverarbeitung stellt sich dies nicht anders dar als für
die Vorschriften zu den Kooperationen mit anderen Diensten. Auch hinsichtlich der Vorschriften zur
Datenübermittlung entscheidet sich die verfassungsrechtliche Beurteilung maßgeblich nicht an Details
der Auslegung, sondern danach, ob diese als solche in einer Weise gesetzlich ausgestaltet sind, die
den verfassungsrechtlichen Anforderungen genügt.

In addition, according to the current status of administrative judgments, legal protection in this regard
would also not be practically achievable. The Federal Administrative Court declared complaints
regarding strategic telecommunications clarification to be inadmissible, since the plaintiff was unable to
designate a sufficiently specific action by the Federal Intelligence Service (see BVerwGE 157, 8 <12 f.
Margin 16 ff.>; 161, 76 <78 Paragraph 14>); it is not evident that the complainants could have met
these requirements here.

V.

Finally, the constitutional complaint complies with the deadline for filing a complaint under section 93
(3) BVerfGG.

1. Die am 19. Dezember 2017 erhobene Verfassungsbeschwerde wahrt die gesetzliche Jahresfrist,
soweit sie sich gegen Bestimmungen richtet, mit denen der Bundesgesetzgeber die Befugnisse des
Bundesnachrichtendienstes zur Ausland-Ausland-Fernmeldeaufklärung und zur Kooperation im
Rahmen der Ausland- Ausland-Fernmeldeaufklärung erstmals gesetzlich geregelt hat. Die
diesbezüglichen Bestimmungen der §§ 6 ff. und der §§ 13 ff. BNDG sind nach Art. 5 des Gesetzes zur
Ausland-Ausland-Fernmeldeaufklärung des Bundesnachrichtendienstes vom 23. Dezember 2016 am
Tag nach der Verkündung des Gesetzes, also am 31. Dezember 2016, in Kraft getreten. Dass der
Gesetzgeber bei der Neuregelung an eine bestehende Aufklärungspraxis des
Bundesnachrichtendienstes angeknüpft hat, führt nicht zu einer Vorverlagerung des Fristbeginns. Denn
Gegenstand der Verfassungsbeschwerde sind nicht konkrete Vollzugsakte des
Bundesnachrichtendienstes, für die die Fristenregelung des § 93 Abs. 1 Satz 1 BVerfGG gilt; sie richtet
sich vielmehr gegen die gesetzliche Ermächtigung zur Durchführung der Ausland-Ausland-
Fernmeldeaufklärung als solche, für die die Beschwerdefrist des § 93 Abs. 3 BVerfGG nicht vor
Inkrafttreten des Gesetzes beginnt.

2. Also with regard to Section 19 (1) BNDG and Section 24 (1) to (3) BNDG, which regulate the
powers of the Federal Intelligence Service to store, change and use or to transmit personal data, the
period for lodging a complaint is Section 93 (3) BVerfGG maintained. With the entry into force of
Sections 6 et seq. And Sections 13 et seq. BNDG, the scope of these general transmission and
processing powers was extended to the newly regulated measures and thus partially expanded. This is
a new fundamental rights complaint for which the complaint period has been restarted (see BVerfGE
45, 104 <119>; 100, 313 <356>; 141, 220 <262 f. Rn. 85>; stRspr).

VI.

Since the foreign telecommunications intelligence is in any case not the implementation of mandatory
Union law, the constitutional assessment of the validity of the contested regulations is based on the
fundamental rights of the Basic Law. This opens up the jurisdiction of the Federal Constitutional Court
and the constitutional complaint is admissible in this respect. This applies regardless of whether
fundamental Union rights can also apply (cf.BVerfG, decision of the First Senate of 6 November 2019 -
1 BvR 16/13 -, para. 39 - Right to be forgotten I).
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This does not affect the question of whether further legal requirements arise directly from secondary
law of the European Union, in particular from Article 15 (1) of Directive 2002/58 / EC with regard to the
scope of the obligations imposed on telecommunications providers. The interpretation and application
of the specialist law of the European Union is not a matter for the Federal Constitutional Court, but is for
the specialist courts in conjunction with the European Court of Justice (cf. BVerfGE 148, 40 <48 f. Rn.
22>).

C.

The constitutional complaint is well founded. The challenged provisions are to be measured against
the fundamental rights of the Basic Law and intervene in Art. 10 Para. 1 and Art. 5 Para. 1 Sentence 2
GG (I to III). The interference is not justified because the challenged regulations are formally
unconstitutional (below D). They also do not meet the central material requirements of Art. 10 Para. 1
and Art. 5 Para. 1 Sentence 2 GG (below E).

I.

The fundamental rights of the Basic Law bind the Federal Intelligence Service and the legislature
regulating its powers regardless of whether the service is active in Germany or abroad. The protection
of Art. 10 Para. 1 and Art. 5 Para. 1 Sentence 2 GG also applies to telecommunication surveillance of
foreigners abroad.

1. Article 1 (3) of the Basic Law establishes a comprehensive link between German state authority and
the fundamental rights of the Basic Law. Restrictive requirements that make the binding of fundamental
rights dependent on a territorial relationship to the federal territory or the exercise of specific sovereign
powers cannot be found in the regulation. In any case, this applies to fundamental rights as defense
rights against surveillance measures, as are in question here.

a) According to Art. 1 Para. 3 GG, the fundamental rights bind legislation, executive power and case
law as directly applicable law. The regulation does not contain a restriction to national territory. For the
actions of German state organs abroad, an exception to the validity of fundamental rights cannot be
derived from an unspoken and agreed basic understanding when the Basic Law came into being (aA
Hecker, in: Dietrich / Eiffler [Ed.], Handbuch des Rechts der Nachrichtendienste, 2017, III Section 2,
margin no. 46; Löffelmann, in: Dietrich / Eiffler [ed.], Handbuch des Nachrichtendienst, 2017, VI Section
3 margin no. 15). In response to the National Socialist regime of violence and arbitrariness, Article 1 (3)
GG aimed rather at a comprehensive, binding of fundamental rights rooted in human dignity and was
already embedded in the conviction in 1949 that the Federal Republic had to find its place in the
international community as a rule of law partner (cf. Dreier, in: ders., GG, Vol. 1, 3rd ed. 2013, Art. 1
para. 2 marg. 3; ders., DVBl 1999, p. 667 <672 ff.>). This is already reflected in the preamble and in
particular in Article 1 (2) GG and Articles 24 and 25 GG. Even if the binding of fundamental rights
outside of the country's territory was not yet an issue of its own in the deliberations on the Basic Law,
and in particular surveillance measures against foreign countries in the forms that are possible today
were beyond the ideas of the time, it cannot be deduced from the history of origin that the protection of
fundamental rights from the outset should end at the state border.

b) The binding to the fundamental rights according to Art. 1 Para. 3 GG as individual defense rights is
also not limited to constellations in which the state acts as a sovereign power with the monopoly on the
use of force (cf. Hölscheidt, Jura 2017, p. 148 < 150 f.>; AA Gärditz, Die Verwaltung 48 <2015>, p. 463
<474>; ders., DVBl 2017, p. 525 <526>; Hecker, in: Dietrich / Eiffler [ed.], Handbuch des Rechts der
Nachrichtendienste, 2017, III § 2 Rn. 46; Löffelmann, in: Dietrich / Eiffler [Hrsg.], Handbuch des
Nachrichtendienst, 2017, VI § 3 Rn. 15). Such a restriction, which largely precludes a fundamental legal
obligation for foreign intelligence, cannot be derived in particular from the fact that Article 1 (3) GG does
not refer to German state authority as such, but rather the legislation, executive power and case law are
designated as different state functions. This does not restrict the binding of fundamental rights, but
rather makes it clear that the protection of fundamental rights applies to all state powers known in the
traditional theory of the separation of powers - especially to the legislature, which was not a matter of
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course at the time (see Denninger, in: AK-GG, 2nd ed. 1989 , Art. 1 para. 2, 3 marginal 17). This will to
ensure that all branches of state power are bound by fundamental rights (see Herdegen, in: Maunz /
Dürig, GG, Art. 1 Para. 3 Paragraph 12 [October 2019]) was the basis of the original wording of the
standard, which was translated into “Legislation, Administration and jurisprudence ”committed the three
classic powers to fundamental rights as directly applicable law. With the replacement of the term
“administration” by the term “executive power” by the Act amending the Basic Law of March 19, 1956
(BGBl I p. 111), no restriction of the binding of fundamental rights to the exercise of specific sovereign
powers was intended. Rather, the term 1956 was further regarded in the context of the amendment to
the Basic Law on the military constitution as compared to the original term "administration" and used in
its place to clarify that the Bundeswehr is also committed to fundamental rights (BTDrucks 2/2150, p. 2)
. This does not limit the binding of fundamental rights to decisions that the executive could also enforce
with sovereign powers. 111) it was not intended to restrict the binding of fundamental rights to the
exercise of specific sovereign powers. Rather, the term 1956 was further regarded in the context of the
amendment to the Basic Law on the military constitution as compared to the original term
"administration" and used in its place to clarify that the Bundeswehr is also committed to fundamental
rights (BTDrucks 2/2150, p. 2) . This does not limit the binding of fundamental rights to decisions that
the executive could also enforce with sovereign powers. 111) it was not intended to restrict the binding
of fundamental rights to the exercise of specific sovereign powers. Rather, the term 1956 was further
regarded in the context of the amendment to the Basic Law on the military constitution as compared to
the original term "administration" and used in its place to clarify that the Bundeswehr is also committed
to fundamental rights (BTDrucks 2/2150, p. 2) . This does not limit the binding of fundamental rights to
decisions that the executive could also enforce with sovereign powers. that the Bundeswehr is also
committed to fundamental rights (BTDrucks 2/2150, p. 2). This does not limit the binding of fundamental
rights to decisions that the executive could also enforce with sovereign powers. that the Bundeswehr is
also committed to fundamental rights (BTDrucks 2/2150, p. 2). This does not limit the binding of
fundamental rights to decisions that the executive could also enforce with sovereign powers.

Rather, fundamental rights bind state violence comprehensively and as a whole, regardless of certain
functions, forms of action or objects of state performance (cf. Hölscheidt, Jura 2017, p. 148 <150 f.>).
The understanding of state violence is broad and does not only extend to imperative measures or those
backed by sovereign powers. All decisions that can be made at the respective state decision-making
levels to be authorized to be made on behalf of all citizens are covered by the binding fundamental
rights. This includes measures, statements and actions of a sovereign and non-sovereign type. State
violence bound to fundamental rights within the meaning of Art. 1 para. 3 GG means any act of state
organs or organizations, because it is carried out in the exercise of its mandate committed to the
common good (BVerfGE 128, 226 <244>). The link to fundamental rights and political decision-making
responsibility are inextricably linked (see BVerfG, decision of the First Senate of 6 November 2019 - 1
BvR 16/13 -, para. 42 - right to be forgotten I).

c) The binding of fundamental rights by German state powers abroad is not limited to a purely
objective legal obligation (applicable Hölscheidt, Jura 2017, p. 148 <150 f.>; aA Löffelmann, in: Dietrich
/ Gärditz / Graulich / Gusy / Warg [ Ed.], Reform of the intelligence services between legalization and
internationalization, 2019, p. 33 <38>). Rather, it corresponds to a fundamental right of those who are
identified as protected fundamental rights by the respective fundamental rights guarantees. The Basic
Law does not provide for a binding of fundamental rights in favor of individual fundamental rights
holders, but which then has no subjective legal equivalent. The character as an individual right is part of
the central content of the protection of fundamental rights.

2. The binding of fundamental rights by the German authorities, even when dealing with foreigners
abroad, also corresponds to the integration of the Federal Republic into the international community.

a) In Art. 1 Abs. 2 GG bekennt sich das Grundgesetz zu den unverletzlichen und unveräußerlichen
Menschenrechten als Grundlage jeder menschlichen Gemeinschaft, des Friedens und der
Gerechtigkeit in der Welt. Die Grundrechte des Grundgesetzes werden so in den Zusammenhang
internationaler Menschenrechtsgewährleistungen gestellt, die über die Staatsgrenzen hinweg auf einen
Schutz abzielen, der dem Menschen als Menschen gilt. Entsprechend schließen Art. 1 Abs. 2 und Art. 1
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Abs. 3 GG an die Menschenwürdegarantie des Art. 1 Abs. 1 GG an. In Anknüpfung an diese im Ansatz
universalistische Einbindung des Grundrechtsschutzes trifft das Grundgesetz für die positivrechtliche
Ausgestaltung der Grundrechte im Einzelnen bewusst eine Unterscheidung zwischen Deutschen-
rechten und Menschenrechten. Das legt aber nicht nahe, auch die Menschenrechte auf innerstaatliche
Sachverhalte oder auf staatliches Handeln im Inland zu begrenzen. Ein solches Verständnis findet auch
im Wortlaut des Grundgesetzes keinen Anhaltspunkt. Insbesondere ergibt sich eine solche Begrenzung
nicht aus der Präambel des Grundgesetzes, die mit der Bezugnahme auf das „Deutsche Volk in den
Ländern“ nicht gebietsbezogen, sondern aus der Perspektive der verfassungsgebenden Akteure
formuliert ist und die Verantwortung des Deutschen Volkes in einem vereinten Europa und der Welt
betont (vgl. Jarass, in: Jarass/Pieroth, GG, 15. Aufl. 2018, Präambel Rn. 9, Art. 1 Rn. 44; Kahl, in:
Bonner Kommentar, GG, Art. 1 Abs. 3 Rn. 199 f. [2014]; Murswiek, in: Bonner Kommentar, GG,
Präambel Rn. 306 [2005]; a.A. Löffelmann, in: Dietrich/Eiffler [Hrsg.], Handbuch des Rechts der
Nachrichtendienste, 2017, VI § 3 Rn. 15).

Gegen eine Einbindung der Grundrechte in den Zusammenhang universell geltender Menschenrechte
spricht auch nicht die terminologische Unterscheidung zwischen „unverletzlichen und unveräußerlichen
Menschenrechten“ nach Art. 1 Abs. 2 GG und den „nachfolgenden Grundrechten“ in Art. 1 Abs. 3 GG.
Auch insoweit lassen Wortlaut und Systematik des Grundgesetzes keinen Anhaltspunkt für eine
gebietsbezogene Deutung der Unterscheidung im Sinne getrennter räumlicher Anwendungsbereiche
erkennen. Dass die Grundrechte des Grundgesetzes (Art. 1 Abs. 3 GG) im Gegenteil mit der
Gewährleistung der Menschenrechte verknüpft sind, zeigt auch die ständige Rechtsprechung des
Bundesverfassungsgerichts, nach der die Grundrechte des Grundgesetzes im Lichte der
internationalen Menschenrechtsverbürgungen auszulegen sind (vgl. BVerfGE 111, 307 <317 f.>; 128,
282 <306 f.>; 128, 326 <367 f.>; 142, 313 <345 Rn. 88>; 148, 296 <351 Rn. 128>; BVerfG, Beschluss
des Ersten Senats vom 6. November 2019 - 1 BvR 16/13 -, Rn. 58 – Recht auf Vergessen I). Auch
bilden die in Art. 1 Abs. 2 GG niedergelegten Grundsätze im Sinne des Art. 79 Abs. 3 GG eine absolute
Grenze für Einschränkungen des Grundrechtsschutzes durch den verfassungsändernden Gesetzgeber
(vgl. BVerfGE 84, 90 <120 f.>; 141, 1 <15 Rn. 34>).

This linkage of fundamental rights and the guarantee of human rights would not be compatible with an
understanding of the fundamental rights of the Basic Law, which means that their validity ends at the
state border and releases German authorities vis-à-vis foreigners from their obligations to fundamental
and human rights abroad. This would undermine the claim of the Basic Law, based on international
conventions in cooperation across national borders, of the inalienable rights of every person - including
protection against surveillance (cf. Art. 12 AEMR; Art. 17 para. 1 IPbpR). Given the conditions of the
internationalization of political conditions of action and an increasing engagement of states beyond their
own borders, this should lead to that the protection of fundamental rights of the Basic Law does not
follow an expanded radius of action of German state authority and - on the contrary - could even be
undermined in the cooperation of the states. In contrast, the linking of fundamental rights to the state as
a politically legitimate and tied subject of action ensures that the protection of fundamental rights also
follows an international expansion of state activities.

b) Such an understanding of the scope of the fundamental rights of the Basic Law is also suggested
by the European Convention on Human Rights, which should be used as an aid to interpretation when
interpreting fundamental rights (see BVerfG, decision of the First Senate of 6 November 2019 - 1 BvR
16/13 - 58 mwN - right to be forgotten I). The extent to which their guarantees apply to the actions of the
convention states outside their territory is not yet comprehensive clarified. For this purpose, the
European Court of Human Rights bases itself on the criterion of effective control over the action on
foreign territory and on this basis has recognized the international validity of the convention rights in
many cases (cf. in summary EGMR [GK], Al -Skeini and others v. United Kingdom, judgment of July 7,
2011, No. 55721/07, §§ 132 ff. MwN; see also Aust, AVR 52 <2014>, p. 375 <394 ff.> MwN) . However,
there is no final binding clarification on the question of protection against surveillance measures by
convention states in other states .
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However, the 1st Chamber of the European Court of Human Rights has unreservedly measured the
implementation of surveillance measures with targets abroad in a decision that is not yet legally binding
and found it to be contrary to the convention, whereby the complainants included foreign nationals who
were not in the convention state or lived there (see EGMR, Big Brother Watch and others v. United
Kingdom, judgment of September 13, 2018, No. 58170/13 and others, § 271). Likewise, the strategic
oversight powers under Swedish law, which had been attacked by a Swedish non-governmental
organization and which excluded domestic communication, were checked against the convention
without questioning the international validity (see ECHR, Center for Rättvisa v. Sweden, judgment of
June 19, 2018, No. 35252/08). Both cases are now pending before the Grand Chamber.

Regardless of the outcome of these proceedings, the European Convention on Human Rights does
not stand in the way of international validity of German fundamental rights. Because as an international
law contract, it has an independently defined scope from which no direct derivations can arise in any
case for the scope of protection of fundamental rights under the Basic Law. In any case, it does not rule
out further protection of fundamental rights by the convention states (Art. 53 ECHR).

c) The binding of fundamental rights by German state powers abroad does not conflict with the fact
that a differentiation from or coordination with other states and legal orders would be required, as the
Federal Constitutional Court considers - the only - possible reason for an exclusion from the obligation
to Art 10 GG had considered and left open in the case of foreign matters (see BVerfGE 100, 313 <362
ff.>).

Binding to German fundamental rights only creates a responsibility and responsibility of German state
organs. It alone accompanies autonomous political decisions of the Federal Republic of Germany and
only limits its own scope for action. Accordingly, the fundamental rights as defense rights also only work
abroad against German state authority and thus run parallel to the restrictions based on the
international law prohibition of intervention. The binding of fundamental rights therefore does not
constitute a violation of the international law prohibiting intervention, nor does it limit the power to act or
legislate in other countries. It does not effect an Oktroi under its own law nor does it suppress foreign
fundamental rights. In particular, the binding of fundamental rights extends non-state powers abroad,

Accordingly, the validity of fundamental rights (here Article 10.1 GG) does not affect the legal order of
other countries and the associated powers of intervention for surveillance measures for their internal
legal order have no normative effect. From the validity of the fundamental rights and the legal
reservation only follow that the corresponding legal bases have to be created for German authorities,
provided that surveillance measures are also to be applied to foreigners abroad. It does not specify
whether and to what extent such powers are actually created and used. In this respect, nothing is said
about the justification of individual measures based on such powers with regard to their external impact
on the respective target country.

From the binding of fundamental rights as such, nothing follows for the question of whether such
measures are permissible under international law. All the more, other states are not prevented from
defending themselves against these measures in their own area - just as this may also be required
under German constitutional law against surveillance measures by foreign services domestically (below
margin no. 249). In this respect, the binding of German state authority to fundamental rights does not
place a burden on other states that could raise concerns under international law (cf.Bäcker, KuR 2014,
p. 556 <561>; Becker, NVwZ 2015, p. 1335 <1339>; Gärditz, The administration 48 <2015>, p. 463
<472 f.>). Accordingly, it is not uncommon internationally to create a legal basis for surveillance
measures that also apply to foreigners abroad. Article L854-1 to L854-9 Code de la securité intérieure
[Des mesures de surveillance des communications électroniques internationales]; see. Le Divelec, in:
Dietrich / Sule [ed.], Intelligence Law and Policies in Europe, 2019, 516 ff .; Warusfel, in: Dietrich /
Gärditz / Graulich / Gusy / Warg [ed.], Reform of the intelligence services between legalization and
internationalization, 2019, p. 129 ff.).

3. The extensive linkage of German state authority to fundamental rights does not affect the fact that
the protective effects resulting from fundamental rights can differ according to the circumstances under
which they are used. This applies - as it already does to the various dimensions of effectiveness of
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fundamental rights in Germany - to the scope of their protective effect abroad. For example, individual
warranties in Germany and abroad may claim to different degrees with regard to the personal and
factual protection area (below margin no. 196). A distinction can also be made between different
dimensions of fundamental rights, such as the effect of fundamental rights as rights of defense, as
rights to benefits, as constitutional value decisions or as the basis of protective obligations. Insofar as
the fundamental rights are dependent on the legislator's specification, the special conditions abroad
may also have to be taken into account (see BVerfGE 92, 26 <41 ff.>; Also BVerfGE 100, 313 <363>). It
is even more important to take into account the integration of government action in a foreign
environment when determining requirements for the justification of interference with fundamental rights
- especially in the context of proportionality.

4. This is about protection against surveillance measures in the context of foreign telecommunications
reconnaissance by the fundamental rights of Art. 10 para. 1 and Art. 5 para. 1 sentence 2 GG, which
the complainants claim has been violated in their defense dimension. As is evident from the above
explanations, the fundamental binding fundamental rights of the German authorities, in any event, also
bind the Federal Intelligence Service and the legislature to regulate its powers. The Basic Law knows
as little about the exemption of intelligence-gathering measures from the binding of fundamental rights
because of their foreign orientation as because of their political character. Rather, the comprehensive
binding of fundamental rights under Article 1 (3) GG creates the conditions for to be able to take
account of fundamental rights threats from new technical developments and the resulting shift in forces.
This applies in particular to the changing importance of the intelligence services in the course of the
further development of information technology and the fact that this has made it possible to reach
abroad.

a) Intelligence abroad has always been of considerable importance for the ability of the Federal
Republic of Germany to act in foreign and security policy, but has recently grown in importance. In the
course of the development of information technology and internationalization, the importance and
conditions of telecommunications intelligence abroad have changed fundamentally as a central element
of intelligence intelligence abroad.

In the past, telecommunications education aimed solely at the early detection of threats to avert
armed attacks on the federal territory and was limited to personal measures, both in terms of
technology and in terms of knowledge, to a small group of people (see BVerfGE 67, 157 <178>). In the
course of today's communication options and the associated internationalized context of action,
potential dangers from abroad have multiplied. Information technology makes it possible to
communicate with one another across borders directly and unhindered by spatial distances and to
coordinate without wasting time. This creates new challenges for the acquisition of politically or militarily
relevant communication, which can be of considerable importance for the federal government's ability to
act. International activities can also have a destabilizing effect on the community as a whole, as can be
seen, for example, in cyber attacks, internationally organized crime such as human trafficking or money
laundering and international terrorism (see Kojm, in: Goldman / Rascoff [ed.], Global Intelligence
Oversight, 2016, p. 95 ff .; Goodman / Ischebeck-Baum, in: Dietrich / Sule [ed.], Intelligence Law and
Policies in Europe, 2019, p. 1 <marginal 104 ff.>; Rosand, Journal of Conflict & Security Law 11
<2006>, p. 399 <400 f.>; Regarding the “Cyber” danger zone, see also BTDrucks 18/4654, p. 40 f.).

b) The increasing importance of foreign intelligence in changing conditions in the area of   tension
between freedom and security goes hand in hand with new challenges not only for safeguarding
security but also for safeguarding freedom, which must be balanced in accordance with the rule of law
on the basis of fundamental rights.

The developments in information technology are linked to the fact that data flows via satellites and
cables are conducted in a volatile manner worldwide according to technical criteria that are independent
of national borders (cf. BTDrucks 14/5655, p. 17 for this development). This makes it possible to record
foreign communication to a considerable extent, even from within Germany. At the same time, social
communication is increasingly taking place in an international context. On the basis of cross-border
services, the exchange between citizens is supported as a fundamental rights holder - both within and
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across states - largely on telecommunications services that are not structured according to the
distinction between domestic and foreign (see Kojm, in: Goldman / Rascoff [ed.], Global Intelligence
Oversight, 2016, p. 95 <100 f.>). Against the background that under the current conditions of
information technology, actions and communication relationships of all kinds are increasingly reflected
in digital form, and in view of constantly increasing data processing capacities, the possibilities of
telecommunication surveillance extend to broad areas of the entire civil society outside of their own
territory - and vice versa Domestic communication is also subject to surveillance by other countries (see
BTDrucks 18/12850, p. 1283 ff.).

An understanding of fundamental rights, which would end their validity at national borders, left the
fundamental rights defenseless in the face of such developments and would make the scope of the
protection of fundamental rights fall behind the conditions of internationalization (see Becker, NVwZ
2015, p. 1335 <1339>; paper, NVwZ 2017, p. 3025 <3029>; Marxsen, DÖV 2018, p. 218 <226>). It
could cause the Protection of fundamental rights in an increasingly important area of   intervention-
intensive state action and - with security law - in an area in which fundamental rights are typically of
special importance would be empty. By linking Art. 1 Para. 3 GG to the state as a subject, it also takes
account of such new potential threats and helps to classify them within the general constitutional
framework of the Basic Law.

II.

1. The challenged provisions affect the complainants in their fundamental rights from Art. 10 Para. 1
and Art. 5 Para. 1 Sentence 2 GG. They authorize the collection of personal data by means of secret
telecommunications surveillance and thus affect the warranty content of the telecommunications secret
protected by Article 10.1 of the Basic Law. Following this, the transmission of the data obtained from
such measures also affects the protection of telecommunications secrecy, so that it too can be
measured against Article 10 GG. The challenged provisions also affect the complainants working as
journalists in their fundamental right under Article 5 (1) sentence 2 GG. Because they authorize the
Federal Intelligence Service to collect

2. Nicht zu klären ist in vorliegendem Verfahren, ob die angegriffenen Vorschriften in Blick auf die
Unterscheidung von Deutschen und Unionsbürgern mit Gleichheitsanforderungen vereinbar sind.
Offenbleiben muss insoweit insbesondere, ob § 6 Abs. 3 BNDG, auch in Verbindung mit § 14 Abs. 2
BNDG, diesbezüglich eine sachlich gerechtfertigte Differenzierung schafft. Denn die Frage der
Gleichbehandlung von deutschen Staatsangehörigen und Unionsbürgern findet nicht nur Maßstäbe im
Grundgesetz, sondern wirft zugleich ungeklärte Fragen des Unionsrechts auf; hierzu gehören zunächst
schon dessen Anwendbarkeit in Anbetracht des Art. 4 Abs. 2 EUV und der Grundfreiheiten sowie dann
gegebenenfalls die inhaltliche Reichweite des unionsrechtlichen Diskriminierungsverbots (vgl.
Kreuter/Möbius, BWV 2009, S. 146 <148>; Hölscheidt, Jura 2017, S. 148 <156>; Marxsen, DÖV 2018,
S. 218 <224>; vgl. auch die anhängigen Verfahren vor dem EuGH, Privacy International, C-623/17, ABl
EU 2018/C 022/41 [Vereinigtes Königreich]; La Quadrature du Net u.a., C-511/18, ABl EU 2018/C
392/10 und French Data Network u.a., C-512/18, ABl EU 2018/C 392/11 [jeweils Frankreich]). Eine
abschließende Klärung der Frage, welchen Gleichheitsanforderungen der Gesetzgeber bei einer
Gestaltung der strategischen Überwachung unterliegt, ist dem Bundesverfassungsgericht damit allein
nicht möglich. Es kann diese Frage mangels Entscheidungs- erheblichkeit auch nicht dem
Europäischen Gerichtshof vorlegen, da die angegriffenen Vorschriften schon aus formellen Gründen
verfassungswidrig sind (unten Rn. 134 f.). Unter diesen Umständen bedarf es vorliegend auch keiner
weiteren materiellen Klärung dieser Fragen anhand des Grundgesetzes.

III.

The contested regulations justify interfering with fundamental rights at various levels.

1. Paragraph 6 (1) of the BNDG initially authorizes the Federal Intelligence Service to record individual
telecommunications traffic from networks specified by order; This opens in particular the interception of
satellite signals and the acquisition of line-bound data streams, both by means of our own devices and
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by means of a diversion arranged in accordance with Section 8 BNDG. Accordingly, Section 14 (1)
BNDG authorizes the Federal Intelligence Service to collect personal data in the context of cooperation
with foreign intelligence services.

a) In the case of complainants 1) to 7) as foreign nationals living abroad, there is an intervention in
such a record. Such a collection of personal data in the constitutional sense is a data collection. It
makes the data of those affected specifically accessible to the Federal Intelligence Service so that it can
evaluate them according to content criteria - be it on the basis of search terms for entering content data,
be it for evaluating (possibly accumulating) traffic data or for transmission to foreign ones public bodies
as part of a cooperation. The data that will later be rejected will not only be recorded unintentionally, but
also collected consciously,

b) In relation to complainant 8), who is a German citizen, this also applies in the result in view of the
current state of the art. Since Section 6 (4) BNDG (possibly in conjunction with Section 14 (2) BNDG)
does not permit surveillance measures against German nationals and residents, there is basically no
intervention in the initial recording of your data. This data is only recorded in an untargeted manner and
solely for technical reasons and should be sorted out immediately after the signal processing using
various filtering processes without leaving any technical traces. The official interest in the data collected
has not increased to such an extent that it can be assumed to be of a quality that triggers a violation of
fundamental rights (cf. BVerfGE 100, 313 <366>; 115, 320 <343>; 150, 244 <266 marg. 43>).

However, according to the current state of the art, it is not possible to completely filter out the data of
German citizens and residents, so that some of these data are also evaluated. They are then only
sorted out when they are identified by hand. Section 6 (1) and (4) BNDG does not allow this in a clearly
recognizable way, but it requires such an understanding in order to be applicable at all; this is how the
regulation has always been understood in practice. This constitutes an intervention in relation to
persons whose data are recorded in this way without being technically separated after the signal
processing, and who are thus taken note of by employees of the Federal Intelligence Service. By § 6
paragraph 1, paragraph

2. Section 6 (1) to (3) BNDG justifies further fundamental rights interventions against the complainants
by authorizing them to further evaluate the data. On the one hand, section 6 (1) BNDG and, to the
extent regulated there, section 14 (1) BNDG in conjunction with section 19 (1) BNDG authorize an
intervention in the form of the evaluation of the telecommunications traffic data collected, which may
also be stored in storage. On the other hand, § 6 paragraphs 1 to 3 BNDG authorizes the evaluation of
the recorded telecommunication using search terms to view the content data. Further interventions lie in
the manual evaluation of the filtered out telecommunications traffic, which is equally covered by the
regulation,

3. Eigene Grundrechtseingriffe liegen in einer etwaigen Übermittlung der sich aus der Überwachung
ergebenden Erkenntnisse, soweit sie personenbezogene Daten enthalten, wie sie § 24 BNDG in
verschiedenen Einzeltatbeständen vorsieht. Hiermit werden die erlangten Daten anderen Behörden
zugänglich gemacht, was stets einen eigenen Grundrechtseingriff bedeutet (vgl. BVerfGE 141, 220
<324 f. Rn. 279>). Entsprechend liegt auch in der automatisierten Übermittlung von Informationen an
ausländische öffentliche Stellen, wie sie § 15 Abs. 1 BNDG im Rahmen von Kooperationen vorsieht, ein
Grundrechtseingriff.

4. Eingriffe in Art. 10 Abs. 1 GG sowie gegebenenfalls in Art. 5 Abs. 1 Satz 2 GG begründet auch § 7
BNDG. Zwar regelt dieser nicht unmittelbar die Erhebung von Daten durch Überwachungsmaßnahmen
selbst, sondern setzt sie voraus (vgl. Dietrich, in: Schenke/Graulich/Ruthig [Hrsg.], Sicherheitsrecht des
Bundes, 2. Aufl. 2019, § 7 BNDG Rn. 2; Marxsen, DÖV 2018, S. 218 <223>; Löffelmann, in:
Dietrich/Gärditz/Graulich/Gusy/Warg [Hrsg.], Reform der Nachrichtendienste zwischen
Vergesetzlichung und Internationalisierung, 2019, S. 33 <39>). § 7 Abs. 1 BNDG rechtfertigt aber die
weitere Verarbeitung der insoweit gewonnenen Daten, worin ein eigener Eingriff liegt (vgl. BVerfGE
100, 313 <366 f.>). Überdies regelt § 7 Abs. 2 BNDG Einschränkungen der Datenerhebung und schafft
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damit den Rechtsschein, dass eine Datenerhebung vom Ausland aus ohne weitere Rechtsgrundlage
zulässig sei. Im Ergebnis will § 7 Abs. 1, 2 BNDG damit auch eine Datenerhebung des
Bundesnachrichtendienstes vom Ausland aus legitimieren.

D.

These interferences with fundamental rights are not constitutionally justified. The provisions
authorizing them do not already meet the constitutional requirements for authorizations to interfere with
the fundamental rights concerned. They can rely on an adequate competence base. However, they
violate the citation requirement of Article 19.1 sentence 2 of the Basic Law.

I.

There are no fundamental constitutional concerns regarding legislative competence. The federal
legislature can base the challenged provisions on Article 73.1 No. 1 GG.

1. The relevant basis of competence is Article 73.1 No. 1 GG, which establishes legislative
competence of the federal government on foreign affairs and defense.

a) The establishment of a body for comprehensive information abroad is undisputedly a matter of
foreign affairs within the meaning of Article 73 (1) No. 1 of the Basic Law (cf. BVerfGE 100, 313 <369>).
This includes equipping them with appropriate powers. However, the tasks that legislators can delegate
to such a body are limited.

aa) The concept of foreign affairs in Article 73 paragraph 1 No. 1 GG cannot be determined without
regard to the distribution of legislative powers. On the one hand, it must not be interpreted in such a
way that the division of powers between the federal and state governments is undermined. On the other
hand, it has to fit into the various competency assignments to the federal government. From both points
of view, there is no understanding of the term, according to which all facts relating to a foreign country
belong to foreign affairs. This includes those questions that are important for the relationship of the
Federal Republic of Germany to other states or intergovernmental institutions, in particular for the
design of foreign policy (see BVerfGE 100, 313 <368 f.>; See also BVerfGE 133, 277 <319 marg.

A distinction is to be made between the legislative competence according to Art. 73 para. 1 No. 1 GG
and the legislative competence pursuant to Art. 73 para. 1 No. 9a GG, which gives the federal
government legislative competence solely for the defense against the dangers of international terrorism
in relation to the Federal Criminal Police Office conceded. In the border area for the fight against crime,
it is also important that Article 73.1 1 No. 10 of the Basic Law provides the Confederation with certain,
and at the same time limited, legislative powers for cooperation between the Federation and the Länder
in the field of criminal police, for the establishment of a Federal Criminal Police Office and for
international law Assigns crime fighting. This does not mean the fight against international crimes, but
the international fight against crimes, For example, the cooperation between German and foreign
authorities on criminal police issues. Incidentally, police law is the responsibility of the federal states as
a security law (see BVerfGE 100, 313 <369>).

bb) This means that the federal government cannot generally entrust the Federal Intelligence Service
with foreign intelligence for the purpose of ensuring internal security. Article 73.1 sentence 1 of the
Basic Law does not entitle the federal legislature to grant powers that are aimed at preventing,
preventing or prosecuting crimes as such (cf. BVerfGE 100, 313 <370>; 133, 277 <319 marg . 101>). To
this extent, the Federal Intelligence Service can only be assigned tasks and powers that are of foreign
and security policy significance and thus have an international dimension.

Conversely, this does not limit the federal legislature to entrusting the Federal Intelligence Service with
the task of providing the federal government with decision-making bases to ensure its foreign or
defense policy ability to act (see BVerfGE 100, 313 <368 ff.>). This is the primary task of foreign
intelligence, from which the overall profile of the service based on Article 73.1 No. 1 of the Basic Law
must also be shaped. However, the Federal Intelligence Service can also be entrusted with the task of
early detection of threats from abroad if they have a sufficiently international dimension. The decisive
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factor is that these are dangers, which, by their nature and weight, can affect the position of the Federal
Republic in the international community and, in this sense, are of foreign and security policy
importance. One could think of the dangers posed by cross-state networks of organized crime, by
externally controlled cyber attacks on important infrastructure, or by acts of terrorism that are an
expression of internationally intertwined conflict situations. In contrast, the competence does not include
the creation of regulations to investigate individual, even significant, crimes domestically, simply
because there are contributions to the crime or sources of knowledge abroad. The responsibility of the
Federal Intelligence Service could not generally be extended to investigating foreign crimes under
Section 6 of the Criminal Code. The fact that the offense abroad is punishable here and such norms are
included in international agreements does not in itself justify the fact that their clarification is in any case
of foreign and security policy significance, which alone gives the Confederation legislative competence
under Art. 73 para 1 No. 1 GG opened.

b) The challenged provisions can then be based on the legislative competence of Article 73.1 No. 1
GG. This initially applies to Section 6 BNDG. Section 6 (1) no. 1 BNDG opens the use of strategic
surveillance not only to identify threats to external security, but also to identify threats to internal
security. However, this is included in the restriction of § 6 BNDG to all tasks of the Federal Intelligence
Service that spans all the facts. This applies to number 1 as well as number 2 and number 3 - and thus
also for the federal government's job profile. Surveillance measures in accordance with Section 6 (1)
BNDG are therefore only permissible for gaining knowledge about foreign countries that are of foreign
and security policy importance (Section 1 (2) BNDG). In view of Art. 73 para. 1 no. 1 GG is harmless in
terms of competence, but presupposes an interpretation and handling of the regulation that takes into
account the limits set out in competence law. In particular, the powers cannot then be used without
restriction as the basis for services for internal security authorities - not even when the Federal
Government issues an order.

Nothing else applies to § 7 and §§ 13 to 15 BNDG. These regulations are also bound to and limited by
the task definition of Section 1 Paragraph 2 BNDG. The fact that §§ 13 to 15 BNDG also opens up
surveillance in the interest of other states within the scope of cooperations does not change anything
under competence law. The assignment of such a regulation to “foreign affairs” is beyond any doubt.

The responsibility of the federal government to regulate the transmission of the knowledge gained
from the surveillance measures by § 24 BNDG results from the factual context from Art. 73 Para. 1 No.
1 GG as the competence basis applicable for data collection (cf. BVerfGE 125, 260 <314 >; 133, 277
<319 f. Margin 101>).

2. In contrast, the challenged regulations cannot be based on other competence titles. This applies in
particular to Article 73.1 No. 10 of the Basic Law and the federal competence regulated there for the
international fight against crime.

With regard to Sections 6, 7 BNDG, this is already ruled out because they do not regulate
international cooperation (see BVerfGE 100, 313 <368 f.>). Nothing else also applies to Sections 13 to
15 BNDG. These regulations are concerned with forms of international cooperation. However, they do
not regulate the coordination of the fight against crime, but rather a broadening of the powers of the
Federal Intelligence Service to collect, evaluate and transmit data in order to be able to address the
information interests of other services. Accordingly, the federal legislature has relied solely on Article 73
(1) No. 1 GG for the creation of Sections 13 to 15 BNDG (cf. BTDrucks 18/9041, p. 19). This leaves the
fundamental question of whether Art. 73 para. 1 no.

II.

The challenged provisions are, however, formally unconstitutional because they violate the citation
requirement of Article 19.1 sentence 2 of the Basic Law (cf. Huber, ZRP 2016, p. 162 <163>;
Hölscheidt, Jura 2017, p. 148 < 155>; Marxsen, DÖV 2018, p. 218 <225>; Dietrich, in: Schenke /
Graulich / Ruthig [ed.], Sicherheitsrecht des Bundes, 2nd edition 2019, § 6 BNDG Rn. 11). The Federal
Intelligence Service Act mentions Art. 10 Para. 1 GG with regard to interventions according to § 3
BNDG (cf. Paragraph 3 there), but not for the interventions according to the regulations in dispute here.
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The fact that the citation requirement is not observed cannot be justified by the fact that the contested
regulations take up a long-standing administrative practice and now regulate it for the first time. In
particular, it cannot be referred to that the quotation does not apply if the law repeats existing
fundamental rights restrictions unchanged or with slight deviations (see BVerfGE 35, 185 <188 f.>).
After all, lawless administrative practice is neither applicable law nor a fundamental rights restriction
and, unlike parliamentary laws that respect the citation requirement, is not based on assessments
already made by the parliamentary legislature. The warning function of the citation requirement is not
replaced by mere administrative practice. This applies especially to the secret practice of a news
service. After all, lawless administrative practice is neither applicable law nor a fundamental rights
restriction and, unlike parliamentary laws that respect the citation requirement, is not based on
assessments already made by the parliamentary legislature. The warning function of the citation
requirement is not replaced by mere administrative practice. This applies especially to the secret
practice of a news service. After all, lawless administrative practice is neither applicable law nor a
fundamental rights restriction and, unlike parliamentary laws that respect the citation requirement, is not
based on assessments already made by the parliamentary legislature. The warning function of the
citation requirement is not replaced by mere administrative practice. This applies especially to the
secret practice of a news service.

Das Zitiergebot ist vielmehr gerade dann verletzt, wenn der Gesetzgeber ausgehend von einer
bestimmten Auslegung des Schutzbereichs – wie hier der Annahme fehlender Grundrechtsbindung
deutscher Staatsgewalt bei im Ausland auf Ausländer wirkendem Handeln – die Grundrechte als nicht
betroffen erachtet. Denn es fehlt dann am Bewusstsein des Gesetzgebers, zu Grundrechtseingriffen zu
ermächtigen, und an dessen Willen, sich über deren Auswirkungen Rechenschaft abzulegen, was
gerade Sinn des Zitiergebots ist (vgl. BVerfGE 85, 386 <404>; 113, 348 <366>; 129, 208 <236 f.>).
Zudem entzieht sich der Gesetzgeber einer öffentlichen Debatte, in der Notwendigkeit und Ausmaß von
Grundrechts- eingriffen zu klären sind (vgl. BVerfGE 85, 386 <403 f.>; 129, 208 <236 f.>).

E.

Die angegriffenen Vorschriften sind auch materiell mit dem Grundgesetz nicht vereinbar. Zwar steht
das Grundgesetz dem Instrument der strategischen Über- wachung und diesbezüglichen
Kooperationen mit anderen Nachrichtendiensten nicht grundsätzlich entgegen. Die Vorschriften
genügen jedoch schon den sich hierfür aus den Grundrechten ergebenden zentralen Anforderungen
nicht.

I.

1. Interventions in Art. 10 Para. 1 GG and also in Art. 5 Para. 1 Sentence 2 GG - like interventions in
all fundamental rights - must be based on a legal authorization that meets the requirement of clarity of
standards and the principle of certainty (cf. BVerfGE 65, 1 <44; 54>; 100, 313 <359 f.>; StRspr). The
clarity of the standards and the definiteness of authorizations for the secret collection and processing of
personal data are generally subject to increased requirements, because data processing takes place
unnoticed by those affected and the powers cannot therefore be concretized in the interplay of
individual administrative orders and judicial control ( see BVerfGE 141, 220 <265 paragraph 94>; see
also EGMR, Big Brother Watch and others v. United Kingdom, judgment of September 13, 2018, No.
58170/13 and others

There is no exception to this for the intelligence services. Though To a large extent, their duties must
be kept secret. In particular, information abroad is strictly shielded in order to be able to obtain
information without endangering one's own resources and sources (see BVerfGE 30, 1 <18 f.>; 100,
313 <397 f.>). Not only must the individual measures and findings of the Federal Intelligence Service
entrusted with this be kept secret, but also information on the extent to which the service is possible or
impossible to clarify and what level of detail it achieves. Since the service must assume that it is itself
exposed to attempts by foreign services to investigate, the confidentiality requirements continue deep
into the organization of the services. The legislator may take this into account.
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However, it cannot be deduced from the need for confidentiality of the foreign intelligence that little is
known about the Federal Intelligence Service and that its legal basis should remain as far as possible in
the dark. In the democratic constitutional state, there can be no principle of secrecy regarding the bases
for action and the limits of intelligence powers. Just as the general budget and the personnel strength of
the intelligence services have to be fully determined by the parliament and be publicly responsible (for
the control of the management of funds in detail, see § 10a BHO), their powers must also be regulated
by law in a manner that is standardized and determined in front of the public and responsibilities clearly
assigned (see Gusy, in: Schenke / Graulich / Ruthig [ed.], Federal Security Law, 2nd edition 2019,
BNDG prep. Marg. 10, 13). The binding of fundamental rights corresponds to the parliamentary-
democratic responsibility for the restriction of fundamental rights. In this respect, confidentiality only
applies in accordance with the law. It is also not an end in itself for foreign intelligence, but only justified
if the type and scope of the service's activity requiring confidentiality are legitimized in a democratic and
public manner and confidentiality remains within the specific limits of functional necessity. In this
respect, confidentiality only applies in accordance with the law. It is also not an end in itself for foreign
intelligence, but only justified if the type and scope of the service's activity requiring confidentiality are
legitimized in a democratic and public manner and confidentiality remains within the specific limits of
functional necessity. In this respect, confidentiality only applies in accordance with the law. It is also not
an end in itself for foreign intelligence, but only justified if the type and scope of the service's activity
requiring confidentiality are legitimized in a democratic and public manner and confidentiality remains
within the specific limits of functional necessity.

The requirement of a clear and adequately defined version of the legal powers does not call into
question the possibility of handling them secretly in the matter. Since the powers only create abstract
legal possibilities, they say nothing about whether, how, with what scope and with what success they
are used.

2. The challenged provisions can only be justified as authorizations to encroach on
telecommunications secrecy and freedom of the press if they comply with the principle of proportionality.
They must then pursue a legitimate purpose, be suitable to achieve the purpose, be necessary and be
proportionate in the narrower sense (cf.BVerfGE 67, 157 <173>; 120, 378 <427>; 141, 220 <265 para.
93>; stRspr ). For secret surveillance measures by security authorities, the Federal Constitutional Court
has specified the resulting requirements in a variety of decisions and summarized them in particular in
the decision on the Federal Criminal Police Office Act (see BVerfGE 141, 220 <268 ff. Rn. 103 ff.>).
These standards, which also apply to surveillance measures by intelligence services, form the starting
point for the requirements for data collection and processing as well as for the requirements for the
transmission of data. However, the instrument of strategic surveillance as a special means of foreign
intelligence has not yet been taken into account with them. In connection with the decision on strategic
monitoring powers under Article 10 of the Act (cf. BVerfGE 100, 313 <368 ff.>), They therefore need to
be specified.

II.

Die Befugnis zur Datenerhebung und Datenverarbeitung in Form der strategischen
Telekommunikationsüberwachung ist als besonderes Instrument der Auslandsaufklärung mit Art. 10
Abs. 1 GG im Grundsatz vereinbar (1.). Es bedarf hierfür jedoch einer hinreichend begrenzenden
Ausgestaltung (2.).

1. Die Einräumung der Befugnis zur Auslandsaufklärung im Wege der strategischen
Fernmeldeüberwachung ist durch Art. 10 Abs. 1 GG nicht von vornherein ausgeschlossen. Obwohl sie
nicht auf konkrete und objektiviert bestimmte Anlassfälle begrenzt ist und damit ohne Eingriffsschwelle
zu schweren Grundrechtseingriffen berechtigt, kann sie durch das Ziel der Auslandsaufklärung und
deren besondere Handlungsbedingungen bei hinreichend begrenzter Ausgestaltung vor Art. 10 Abs. 1
GG und dem Verhältnismäßigkeitsgrundsatz gerechtfertigt werden.
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a) Strategic telecommunications surveillance serves a legitimate purpose and is suitable and
necessary for achieving it on the basis of the principle of proportionality. According to the will of the
legislature, strategic surveillance should provide information about foreign countries that are of foreign
and security policy significance for the Federal Republic. It is intended to help identify dangers at an
early stage, preserve the ability of the Federal Republic to act and provide the Federal Government with
information on foreign and security policy issues. This is a legitimate goal. Strategic telecommunications
surveillance is also a suitable means of doing this because it enables access to such information. That
data is initially recorded on a large scale, that have no relevant information content does not change the
fact that the overall recording and evaluation of data streams can result in significant findings. Strategic
monitoring also meets the requirements of necessity. Without the broad, eventless acquisition of data
streams and their evaluation, corresponding information could not be obtained. A less intervention-
intensive means that generally ensured comparable information is not evident. Without the broad,
eventless acquisition of data streams and their evaluation, corresponding information could not be
obtained. A less intervention-intensive means that generally ensured comparable information is not
evident. Without the broad, eventless acquisition of data streams and their evaluation, corresponding
information could not be obtained. A less intervention-intensive means that generally ensured
comparable information is not evident.

b) The authorization of the Federal Intelligence Service to strategically monitor the
telecommunications of foreigners abroad can be justified in principle in terms of proportionality in the
narrower sense before Article 10.1 of the Basic Law.

aa) However, strategic telecommunications surveillance is an instrument of particularly heavy
intervention weight.

(1) The interventions opened with her initially weigh heavily because they are used to secretly
penetrate personal communication relationships that are often private and, under certain
circumstances, highly confidential. Such a secret surveillance of telecommunications basically means a
serious intervention (see BVerfGE 141, 220 <264 f. Rn. 92>), regardless of whether the surveillance
takes place domestically or abroad or relates to residents and Germans or foreigners.

(2) In relation to the surveillance of individual telecommunications, however, strategic surveillance has
less of an impact in so far as it relates to data streams whose productivity cannot be predicted in detail.
Also, insofar as it is aimed at the monitoring of individual persons by means of formal search terms, it is
typically less precise and incomplete, since the networks and transmission links (so-called routing) used
for a specific communication connection are largely determined spontaneously, depending on
availability, and only a small fraction of the Networks existing in Germany and worldwide are recorded
by network arrangements. The strategic monitoring differs in its intervention weight at least in principle
from a restriction in individual cases,

(3) In addition, the weight of the intervention against persons residing abroad is reduced by the fact
that surveillance is not always aimed at immediate operational consequences in the same way as
surveillance measures against Germans or persons residing in Germany. The foreign intelligence
concerns processes in other countries in which the German state does not have sovereign powers, and
is reserved for the Federal Intelligence Service as an authority that generally has no operational powers
of its own. The primary task of information abroad is to first create an information base, evaluate
information, check its relevance and then make it available to the Federal Government and, if
necessary, other addressees. However, here too, surveillance is often linked to the goal of taking
measures against those affected - possibly in exchange of knowledge with other countries - and thus
remains important. However, the Federal Intelligence Service cannot take such measures against
persons abroad. Measures that other bodies take against those affected on the basis of this information
are dependent on data transfers, which can and must be legally limited by the principle of hypothetical
data collection (see paras. 216 et seq. And 220 et seq. Below). However, the Federal Intelligence
Service cannot take such measures against persons abroad. Measures that other bodies take against
those affected on the basis of this information are dependent on data transfers, which can and must be
legally limited by the principle of hypothetical data collection (see paras. 216 et seq. And 220 et seq.
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Below). However, the Federal Intelligence Service cannot take such measures against persons abroad.
Measures that other bodies take against those affected on the basis of this information are dependent
on data transfers, which can and must be legally limited by the principle of hypothetical data collection
(see paras. 216 et seq. And 220 et seq. Below).

(4) In contrast, the extraordinarily wide range of strategic telecommunications surveillance is
particularly difficult. It is allowed to every person without cause and is finally guided solely by certain
purposes. Objective intervention thresholds are neither required in relation to limiting situations nor for
the persons affected by the surveillance. The authority empowered in this way can only freely decide on
the networks, data and persons to which the measures are directed within the framework of abstract
purposes.

Such an authorization has an extraordinary scope, especially under the current conditions of
information technology and its importance for communication relationships. The intensity of its
interference can no longer be compared to the powers that the Federal Constitutional Court had to
decide on in its decision to strategically monitor domestic-foreign communications in 1999. At that time,
telecommunications surveillance was actually limited in terms of telecommunications equipment used in
specific situations (cf. BVerfGE 100, 313 <379 f.>), But today data volumes that are incomparably larger
are recorded. They are used to transport an unmistakable number of forms of electronic communication
and to evaluate them. In view of the ubiquitous and varied use of communication services, every type of
individual action and interpersonal interaction is increasingly reflected in electronic signals and is thus
accessible to telecommunications surveillance. The surveillance thus captures deeply into everyday life,
also highly private and spontaneous communication processes including the exchange of pictures and
documents. Technically, even today it is possible to monitor user behavior on the World Wide Web and
the interests, wishes and preferences expressed here. At the same time, the analysis options now go
much further. In 1999 the Federal Intelligence Service was still lacking the technical possibilities of
automated speech recognition, Programs for speech recognition, translation or image recognition are
already available to the general public today. Overall, the strategic telecommunications surveillance now
potentially extends to almost all of the communication, including that of civil society (cf. the informative
value of traffic data BVerfGE 125, 260 <319>; for the expanded recognition options of the Omand
intelligence services, in: Dietrich / Sule [ed.], Intelligence Law and Policies in Europe, 2019, p. 38
<margin no.37 ff.>). on the significance of traffic data BVerfGE 125, 260 <319>; on the expanded
recognition possibilities of the Omand intelligence services, in: Dietrich / Sule [ed.], Intelligence Law and
Policies in Europe, 2019, p. 38 <marg. 37 ff.>). on the significance of traffic data BVerfGE 125, 260
<319>; on the expanded recognition possibilities of the Omand intelligence services, in: Dietrich / Sule
[ed.], Intelligence Law and Policies in Europe, 2019, p. 38 <marg. 37 ff.>).

(5) Strategic telecommunications surveillance has a particular impact in so far as it also enables
targeted personal surveillance. This opens up a dimension of its own compared to the powers that were
the subject of the 1999 Senate decision. While strategic surveillance came into view there only to the
extent that it worked with specific search terms without specific personal reference (cf.BVerfGE 100,
313 <384>), the strategic telecommunications reconnaissance, as it is in question here, mainly operates
with formal search terms such as telecommunication identifiers, which also allow surveillance to be
directed specifically at the telecommunication of individual people.

(6) In relation to the previous legal situation, there is an added burden that the strategic monitoring
now also to a certain extent opens up an overall storage of traffic data. Through their evaluation - again
without any reason and solely guided - in-depth insights into the communication and movement
behavior of people can be gained, which may go far beyond the content evaluation of individual
communication traffic (cf. the informative value of such data BVerfGE 125, 260 <319> ; CJEU, judgment
of 8 April 2014, Digital Rights Ireland and Seitlinger et al., C-293/12, C-594/12, EU: C: 2014: 238,
paragraphs 48, 56). This also increases the engagement weight considerably.

bb) Despite the particularly heavy intervention weight of strategic surveillance, this can be
constitutionally justified as a specific authorization for foreign intelligence.
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(1) However, the waiver of any concrete intervention threshold is an exemption from a core element of
the requirements of the rule of law, which in principle and in particular with regard to nationally active
security authorities is already indispensable for less intervention-intensive, but even more so for serious
interference with fundamental rights such as the surveillance of telecommunications (cf. BVerfGE 141,
220 <269 ff. Marginal 104 ff.>; 150, 244 <280 ff. Marginal 90 ff.>). The requirement of an intervention
threshold based on specific circumstances ensures that fundamental rights interventions are limited,
binds them to objectified conditions and enables control based on self-contained criteria. A final
authorization and limited authorization for such interventions is fundamentally incompatible with Article
10.1 of the Basic Law.

This also applies in principle to news services. Insofar as surveillance measures extend to domestic
communication, robust intervention thresholds are required in accordance with the general
requirements. It is no different if certain individual persons - be it in Germany or abroad - are ordered to
carry out surveillance measures in the form of a telecommunications surveillance or online search (see
BVerfGE 120, 274 <326 ff.>; 125, 260 <320 ff.>; 141, 220 <270 ff. Marginal 106 ff.>; See also § 3 G 10).

(2) The situation is different for intelligence intelligence abroad, insofar as this is aimed at general
information gathering to inform the Federal Government or - in advance of individual restrictions in
individual cases - at early warning. Here, the legislator can also provide the Federal Intelligence Service
with the instrument of strategic telecommunications surveillance. In relation to this specific task, the fact
that this is essentially only finalized and limited is not incompatible with the requirements of
proportionality (also for the strategic monitoring of international telecommunications BVerfGE 100, 313
<373 ff.>).

(a) Ausgangspunkt ist hierfür das Aufgabenprofil der Auslandsaufklärung. Bei ihr geht es nicht primär
um gezielte Ermittlungen hinsichtlich bereits feststehender Vorgänge und damit nicht um die Aufklärung
schon klar umrissener Sachverhalte, sondern vor allem um das Aufspüren und Identifizieren von
relevanten Informationen bezüglich nur abstrakt bestimmbarer Erkenntnisinteressen. Die Aufgabe der
Auslandsaufklärung liegt insoweit darin, zunächst eine umfangreiche Informationsbasis zu schaffen, um
Entwicklungen breitflächig zu beobachten, die Informationen dann zu bewerten, auf ihre Relevanz zu
prüfen und sie schließlich in kondensierter Form der Bundesregierung sowie gegebenenfalls weiteren
Adressaten zur Verfügung zu stellen. Die potentiellen Erkenntnisinteressen eröffnen dabei mit ihrer
Ausrichtung auf die gesamte Außen- und Sicherheitspolitik ein weites Spektrum.

(b) For this task, an occasionless, essentially solely controlled telecommunications reconnaissance in
the form of strategic monitoring can be constitutionally justified. In contrast to measures for the early
identification of dangers within the country, it is of primary importance that the information provided
abroad is aimed at elucidating and understanding circumstances for which there is a lack of immediate
everyday awareness on the part of German authorities and the national public. The aim is to gain
insights into developments in contexts that are difficult to interpret with information from within Germany
alone, and in some cases affect countries with structures that are not very open in terms of information.
Above all, however, are the special conditions for action when performing this task. The foreign
intelligence relates to processes in other countries in which the German state is and can be present at
times with its own sources of knowledge and in which it does not have sovereign powers that give it
direct access to information (also EGMR, Big Brother Watch and others v United Kingdom, judgment of
September 13, 2018, No. 58170/13 and others, § 518). In the interest of the Federal Republic of
Germany's ability to act and security, the information must in particular be able to obtain information
which it may - possibly with a deliberate intention - withhold and which is kept secret in the sovereign
sphere of the third country. Under the law of the target country, the information measures can often be
illegal, or at least often undesirable. At the same time, the service is confronted with the
counterintelligence activities of the target countries, which in turn hinder and try to prevent the
investigation by means of police and intelligence. The work is therefore particularly vulnerable and
precarious and is referred to extraordinary means.
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At the same time, it should be borne in mind that the enlightenment is not only in the face-to-face of
the various intelligence services, but also in cooperation with one another to enlighten questions
relating to the Federal Republic of Germany and other countries. In particular, the clarification of
politically or militarily relevant events, which only serves to inform the Federal Government, but also the
early clarification of the dangers of international crime, which also includes international terrorism, today
depends on cooperation between the services to be effective. However, the Federal Intelligence Service
is only capable of cooperation if it also has powers with which it can check the results of other services,
can absorb them and use them further and with their help he can contribute as a partner through his
own knowledge. Authorities for the indiscriminate surveillance of foreign communications are, according
to all that is known, now part of the widespread equipment of these services (for the USA: Section 702
Foreign Intelligence Surveillance Act; cf. Renan, in: Goldman / Rascoff [ed.], Global Intelligence
Oversight, 2016, p. 121 <esp. 123 ff.>; For the United Kingdom Part 6 Chapter 1 Investigatory Powers
Act 2016; see Leigh, in: Dietrich / Sule [ed.], Intelligence Law and Policies in Europe , 2019, p. 553 ff .;
McKay / Walker, in: Dietrich / Gärditz / Graulich / Gusy / Warg [ed.], Reform of the intelligence services
between legalization and internationalization, 2019, p. 119 ff .; for France: Article L854-1 to L854-9
Code de la securité intérieure [Des mesures de surveillance des communications électroniques
internationales]; s. also Le Divelec, in: Dietrich / Sule [ed.], Intelligence Law and Policies in Europe,
2019, p. 516 ff .; Warusfel, in: Dietrich / Gärditz / Graulich / Gusy / Warg [ed.], Reform of the intelligence
services between legalization and internationalization, 2019, p. 129 ff.).

(c) The outstanding public interest in effective foreign education must also be taken into account.

In accordance with the competent link (above, margin no. 123 ff.), The foreign intelligence always
aims at information that is important for Germany's position and ability to act in the international
community and is therefore of foreign and security policy importance in this sense. Providing the
Federal Government with information for its foreign and security policy decisions helps it to assert itself
in the power political field of international relations and can prevent serious wrong decisions. In this
respect, it is indirectly about the preservation of democratic self-determination and the protection of the
constitutional order - and thus about constitutional goods of high rank. There is therefore a question of a
national interest

It is important here that in the course of the development of information technology and international
communication, as well as the closer cross-border integration of living conditions in general, threats
from abroad have increased considerably. The early detection of dangerous situations that threaten
from abroad is also of particular importance for security. The expansion and internationalization of
communication options and the increased politicization and organizational capacity of internationally
operating criminal groups mean that domestic threats are often based on networks of internationally
working actors and can easily be given a foreign and security policy dimension. The challenges posed
by intertwined circles of organized crime and money laundering, as well as human trafficking, electronic
attacks on information technology systems, international terrorism and the trade in weapons of war
make this clear by way of example (see Kojm, in: Goldman / Rascoff [ed.], Global Intelligence
Oversight, 2016, p. 95 ff .; Goodman / Ischebeck-Baum, in: Dietrich / Sule [ed.], Intelligence Law and
Policies in Europe, 2019, p. 1 <esp. Margin 104 ff.>; of the "Cyber" danger zone, see also BTDrucks
18/4654, p. 40 f .; on the danger zones "international terrorism" and "war weapon proliferation", see
already BTDrucks 12/6853, pp. 20, 42). Some of these activities aim at destabilizing the community (cf.
on international terrorism BVerfGE 115, 320 <357>; 133, 277 <333 f. Marg. 133>; 143, 101 <138 f.
Marg. 125>) and can pose a threat to the constitutional order, the existence and security of the federal
government or the federal states as well as to life, limb and freedom. These are legal assets of
outstanding constitutional importance, for the protection of which the legislature can regard an effective
and, at the same time, constitutionally contained foreign intelligence as indispensable (cf.BVerfGE 115,
320 <358>; 143, 101 <138 f. Marginal note 124 ff.>).

The unequal access to data by strategic surveillance is now compared with the situation that the
Federal Constitutional Court had to rule on in 1999, which means that there is an increased risk
potential. For this reason, Article 10.1 of the Basic Law and the proportionality requirements resulting
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from it also do not fundamentally preclude the inclusion of targeted personal search terms in the
strategic monitoring and the law may, in principle, also to a limited extent store the complete storage of
traffic data and its data provide for an evaluation without cause.

(d) Finally, an important aspect for the justifiability of strategic telecommunications surveillance is that
the consequences of the indiscriminate implementation are somewhat mitigated by the fact that it is
carried out by an authority that itself has no operational powers. In view of the actual circumstances,
insights vis-à-vis people abroad cannot usually lead directly to follow-up measures against those
affected, since German authorities do not have sovereign powers. However, this does not call into
question the fact that surveillance carried out abroad can also have serious consequences for those
affected and that follow-up measures against them - whether by means of an exchange of data or
subsequent crossings - should also be possible. However, since the data is collected by an authority
that does not have any operational powers of its own, further use of the data is initially dependent on
the data being viewed at a distance from its own responsibilities. Their transmission for operational use
can - and must - be ensured by qualified transmission thresholds (below marginal 220 ff.).

c) The instrument of strategic monitoring, including the use of personal, formal search terms and the
collection and evaluation of traffic data, which is sometimes also stored in its entirety, is not
fundamentally incompatible with Article 10.1 of the Basic Law and the resulting proportionality
requirements. As an occasionless, essentially solely final, limited authority, however, it is an exceptional
authority that must remain limited to information provided abroad by an authority that itself has no
operational security powers. It is only justified by their special task profile. According to the principle of
proportionality, this must also be based on the detailed design.

2. The design of data collection and processing in the form of strategic monitoring is then subject to
more detailed requirements, which must take into account the particular weight of the encroachments
on fundamental rights and their specific justification through the special task profile of foreign
intelligence.

a) An overarching goal of the requirements resulting from the principle of proportionality is to design
the strategic telecommunications surveillance as a sufficiently focused instrument, despite its range,
and thus to keep it limited. Global and blanket surveillance does not allow the Basic Law to be used for
the purpose of foreign information (see BVerfGE 100, 313 <376>).

Dafür hat der Gesetzgeber zunächst einschränkende Maßgaben zum Volumen der für die jeweiligen
Übertragungswege auszuleitenden Daten vorzugeben (vgl. Löffelmann, in:
Dietrich/Gärditz/Graulich/Gusy/Warg [Hrsg.], Reform der Nachrichtendienste zwischen
Vergesetzlichung und Internationalisierung, 2019, S. 33 <40>) und sicherzustellen, dass das von der
Überwachung abgedeckte geographische Gebiet begrenzt bleibt. Da sich die technischen
Möglichkeiten der Datenverarbeitung schnell ändern, reicht es nicht, hierfür allein auf tatsächliche
Kapazitätsgrenzen zu verweisen (vgl. Huber, ZRP 2016, S. 162 <164>; Papier, NVwZ 2016, S. 1057
<1058>; Marxsen, DÖV 2018, S. 218 <224>; Dietrich, in: Schenke/Graulich/Ruthig [Hrsg.],
Sicherheitsrecht des Bundes, 2. Aufl. 2019, § 6 BNDG Rn. 11; Löffelmann, in: Dietrich/Eiffler [Hrsg.],
Handbuch des Rechts der Nachrichtendienste, 2017, IV § 4 Rn. 184). Vor allem aber muss der
Gesetzgeber rechtsstaatliche Einhegungen schaffen, die die Datenerhebung und -verarbeitung näher
strukturieren und zum Teil auch begrenzen. Hierzu gehören insbesondere Regelungen zum Einsatz von
Filtertechniken (b), zu den Überwachungszwecken (c), zur Gestaltung des Über- wachungsverfahrens
(d), zu einem fokussierten Umgang mit Suchbegriffen (e), zu Grenzen der bevorratenden
Verkehrsdatenspeicherung (f), zu Methoden der Datenauswertung (g), zum Schutz von
Vertraulichkeitsbeziehungen (h) und dem des Kernbereichs privater Lebensgestaltung (i) sowie die
Vorgabe von Löschungspflichten (j). Hinzu kommen Anforderungen an Transparenz, individuellen
Rechtsschutz und vor allem an eine ausgebaute unabhängige objektivrechtliche Kontrolle (dazu
übergreifend unten V).

b) Since strategic surveillance can only be justified as an instrument for foreign intelligence, the basis
for further data processing requires a standard-clear regulation for the separation of data from domestic
communication.
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aa) In any case, there needs to be a regulation regarding the separation of data from
telecommunications, in which Germans or Germans are involved on both sides, since
telecommunication monitoring without cause is not an option from the outset.

On the basis of the separation of domestic communication, strategic monitoring can then be carried
out with two objectives, namely on the one hand to monitor the so-called "international" communication
in § 5 G 10 (domestic-foreign communication), and on the other hand to monitor pure international
communication ( foreign-foreign communication). Both forms of surveillance are equally to be measured
by Article 10.1 of the Basic Law. However, overseas overseas surveillance, in certain respects, is less
intrusive than domestic overseas surveillance, which records communication with a direct domestic
dimension and thus extends deeper into the domestic legal order. For this reason, partially reduced
requirements apply to overseas overseas surveillance (cf. on the possibility of risk-independent
information to inform the Federal Government below marg. 177; on the possibility of selecting the
search terms only after the monitoring measure has been defined in marg. 179 f. and for the automated
transmission of data to foreign intelligence services within the framework of cooperations below marg.
254 ff. And 262 ff.). If the legislator wants to take into account the different weight of the interventions
and therefore create different regulations, he must also provide that domestic-foreign communication
must also be separated out. and 262 ff.). If the legislator wants to take into account the different weight
of the interventions and therefore create different regulations, he must also provide that domestic-
foreign communication must also be separated out. and 262 ff.). If the legislator wants to take into
account the different weight of the interventions and therefore create different regulations, he must also
provide that domestic-foreign communication must also be separated out.

bb) The requirements for the separation of domestic communication and domestic-foreign
communication must be clearly regulated. To the extent that this is technically possible, the use of
automated filter processes must ensure that employees of the Federal Intelligence Service are not even
aware of such telecommunication data. It is not inadmissible from the outset if, to the extent that it is
technically unavoidable, all data and thus also the domestic data are initially recorded by the systems of
the Federal Intelligence Service. However, the legislator must then stipulate that the data from pure
domestic communication and, if applicable, domestic-foreign communication must be technically filtered
out and deleted without any trace using all available means, before a manual evaluation takes place.
The service is obliged to continuously develop the filtering methods and to keep them up to date with
science and technology.

Insofar as such a filtering cannot ensure complete separation of the data due to the technology
involved, this does not prevent further use and evaluation of the pre-filtered data. In this respect,
however, it must be ensured by law that if telecommunications data from Germans or residents are
identified in the course of further evaluation, they must not be used and must be deleted immediately.
The legislator can only make an exception to this if the data itself indicates an imminent concrete
danger to the life, limb or freedom of a person, vital goods of the general public or the existence or
security of the federal government or a country . To justify such an authority, internal references to
general principles of criminal law are not sufficient (see currently 3.9 DV SIGINT), but an express legal
regulation is required. Such use may need to be recorded (below, margin no. 291) and requires a
judicial review.

c) Furthermore, the legislator has to define the purposes with sufficient precision and standards for
which the telecommunications are monitored and the knowledge obtained can be used (cf. BVerfGE
100, 313 <372>).

aa) As a particularly intervention-intensive educational instrument, a substantial restriction to
sufficiently limited and differentiated purposes is required, which the legislature is responsible for.
Purposes come into consideration which - within the limits of competence law - are aimed at protecting
high-ranking common goods, the violation of which would result in serious damage to external and
internal peace or the legal goods of individuals (cf. BVerfGE 100, 313 <373>) .



5/21/2020 Federal Constitutional Court - Decisions - Foreign-foreign telecommunications education according to the BND law currently violates…

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2020/05/rs20200519_1bvr283517.html 54/80

177

178

179

180

181

182

183

184

cc) In contrast, surveillance measures of the foreign-foreign intelligence, which from the outset have
the sole aim of informing the federal government and preparing government decisions, can also be
permitted regardless of the focus on early warning. To this end, the legislature can provide surveillance
measures for the entire range of tasks of the Federal Intelligence Service and - even if it is already
limited to questions of foreign and security policy importance - for example, it can only bind to orders
from the Federal Government. However, he must then ensure that a change of purpose is excluded in
principle and that the knowledge gained through such monitoring measures - apart from special
exceptional cases (see marg.

d) In order to pursue the legally determined purposes, the legislator may in principle permit strategic
surveillance without cause and does not have to link it to objectified intervention thresholds (margin no.
157 ff. above). However, as a final-instructed authority, he has to bind them to procedural rules that
structure the alignment to the respective purposes in a rationalizing manner and thus also make it
controllable (see Dietrich, in: Schenke / Graulich / Ruthig [ed.], Sicherheitrechts des Bundes, 2nd
edition 2019, § 6 BNDG Rn. 10).

aa) The starting point for this must be a formalized definition of limited monitoring measures. In the
data protection sense, this is the purpose of the measure. As a basis for their justification vis-à-vis the
monitored, the stipulation must specify the measure in terms of its knowledge objectives and duration.
As a rule, the type of danger to be clarified and the geographical focus of the monitoring will have to be
determined. The measures are limited in time. This does not prevent an extension, even repeated ones.

The internal procedural design of such formalized stipulations is not constitutionally prescribed.
Legislators can choose between various organizational law configurations and will - depending on the
subject matter of the monitoring - also have to consider reservations by the heads of the authorities or
the involvement of the Federal Chancellery. Insofar as the legislator limits strategic monitoring to data
from pure international communication, the involvement of directly politically responsible bodies is not
always required. Also, the search terms do not always have to be determined in advance when
determining the measure (see Article 10 Act BVerfGE 100, 313 <373 f.>).

For the determination of the measure itself, however, a judicial-like control is required, in accordance
with the judge's reservation for individual-related telecommunications surveillance by individual order
(see BVerfGE 125, 260 <337 f.>; 141, 220 <312 marginal number 235>). Basically, this check must be
ensured in advance. Exceptions in urgent cases are not excluded.

bb) The further process of data collection and evaluation is then to be aligned with the purposes of the
monitoring measures, which are defined in this way, and subsequently also to be made accessible to an
independent control. This applies both to the selection of the transmission paths required for monitoring,
which are to be subject to the restriction and to be recorded for evaluation, and to the selection of the
search terms. This is also the point of reference for the labeling and use of the data. This does not
prevent the creation of rules for the exploitation of accidental finds by changes of purpose within the
authority (cf. BVerfGE 141, 220 <326 ff. Margin no. 284 ff.>).

dd) The number of surveillance measures to be determined afterwards cannot be limited to a few.
Based on current practice, which is of course structured differently, the number of surveillance interests
or information perspectives currently differentiated according to the division of labor was estimated at
around 100 to 200 at the hearing by representatives of the Federal Intelligence Service. If these
processing perspectives are combined to form surveillance measures that are coherent in the above-
mentioned sense, but at the same time sufficiently differentiated from one another, this number may be
reduced somewhat. However, it is precisely the purpose of such structuring that the respective
monitoring measures have a clear and sufficiently differentiated profile, that guides the acquisition and
evaluation of the data in more detail. It is therefore appropriate if the number of surveillance measures
defined in this way is in any case significantly higher than the number of network arrangements
currently based on current practice, which is currently 17 (paragraph 16 above).

From a constitutional point of view, this does not prevent network arrangements and the diversion
arrangements based on them from being made in summary for a telecommunications provider in order
to carry out a larger number of different monitoring measures. The comparison of the recorded data with
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the search terms assigned to the various measures can also be carried out technically in a context and
the hit cases can then be assigned to the respective measures in a subsequent step. The manner in
which the Federal Intelligence Service organizes such technical processes is not specified by the
constitution.

e) Ein besonderes Eingriffsgewicht kommt der strategischen Überwachung dadurch zu, dass sie
heute vorwiegend mittels formaler Suchbegriffe durchgeführt und dabei auch gezielt auf einzelne
Personen gerichtet wird. Auch das ist verfassungsrechtlich nicht ausgeschlossen. Es bedarf dafür aber
begrenzender Maß- gaben, die dem Schutzbedarf der Betroffenen in einer den Verhältnismäßigkeits-
anforderungen genügenden Weise Rechnung tragen.

aa) According to current practice, the targeted recording of telecommunications by German citizens
must be excluded. As for domestic and foreign information (see Section 5 (2) G 10), this also applies to
information abroad and abroad. Article 10.1 of the Basic Law protects foreigners and Germans equally
and justifies the strategic telecommunications surveillance of both against serious violations of
fundamental rights. However, this does not call into question the fact that such monitoring has a
different intervention weight in relation to both, which must be taken into account when designing the
statutory intervention authorizations. Surveillance typically has a greater impact weight on German
nationals than on foreigners abroad, because their own nationals are subject to a far greater degree of
access by German authorities and are therefore more easily exposed to follow-up measures. This
initially applies to Germans who only stay abroad for a short time. In principle, however, this applies to
all German nationals who - even if they live abroad for a longer period - continue to be subject to the
sovereignty of the Federal Republic of Germany; They are also dependent on contact with German
authorities - even to fulfill their legal ID obligations - just as it can be assumed here that they have
closer contact with Germany and also travel more often. Targeted telecommunication surveillance of
German citizens within the scope of strategic surveillance is therefore important that the associated
interference in Article 10.1 of the Basic Law would appear to be disproportionate. A targeted
surveillance of the telecommunications of German citizens must therefore be based on the
requirements that apply to the individual arrangement of a telecommunications surveillance (cf. on their
requirements BVerfGE 141, 220 <268 ff. Margin 103 ff .; 309 ff. Margin 228 ff .>).

bb) In addition, the legislator has to determine the possible reasons and points of view, under which
strategic surveillance measures may be targeted at specific persons, as the basis for a targeted
structuring of the surveillance process. For example, he can provide for the monitoring of people who
are considered to be possible sources of danger, as a news broker or as otherwise more qualified
informants and may set up preference rules according to which targeted monitoring of completely
uninvolved people is only subordinate. Even in this respect, however, he does not have to require the
presence of objectified intervention thresholds, but can do so by specifying the purposes for which
people can be monitored specifically,

In this respect, the legislature has to provide its own protective mechanism for persons who are in the
direct interest of the intelligence service as possible sources of danger or in view of follow-up measures
to be taken against them. In comparison to them, the surveillance has a special intensity and there is an
increased probability of stressful consequences. At the hearing, the Federal Intelligence Service stated
that about five percent of the search terms are currently aimed at such people. Insofar as surveillance
measures are directed against certain persons in this way, an ex-ante control similar to that of a court is
required to determine them. This has to check

cc) Incidentally, the limit of the possible authorization for an occasionless surveillance is where the use
of a personal search term leads from the outset with almost comparable security and effect as an
individual arrangement to an individualized surveillance of the telecommunication traffic. Legislators
must ensure that the relevant requirements (see BVerfGE 141, 220 <268 ff. Marginal 103 ff .; 309 ff.
Marginal 228 ff.>) Are then met and are not undermined by strategic monitoring.

dd) The legislator can only dispense with the above-mentioned provisions and restrictions (just
marginal 187 ff.) if surveillance measures are intended and aimed exclusively at political information of
the Federal Government and a transfer of knowledge to other bodies is principally excluded (above
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marginal no . 177).

f) The authorization for strategic monitoring also requires legal restrictions insofar as it opens up an
overall storage of traffic data. The legislator has to ensure that the data flows recorded for this remain
substantially limited and a maximum storage period of six months (cf. also BVerfGE 125, 260 <322>)
must not be exceeded.

g) For the individual steps of evaluating the recorded data, it is sufficient if the legislator specifies the
essential basics and otherwise gives up the more detailed structuring to the Federal Intelligence Service
for regulation by domestic law, which of course must be subject to independent objective legal control
(see margin no.272 ff below) .). The legal framework stipulates that the data collected be evaluated
immediately (see BVerfGE 100, 313 <385 f.>; 125, 260 <332>; see also the corresponding provision in
Section 6 (1) sentence 1 G 10 and the associated legislative materials BTDrucks 14/5655, p. 13), the
validity of the principle of proportionality when selecting the search terms - as already provided for by
law in the service regulations -, Regulations on the use of intervention-intensive methods of data
evaluation, in particular complex forms of data comparison (cf. also the special necessity of evaluation
regulations for strategic monitoring also EGMR, Big Brother Watch and others v. United Kingdom,
judgment of September 13, 2018, No. 58170 / 13 and others, §§ 346 f.) As well as the observance of
the constitutional prohibition of discrimination (cf. on this requirement BVerfGE 115, 320 <348>; 133,
277 <359 f. Margin 189>; on the Swedish legal situation in this respect EGMR, Center for Rättvisa v.
Sweden, judgment of June 19, 2018, No. 35252/08, § 29). If necessary, the use of algorithms must also
be regulated, in particular ensuring their basic traceability with a view to independent control. in
particular complex forms of data comparison (cf. also the EGMR, Big Brother Watch and others v.
United Kingdom, judgment of 13 September 2018, No. 58170/13 and others, §§ 346 f. on the special
necessity of evaluation regulations for strategic monitoring) as well as the observance of the
constitutional prohibition of discrimination (cf. on this requirement BVerfGE 115, 320 <348>; 133, 277
<359 f. marg. 189>; on the Swedish legal situation in this respect EGMR, Centrum för Rättvisa v.
Sweden, judgment of June 19 2018, No. 35252/08, § 29). If necessary, the use of algorithms must also
be regulated, in particular ensuring their basic traceability with a view to independent control. in
particular complex forms of data comparison (cf. also the EGMR, Big Brother Watch and others v.
United Kingdom, judgment of 13 September 2018, No. 58170/13 and others, §§ 346 f. on the special
necessity of evaluation regulations for strategic monitoring) as well as the observance of the
constitutional prohibition of discrimination (cf. on this requirement BVerfGE 115, 320 <348>; 133, 277
<359 f. marg. 189>; on the Swedish legal situation in this respect EGMR, Centrum för Rättvisa v.
Sweden, judgment of June 19 2018, No. 35252/08, § 29). If necessary, the use of algorithms must also
be regulated, in particular ensuring their basic traceability with a view to independent control. EGMR,
Big Brother Watch and others v. on the special necessity of evaluation regulations for strategic
monitoring. United Kingdom, judgment of September 13, 2018, No. 58170/13 and others, §§ 346 f.) As
well as the observance of the constitutional prohibition of discrimination (cf. on this requirement
BVerfGE 115, 320 <348>; 133, 277 <359 f. Paragraph 189>; on the Swedish legal situation in this
respect EGMR, Centrum för Rättvisa v. Sweden, judgment of June 19, 2018, No. 35252/08, § 29). If
necessary, the use of algorithms must also be regulated, in particular ensuring their basic traceability
with a view to independent control. EGMR, Big Brother Watch and others v. on the special necessity of
evaluation regulations for strategic monitoring. United Kingdom, judgment of September 13, 2018, No.
58170/13 and others, §§ 346 f.) As well as the observance of the constitutional prohibition of
discrimination (cf. on this requirement BVerfGE 115, 320 <348>; 133, 277 <359 f. Paragraph 189>; on
the Swedish legal situation in this respect EGMR, Centrum för Rättvisa v. Sweden, judgment of June
19, 2018, No. 35252/08, § 29). If necessary, the use of algorithms must also be regulated, in particular
ensuring their basic traceability with a view to independent control. on this requirement BVerfGE 115,
320 <348>; 133, 277 <359 f. Marg. 189>; on the Swedish legal situation as far as EGMR, Centrum för
Rättvisa v. Sweden, judgment of June 19, 2018, No. 35252/08, § 29). If necessary, the use of
algorithms must also be regulated, in particular ensuring their basic traceability with a view to
independent control. on this requirement BVerfGE 115, 320 <348>; 133, 277 <359 f. Marg. 189>; on the
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Swedish legal situation as far as EGMR, Centrum för Rättvisa v. Sweden, judgment of June 19, 2018,
No. 35252/08, § 29). If necessary, the use of algorithms must also be regulated, in particular ensuring
their basic traceability with a view to independent control.

h) Besondere Anforderungen sind an den Schutz von Vertraulichkeitsbeziehungen – wie
insbesondere zwischen Journalisten und ihren Informanten oder Rechtsanwälten und ihren Mandanten
– zu stellen. Dieser Schutz folgt schon aus Art. 10 Abs. 1 GG und den sich hieraus ableitenden
Verhältnismäßigkeitsanforderungen. Er entspricht einem in solchen Beziehungen gesteigerten
Schutzbedarf, der auf beiden Seiten der Kommunikation bestehen kann. Für die betroffenen
Berufsgruppen wird der Schutz zugleich durch Art. 5 Abs. 1 Satz 2 GG oder die jeweils sonst ihren
Schutz gewährleistenden Grundrechte – sofern dem personellen Schutzbereich nach gegenüber der
Auslandsaufklärung anwendbar – abgesichert.

aa) With regard to professional groups and groups of people whose communication relationships
require special protection of confidentiality, their targeted monitoring must first be limited. The use of
search terms that lead to a targeted recording of the telecommunications connections of such persons
cannot be justified on the basis that information relevant to the intelligence service can be obtained as a
result. The journalistic activity does not justify exposing people to a higher risk of surveillance than other
fundamental rights entities and making them the object of information gathering to pursue security
interests because of their contacts and research (see BVerfGE 107, 299 <336>). The same applies to
lawyers. Rather, their targeted monitoring as a news broker is to be linked to qualified intervention
thresholds as part of strategic monitoring. According to this, it must be ensured that intrusion into
confidentiality relationships is only permitted to clarify serious risks and particularly serious crimes in
individual cases or to seize certain dangerous criminals. This requires reliable knowledge. For the rest,
monitoring and evaluation is only permissible if the public interest in information outweighs the interest
of those concerned in protecting confidentiality in individual cases (see BVerfGE 129, 208 <258 ff.>;
141, 220 < 318 f. Marginal 255 ff.>). The legislature will have to consider whether and to what extent it
is necessary to further differentiate between different confidentiality relationships (see § 160a StPO; see
BVerfGE 129, 208 <259 f.>). In any case, your protection must always be safeguarded by a court-like
ex ante control.

Insofar as the recording of confidentiality relationships that are particularly worthy of protection is only
noticed in the course of the evaluation, it is also necessary to check the requirements and, if necessary,
then consider whether the corresponding communication may be evaluated and used (applicable
Löffelmann, in: Dietrich / Gärditz / Graulich / Gusy / Warg [ed.], Reform of the intelligence services
between legalization and internationalization, 2019, p. 33 <43 with footnote 41>; contrary to Gärditz,
DVBl 2017, p. 525 <528>). Here, too, it depends on whether it is to be expected that knowledge of
serious and emerging dangers will be gained and that the public interest will take precedence over the
protection of confidentiality in accordance with a consideration in individual cases.

bb) For the protection of professional groups and their activities in the context of foreign information,
the legislator can take into account the various circumstances in which the press or lawyers operate in
other countries. He can then limit protection to persons and situations that are actually worthy of
protection, ie whose activity is characterized by freedom and independence that justify the special
fundamental rights protection of these institutions (see Dietrich, in: Schenke / Graulich / Ruthig [ Ed.],
Federal Security Law, 2nd edition 2019, § 6 BNDG Rn. 10 aE). In this respect, the decisive factors are
the value decisions resulting from the basic rights of the Basic Law, which in turn are embedded in the
international guarantees of human rights (cf. Art. 1 Para. 2 GG).

cc) It is initially up to the legislator to check whether and to what extent other confidentiality
relationships can be met through protective measures.

dd) Insofar as surveillance measures are exclusively intended and geared to serve the political
information of the Federal Government regardless of a justifying purpose of early hazard detection and
a transfer of the knowledge to other places is principally excluded (above marginal 177), the protection
of Confidentiality relationships are waived insofar as this is necessary.
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i) Further requirements arise from Art. 10 Para. 1 GG in connection with Art. 1 Para. 1 GG to protect
the core area of   private life.

aa) The protection of the core area of   private life guarantees the individual an area of   personal privacy
and secures a protection of human rights of fundamental rights against surveillance which is not
available to the state. Even outstanding interests of the general public cannot justify interference in this
absolutely protected area of   private life (see BVerfGE 109, 279 <313>; 141, 220 <276 paragraph 120>;
stRspr). This also applies to intelligence services (see BVerfGE 120, 274 <335 ff.>) And also for
surveillance measures abroad.

Zur Entfaltung der Persönlichkeit im Kernbereich privater Lebensgestaltung gehört die Möglichkeit,
innere Vorgänge, Überlegungen und Erlebnisse höchstpersönlicher Art zum Ausdruck zu bringen.
Geschützt ist insbesondere die nichtöffentliche Kommunikation mit Personen des höchstpersönlichen
Vertrauens, die in der berechtigten Annahme geführt wird, nicht überwacht zu werden. Solche
Gespräche verlieren dabei nicht schon dadurch ihren Charakter als insgesamt höchstpersönlich, dass
sich in ihnen Höchstpersönliches und Alltägliches vermischen (vgl. BVerfGE 141, 220 <276 f. Rn. 121;
279 Rn. 128; 314 f. Rn. 243>; stRspr).

Demgegenüber gehören die Besprechung und Planung von Straftaten nicht zum Kernbereich privater
Lebensgestaltung, selbst wenn sie auch Höchstpersönliches zum Gegenstand haben. Dies bedeutet
nicht, dass der Kernbereich unter einem allgemeinen Abwägungsvorbehalt in Bezug auf öffentliche
Sicherheits- interessen steht. Ein höchstpersönliches Gespräch fällt nicht dadurch aus dem
Kernbereich privater Lebensgestaltung heraus, dass die Kenntnis seiner Inhalte für die Aufklärung von
Straftaten oder die Abwehr von Gefahren hilfreiche Aufschlüsse geben kann. Geben Äußerungen
hierbei ausschließlich innere Eindrücke und Gefühle wieder, ohne Hinweise auf konkrete Straftaten zu
enthalten, gewinnen sie nicht schon dadurch einen Gemeinschaftsbezug, dass sie Ursachen oder
Beweggründe eines strafbaren Verhaltens freizulegen vermögen. Auch können trotz Straftatenbezugs
Situationen, in denen Einzelnen gerade ermöglicht werden soll, ein Fehlverhalten einzugestehen oder
sich auf dessen Folgen einzurichten, wie Beichtgespräche oder vertrauliche Gespräche mit einem
Psychotherapeuten oder einem Strafverteidiger, der höchstpersönlichen Privatsphäre unterfallen (vgl.
hierzu näher BVerfGE 141, 220 <276 f. Rn. 121 f.>; stRspr).

bb) The legislator must ensure the protection of the core area of   private life through its own
regulations.

In this respect, it must be absolutely ruled out first of all to make the core area the target of
government investigations and to use information in this regard in any way or otherwise to use it as the
basis for further investigations. This also applies to strategic monitoring. The understanding of the core
area, in accordance with the understanding presented, must not be limited to situations in which "alone"
highly personal questions are the subject.

Furthermore, core area protection must always be taken into account at two levels: at the level of data
collection and at the level of data evaluation. In this respect, however, the requirements for the legal
safeguarding of this protection differ according to the type of surveillance measure in question (see
BVerfGE 141, 220 <279 marginal no. 127>).

According to this, further legal precautions beyond the prohibition of targeted core area coverage are
not required for data collection and the use of search terms for strategic monitoring. Since it is generally
not possible to recognize from the search terms as such that communication relevant to the core area is
recorded with a significant probability, there is no need for any specific regulations aimed at eliminating
selectors relevant to the core area in advance. This does not affect the fact that, insofar as the use of
search terms clearly harbors a significant probability of capturing communication relevant to the core
area, this must, if possible, be excluded from the collection in advance in terms of information
technology (see BVerfGE 141, 220 <306 f. Margin no.218 ff. >).

In contrast, however, at the level of manual data evaluation, it must be ensured by law that further
evaluation must be interrupted immediately if it becomes apparent that surveillance is entering the core
area of   personal life design; Even in case of doubts, their continuation - subject to regulations for urgent
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cases (see BVerfGE 141, 220 <280 marginal note 129>) - may only be permitted in the form of records
that must be viewed by an independent body before they are evaluated (see BVerfGE 141, 220 <279 f.

Marginal 129>; see also § 3a sentences 2 to 11 G 10). It must be made clear that knowledge from the
highly personal sphere of life must not be used and must be deleted immediately; this must be recorded
and the deletion logs must be kept for a sufficiently long time to ensure data protection control (cf.
BVerfGE 141, 220 <280 marginal no. 129>; see also marginal no. 289 ff. below).

j) The proportionality requirements for surveillance measures also include the specification of deletion
obligations. They are used to ensure that the use of personal data is limited to the purposes justifying
the data processing and is no longer possible after it has been completed (see BVerfGE 65, 1 <46>;
133, 277 <366 marginal 206>; 141, 220 <285 f. Marginal 144>; stRspr).

For surveillance measures that - as in the present case - work by capturing large data streams, but to
which they are only allowed to partially evaluate, deletion regulations must ensure that the data initially
recorded, which is constitutionally withdrawn from the content-related review, is immediately separated
out, as well as without trace and final to be deleted. If the evaluation of the data then takes place in
several steps, in which the amount of data is limited further and further, standards that are clear to the
norm are required, which provide for a quick evaluation and then immediate deletion of the separated
data at each level (see BVerfGE 100, 313 < 385; 400>). Insofar as information is classified as relevant
and should be stored longer with a view to further use, appropriate regulations must be created for this.
In this case, inspection obligations are to be provided at sufficiently narrow intervals (cf., for example,
Section 6 (1) G 10; see BVerfGE 100, 313 <400>), which prevent data from being stored without
justification.

The central steps of data deletion must be logged as far as this makes sense and is necessary for an
independent control; the deletion logs must be kept for a sufficient period of time to enable effective
control (see BVerfGE 141, 220 <302 f. marginal 205>; see also marginal 291 below).

III.

Personenbezogene Daten aus der strategischen Überwachung dürfen nur dann an andere Stellen
übermittelt werden, wenn die Übermittlung durch eine normenklare und hinreichend bestimmte
Rechtsgrundlage an den Schutz von Rechtsgütern und an Eingriffsschwellen gebunden wird, die dem
Eingriffsgewicht der strategischen Überwachung Rechnung tragen. Übermittlungen sind danach nur
zum Schutz besonders gewichtiger Rechtsgüter gerechtfertigt und setzen als Übermittlungsschwelle
eine konkretisierte Gefahrenlage oder einen hinreichend konkretisierten Tatverdacht voraus. Anderes
gilt für Berichte an die Bundesregierung, soweit diese ausschließlich der politischen Information und
Vorbereitung von Regierungsentscheidungen dienen.

1. Die Übermittlung personenbezogener Daten, mit der eine Behörde die von ihr erhobenen Daten
einer anderen Stelle zugänglich macht, begründet einen eigenen Grundrechtseingriff (vgl. BVerfGE
100, 313 <367>; 141, 220 <334 Rn. 305>; stRspr). Dieser ist an dem Grundrecht zu messen, in das bei
der ursprünglichen Datenerhebung eingegriffen wurde (vgl. BVerfGE 100, 313 <367>; 141, 220 <334
Rn. 305>; stRspr).

2. Als neuerliche Grundrechtseingriffe bedürfen Übermittlungen einer eigenen normenklaren und
hinreichend bestimmten Rechtsgrundlage (vgl. BVerfGE 65, 1 <46>; 100, 313 <389>; stRspr).

Der eigene Eingriffscharakter der Datenübermittlung schließt – bezogen auf die hier in Frage
stehenden Daten aus besonders eingriffsintensiven Überwachungsmaßnahmen – eine Übermittlung
oder einen Austausch von Daten ohne spezifische Rechtsgrundlagen aus, denen insoweit auch eine
Warn- und Verdeutlichungsfunktion zukommt.

The clarity of standards places limits on the use of legal reference chains. There is no lack of a clear
legal basis simply because a standard refers to another standard. However, references must remain
limited, must not lose their clarity by referring to standards that deal with different types of tension, and
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must not lead to excessive difficulties in application in practice. Confusing reference cascades are
therefore not compatible with the fundamental rights requirements (see BVerfGE 110, 33 <57 f .; 61
ff.>).

3.Materially, both the legal authorizations for data transmission and the transmission measures in
individual cases must meet the requirements of proportionality (see BVerfGE 65, 1 <45 f.>; 100, 313
<390 ff.>; 141, 220 <327 marg. 286>). The transmission must be suitable and necessary to achieve a
legitimate purpose. According to established case law, the starting point for determining proportionality
in the narrower sense is the weight of the change in purpose in the transmission compared with the
purpose of data collection and, based on this, the criterion of hypothetical data collection. After that, it
depends on whether the relevant data may also be compiled for the changed purpose using
comparable, serious means according to constitutional standards (cf. BVerfGE 141, 220 <327 ff. Marg.
287 ff.>).

In this respect, however, special features must be observed for the present constellation. While
authorities normally collect data for specific own operational purposes and then transfer them to another
authority for a new purpose, the Federal Intelligence Service does not collect its data for its own
operational purposes, but from the outset solely with the aim of filtering it out and processing it Relevant
information - to be forwarded to the Federal Government and, if necessary, other offices (see Section 1
(2) BNDG). The powers to collect data are also characterized in the present case in that they are not
tied to objectified intervention thresholds, but are essentially only given in a final manner.

For this constellation in particular, it is of particular importance to observe substantial transmission
requirements. If the data collection for foreign intelligence does not itself require any verifiable
intervention thresholds and should thus enable threats and dangers to be identified well in advance of
concrete dangers and to search for them proactively, this requires constitutional law in return that
corresponding intervention thresholds at least for the transmission of the knowledge gained from this
must apply (see Gärditz, DVBl 2017, p. 525 <526>). The purpose of the data collection and the purpose
of the data transmission come together in this respect: so that he can filter out important information in
advance of operations based on a large amount of largely unstructured data. One of the main purposes
of data collection is to differentiate between relevant and irrelevant data, which determines which
information is brought to the government's attention and, where appropriate, other bodies that are
empowered to act. In this respect, however, it must be ensured at the level of the transmission
standards that the knowledge gained due to essentially non-motivated powers will only be accessible
for further processing if collection of the data would be justified for the purposes of the transmission in
accordance with general rule of law requirements. One of the main purposes of data collection is to
differentiate between relevant and irrelevant data, which determines which information is brought to the
government's attention and, where appropriate, other bodies that are empowered to act. In this respect,
however, it must be ensured at the level of the transmission standards that the knowledge gained due
to essentially non-motivated powers will only be accessible for further processing if collection of the
data would be justified for the purposes of the transmission in accordance with general rule of law
requirements. One of the main purposes of data collection is to differentiate between relevant and
irrelevant data, which determines which information is brought to the government's attention and, where
appropriate, other bodies that are empowered to act. In this respect, however, it must be ensured at the
level of the transmission standards that the knowledge gained due to essentially non-motivated powers
will only be accessible for further processing if collection of the data would be justified for the purposes
of the transmission in accordance with general rule of law requirements. is an essential purpose of data
collection. In this respect, however, it must be ensured at the level of the transmission standards that
the knowledge gained due to essentially non-motivated powers will only be accessible for further
processing if collection of the data would be justified for the purposes of the transmission in accordance
with general rule of law requirements. is an essential purpose of data collection. In this respect,
however, it must be ensured at the level of the transmission standards that the knowledge gained due
to essentially non-motivated powers will only be accessible for further processing if collection of the
data would be justified for the purposes of the transmission in accordance with general rule of law
requirements.
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According to this, the constitutionality of the transmission also depends on whether the data should be
collected according to constitutional standards for the transmission purpose with comparable
intervention-intensive means (see BVerfGE 141, 220 <328 paragraph 288>). Because the security
authorities are not allowed to be provided with such a far-reaching instrument from the outset as
necessary for telecommunication surveillance, - unless reports to the Federal Government alone are in
question (margin no. 223 ff. Below) - the constitutional requirements that otherwise apply apply to other
particularly serious intervention measures such as housing surveillance or online search (cf. BVerfGE
141, 220 <271 marginal 110; 273 f. marginal 115 f .; 327 ff. marginal 287 ff.>).

4. According to this, requirements must be placed both on the protection of legal interests and on the
intervention thresholds, here in the form of transmission thresholds. A distinction must be made
between information on security and criminal prosecution (see BVerfGE 100, 313 <394>; 141, 220 <270
f. Marginal 107 f.>).

Was den Rechtsgüterschutz betrifft, ist nach diesen Kriterien eine Übermittlung zur Gefahrenabwehr
nur zum Schutz von Rechtsgütern zulässig, die besonders gewichtig sind (vgl. BVerfGE 125, 260 <329
f.>; 133, 277 <365 Rn. 203>; 141, 220 <270 Rn. 108>). Die Übermittlung muss, soweit es das Gesetz
als Zweckänderung so vorsieht, nicht auf den Schutz desselben Rechtsguts gerichtet sein wie die
nachrichtendienstliche Überwachungsanordnung. Abzustellen ist dabei grundsätzlich unmittelbar auf
Rechtsgüter selbst, nicht auf Kataloge von Straftaten; jedenfalls darf ein Verweis auf Straftaten nicht
Situationen erfassen, in denen die Strafbarkeitsschwelle durch die Pönalisierung von
Vorbereitungshandlungen oder bloßen Rechtsgutgefährdungen ins Vorfeld von Gefahren verlagert wird
(vgl. BVerfGE 125, 260 <329 f.>). Eine Übermittlung zu Zwecken der Strafverfolgung ist demgegenüber
durch das Erfordernis eines gesteigerten Gewichts der in Frage stehenden Straf- taten zu begrenzen.
Gerechtfertigt ist sie nach diesen Kriterien nur zur Verfolgung besonders schwerer Straftaten. Diese
werden in der Regel durch Straftatenkataloge näher zu konkretisieren sein.

As far as the transmission thresholds are concerned, a sufficiently concrete and foreseeable danger
situation is required for the defense against danger. According to the traditional security model, the
legislature does not have to make transfers dependent on the defense against a concrete, imminent or
current danger. However, a sufficiently specific risk must be demanded in the sense that there are at
least actual indications that a specific danger to the protected goods arises (cf. BVerfGE 141, 220 <271
ff. Marginal number 111 ff.>). Insofar as data on criminal prosecution are transmitted, sufficient concrete
facts are required to justify the suspicion of a particularly serious crime. For this, mere indications are
not sufficient, as they are sufficient in order to initiate general investigations (see Section 152 (2) StPO),
certain facts are required to suspect such crimes (see BVerfGE 125, 260 <328 f.>), such as the
surveillance of living quarters under Section 100c StPO could justify. In this respect, there must be
concrete and to a certain extent condensed circumstances as a factual basis for the suspicion (cf.
Bruns, in: Karlsruher Comment zur StPO, 8th edition 2019, § 100c Rn. 10 mwN). Karlsruhe
commentary on the StPO, 8th edition 2019, § 100c marginal no. 10 mwN). Karlsruhe commentary on
the StPO, 8th edition 2019, § 100c marginal no. 10 mwN).

5. It is different if the transmission of knowledge from strategic surveillance to the Federal Government
is only in question in its government function. When it comes to informing the Federal Government
about the exercise of its foreign and security policy responsibility and forwarding it to other bodies is
excluded, requirements for qualified legal protection of goods or for transmission thresholds are not
constitutionally required.

a) Such additional requirements are not necessary here, because the information provided by the
Federal Government to matters of foreign and security policy importance is to fulfill the primary purpose
of foreign intelligence, in which an overriding public interest must be recognized, regardless of the
specific risk situation.

Above all, the interference with fundamental rights vis-à-vis the monitored persons is generally of
much less importance than the mere political information provided to the Federal Government. Insofar
as there is no question about persons in direct state political functions abroad, against whom the public
interest can fundamentally justify surveillance, such reports will often not be relevant to personal data,
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so that these can be separated out and may have to be removed. But even when it is necessary to
include personal information in the reports, such reports are fundamentally different from the
transmission of knowledge about individuals to national authorities, who in turn - directly or indirectly -
are empowered to act and may be able to use them against those affected. This is especially true when
compared to transmission to foreign bodies. When used as background information by the federal
government or as a basis for preparing their government decisions, interest in the individuals concerned
is typically faded, so that the transmission can also be justified regardless of compliance with specific
transmission thresholds.

However, such reports to the Federal Government serve only for political information at government
level. Insofar as the information is made available regardless of a transmission threshold, its use is
therefore restricted to decisions by the Federal Government itself in matters of foreign and security
policy. It can use this - also in communication with foreign governments and international organizations -
to carry out its tasks, unless it is passed on to subordinate authorities at home and abroad for other, in
particular also operational purposes. The same applies to the communication between the federal
government and the governments of the federal states.

b) Insofar as the information comes from surveillance measures that were based on the purposes of
early hazard detection and thus - as in practice up to now as a rule - are intended to serve both the
general information of the Federal Government and the early clarification of dangers, corresponding
findings can be made be used beyond the purposes of government work. If information in this sense is
to be forwarded via the federal government or state governments to other operational bodies - such as
in particular security authorities or the domestic administration - this requires, like the direct
transmission of the data to other bodies, legal transmission authorizations,

c) Even on the basis of own transmission regulations, forwarding to other places is in principle ruled
out if data comes from surveillance measures that were not justified from the start by the goals of early
hazard detection and regardless of danger-related educational interests solely for political information
by the federal government - government was carried out (paragraphs 177 and 226 above). In these
cases, it is not possible to transfer the knowledge to other bodies by means of a regular change of
purpose. The legislator can only provide an exception to this if the data itself represents an imminent
danger to the life, limb or freedom of a person,

6. Da die Übermittlung von Daten an andere Stellen einen eigenen Grundrechtseingriff begründet,
setzt sie – ebenso wie umgekehrt die Übermittlung personen- bezogener Daten seitens anderer
Behörden an den Bundesnachrichtendienst – eine förmliche Entscheidung voraus, bei der die
jeweiligen gesetzlichen Übermittlungsvoraussetzungen geprüft werden müssen. Dafür trägt der
Bundesnachrichtendienst angesichts seiner weiten Befugnisse eine besondere Verantwortung. So wie
ihm einerseits besonders weite Befugnisse zukommen, die zum frühzeitigen Aufspüren von
Gefahrenquellen die anlasslose Erfassung personenbezogener Daten erlauben, muss er anderseits die
gewonnenen Informationen vor ihrer Übermittlung sorgfältig sichten und diese in Anwendung der
jeweils einschlägigen Übermittlungsvorschriften auf das notwendige Maß beschränken. Die
Übermittlung ist – sofern es nicht unmittelbar um Berichte allein an das Bundeskanzleramt oder
einzelne Bundesminister und deren regierungspolitische Nutzung geht – zu protokollieren, um die
Beachtung der Übermittlungsvoraussetzungen einer unabhängigen Kontrolle zugänglich zu machen
(vgl. BVerfGE 141, 220 <340 f. Rn. 322>; siehe auch unten Rn. 291). Dabei ist auch die der
Übermittlung zugrundegelegte Rechtsvorschrift zu nennen.

This does not affect the ability to link information available at various points and to initiate their
exchange on compound files, as is the case under the Counterterrorism Act (on the relevant
constitutional requirements BVerfGE 133, 277 <320 ff. Rn. 105 ff.>).

7. Special requirements apply to the transmission of data to foreign bodies. Initially - regardless of a
possible involvement in cooperations - the question of the transfer of knowledge in individual cases (for
the automated data transfer within the scope of cooperations, see paragraphs 254 ff. And 262 ff.
Below).
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a) On the one hand, the aforementioned requirements for the protection of legal interests and
intervention thresholds apply as for the transmission of data to domestic authorities (above, marginal
216 ff. and 220 ff.). To this extent, the legislature is not prevented from taking account of the
independence of foreign legal systems in the conceptual design of the authorizations; however, this
does not call into question the level of material protection (cf. BVerfGE 141, 220 <343 marginal 331>).

b) On the other hand, the transfer of data abroad, as a separate requirement, requires a rule of law to
be established regarding the handling of the foreign bodies with the data transmitted to them. This takes
into account the fact that the handling of the data collected by the German authorities after transmission
abroad is on the one hand no longer subject to the requirements of the Basic Law, since the foreign
state authorities are only obliged to maintain their own legal obligations, and on the other hand the
German state authorities are responsible for the transmission is bound to fundamental rights and is
responsible for the transmission (cf.BVerfGE 141, 220 <342 marg. 326 f.>).

According to the case law, the requirements in this regard concern, on the one hand, the protection of
data protection guarantees (aa) and, on the other hand, the protection of human rights when using the
information (bb) on the part of the recipient state. Both of these require clear rules that ensure adequate
assurance of the Federal Intelligence Service (cc). In addition, the preservation of transmission limits for
the transmission of data from the strategic monitoring must be ensured by obtaining reliable
commitments from the recipients (dd).

aa) The first prerequisite aims to safeguard the data protection guarantees resulting from the right to
privacy. However, it is not necessary that comparable regulations for the processing of personal data
apply in the recipient country as under the German legal system or that protection is provided that is
equivalent to that under the Basic Law. Rather, the Basic Law recognizes the independence and
diversity of legal systems and generally respects them in the context of the exchange of data.
Demarcations and valuations do not have to correspond to those of the German legal system and also
of the German Basic Law.

However, transferring the data abroad is only permitted if the handling of the transferred data does not
undermine the guarantees of human rights protection of personal data. This does not mean that
institutional and procedural arrangements based on the German model must be guaranteed in the
foreign legal system; in particular, the formal and institutional safeguards that are required by German
data protection law do not have to be available. In this sense, it is necessary to ensure an adequate
material level of data protection law for handling the transmitted data in the recipient country. In this
regard, it is particularly important to consider whether the use of the data - at least in principle - is
limited to the limits communicated during the transfer due to purpose limitation and deletion obligations
as well as basic requirements for control and data security. Decisive for this assessment are the
national legislation and the international obligations of the recipient state as well as their implementation
in daily application practice (BVerfGE 141, 220 <344 f. Rn. 334 f.> MwN).

bb) Furthermore, data transfer to other countries is excluded if there is reason to fear that the use of
the information will violate elementary principles of the rule of law. The state must not extend its hand to
violate human dignity (see BVerfGE 140, 317 <347 paragraph 62>; 141, 220 <342 paragraph 328>).
For the use in the recipient country, it must appear guaranteed that the information is not used there for
political persecution, inhuman or degrading punishment or treatment (cf. Art. 16a (3) GG). The legislator
has to ensure that the protection of the European Convention on Human Rights and other international
human rights treaties (cf. Art. 1 para. 2 GG) by transferring the data collected by the German authorities
abroad and to international organizations (see BVerfGE 141, 220 <345 paragraph 336>). In view of the
specifics of intelligence and information transmission activities, which may include contacts with states
that are not based on the rule of law, it is particularly important to ensure that information is not used to
persecute certain groups of the population, to suppress opponents, to violate human rights or to violate
humanitarian issues To kill, torture, or detain international law without due process. The service has to
form and decide for itself what the relevant international law rules are.
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cc) Zur Wahrung dieser Schutzstandards bedarf es normenklarer gesetzlicher Regelungen, die dem
Bundesnachrichtendienst eine Vergewisserung über das Schutzniveau im Ausland aufgeben. Der
Dienst hat sich vor der Übermittlung sowohl hinsichtlich der Beachtung der datenschutzrechtlichen als
auch der menschenrechtlichen Voraussetzungen zu vergewissern.

(1) The verification does not require a comprehensive individual review or binding individual
commitments in every respect, but can initially be based on a generalized factual assessment of the
factual and legal situation in the recipient countries. However, the examination must be designed in
such a way that conflicting facts are noted and the assessment can be shaken (see BVerfGE 140, 317
<349 para. 69>). If generalized assessments do not, a factual individual check is required, from which it
follows that compliance with the basic requirements for handling data is sufficiently guaranteed. If
necessary, binding individual guarantees can and must be given. A binding assurance is generally
suitable Address any concerns about the permissibility of data transmission, unless it can be expected
in individual cases that the assurance will not be met (see BVerfGE 63, 215 <224>; 109, 38 <62>; 140,
317 <350 marg. 70>) ). Legislators can also decide which requirements apply in detail based on a case-
by-case assessment (BVerfGE 141, 220 <345 f. Marginal 337 f.>).

Since data is largely collected as part of strategic monitoring, regardless of whether the person
concerned is caught in a dangerous situation from an objective point of view, it also relates to
circumstances in countries in which the rule of law is not secured, and at the same time is often highly
political in nature The Federal Intelligence Service requires special caution in this regard. Even if
assessments of certain countries can generally be made in a generalized manner, a check is always
required for the data subject if there are indications that this can be specifically endangered by the data
transmission. Insofar as the transmission relates to data from journalists, lawyers or other professional
groups worthy of protection, Confidentiality protection, which must be recognized - also to avoid
endangering them - requires an independent assessment that differs from the assessment based solely
on the domestic use of such data (see margin no. 193 ff. above); in principle, it must be subject to prior
judicial review (see United Nations Office of the High Commissioner for Human Rights, letter from the
special rapporteur dated August 29, 2016, OL DEU 2/2016, p. 7).

(2) Assuring compliance with the required level of protection is a decision that is not subject to free
political disposition. It has to be based on substantial, realistic and current information. It must be
documented and be accessible to an independent inspection (see BVerfGE 141, 220 <346 marginal
339>). For particularly weighty or difficult to judge transmission procedures with regard to the legal
requirements, further procedural measures such as reservations by the head of the authority or
chancellor's office or - for example for the transmission of information about journalists or lawyers who
are worthy of protection - a preliminary check similar to a court may be necessary.

dd) Da sich die durch den Bundesnachrichtendienst im Rahmen der strategischen
Telekommunikationsüberwachung erhobenen Daten auf anlasslose Über- wachungsmaßnahmen
stützen, kommt der Wahrung wirksamer Grenzen für die Übermittlung solcher Erkenntnisse an
operative Behörden wie insbesondere an Strafverfolgungs- und Polizeibehörden oder an die
innerstaatliche Verwaltung eine besondere Bedeutung zu. Soweit der Bundesnachrichtendienst
Erkenntnisse an ausländische Nachrichtendienste übermittelt, ist er deshalb – anknüpfend an die
derzeitige Praxis – weiterhin dazu zu verpflichten, diese Übermittlung grundsätzlich von der Zusage
abhängig zu machen, dass der ausländische Dienst die Informationen nur mit Zustimmung des
Bundesnachrichtendienstes weiterleitet. Unter Umständen kann auch die bloße Zusage des
ausländischen Dienstes reichen, dass dieser personenbezogene Erkenntnisse nur dann an andere
Stellen weiterleiten wird, wenn ihm belastbare Tatsachen vorliegen, dass die von den Informationen
Betroffenen für eine konkrete und besonders schwerwiegende Gefahr verantwortlich oder darin den
objektiven Umständen nach verfangen sind oder – soweit es sich um die Weiterleitung an
Nachrichtendienste dritter Länder handelt – die Weiter- leitung unter den Vorbehalt einer
entsprechenden Zusage gestellt wird (zu Zusagen im Rahmen von Kooperationen siehe unten Rn. 259
ff. und 264). Wie für alle Zusagen setzt dies voraus, dass von der Beachtung solcher Zusagen
ausgegangen werden kann und sie durch entsprechende Auskunftsrechte des
Bundesnachrichtendienstes gegenüber dem ausländischen Dienst flankiert werden.
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IV.

The design of regulations that open strategic telecommunications surveillance for cooperation with
foreign intelligence services poses particular constitutional challenges. In the context of such
cooperations, the legislature wants to enable the Federal Intelligence Service to evaluate the data traffic
it has recorded using search terms that are determined by other intelligence services and to
automatically forward the relevant hits to them. In addition, traffic data should be forwarded to the
cooperation partners without prior analysis. Conversely, the Federal Intelligence Service should also be
allowed to use data and capacities of other services.

Such regulations can only meet basic legal requirements if the legal limits of strategic surveillance are
not overplayed by mutual exchange and the responsibility of the Federal Intelligence Service for the
data it collects and evaluates is essentially preserved (cf.Gusy, in: Schenke / Graulich / Ruthig [ed.],
Federal Security Law, 2nd edition 2019, § 1 BNDG Rn. 64).

1. As an international law-friendly order, the Basic Law is open to such cooperation between
intelligence services. However, it requires its own legal regulations that guarantee the protection of
fundamental rights also in the context of international cooperation between the intelligence services.

a) With the preamble, Art. 1 Para. 2, Art. 9 Para. 2, Art. 16 Para. 2, Art. 23 to 26 and Art. 59 Para. 2
GG, the Basic Law binds the Federal Republic comprehensively into the international community and
has programmatically geared German public authority towards international cooperation (see BVerfGE
141, 220 <341 f. margin no. 325> mwN). This also applies to ensuring security. The Federal
Constitutional Court emphasized that the most effective possible cooperation with the security
authorities of other countries can be of particular importance for this.

Accordingly, the Basic Law is open to cooperation between the Federal Intelligence Service and other
intelligence services. Such international cooperation can be of great importance for the protection of the
Federal Republic's foreign and security policy interests and, in this context, the prevention of dangers,
and can be linked to the international openness of the Basic Law (see also BVerfGE 143, 101 <152 ff.
marginal 168 ff.>). Accordingly, the Federal Intelligence Service may also be authorized to use its
powers for the information interests of foreign services and states. It is essential that these are
comparable to a legitimate educational interest of the Federal Intelligence Service and that they are
compatible with the foreign and security policy interests of the Federal Republic.

b) Cooperation in the field of telecommunications surveillance must, however, be designed in such a
way that fundamental rights protection against secret surveillance measures and the related
requirements for data collection, processing and transmission are not undermined. This applies in
particular to protection against domestic surveillance, which must not be deprived of its effectiveness
through a free exchange of information from surveillance measures relating to foreign services related
to Germany. Such a "ring exchange" is not permitted under constitutional law. The same also applies to
the basic legal requirements for the Federal Intelligence Service regarding telecommunications
education abroad.

According to this, foreign services themselves may at best be granted the right to carry out
surveillance measures from within the country, or a promise of toleration may be given if there is a
specific reason for this and the unrestricted validity of the protection of fundamental rights is secured in
terms of material law, procedure and procedure through detailed legal bases. From the protective
dimension of fundamental rights it follows that the German state must protect persons who are subject
to the protection of its legal system in Germany from surveillance measures of other states that violate
fundamental rights (cf. Gusy, in: Schenke / Graulich / Ruthig [ed.], Federal security law, 2nd edition
2019, § 1 BNDG margin no.62). Cooperations cannot be exempt from this.

c) For the rest, cooperation with foreign intelligence services requires its own legal basis. Regulations
are required, on the one hand, if the Federal Intelligence Service is to be given access to monitoring
options for other services and the acquisition and use of the data collected by them. In this respect, the
transmission of search terms by the Federal Intelligence Service to a foreign service for use and
evaluation as well as the retrieval or acceptance by the partners of databases or data streams made
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available to the partners for their own evaluation by the Federal Intelligence Service using selectors or
other analysis techniques are to be regulated (cf. Requirement of such regulations also EGMR, Big
Brother Watch and others v. United Kingdom, judgment of September 13, 2018, No. 58170/13 and
others, Section 424). Account must be taken of the inherent potential of such practices of circumventing
national ties (cf. also ECHR, loc. Cit.) And the specific threats to fundamental rights that may arise from
cooperation. It is particularly important to regulate the extent to which the Federal Intelligence Service
can receive and use personal information from foreign services within the framework of cooperations,
for which there are indications that they have been obtained by monitoring German domestic
communications. Since the legislature has not yet created such regulations, the relevant requirements
are not the subject of this procedure. ) and the specific threats to fundamental rights that may arise from
the cooperation. It is particularly important to regulate the extent to which the Federal Intelligence
Service can receive and use personal information from foreign services within the framework of
cooperations, for which there are indications that they have been obtained by monitoring German
domestic communications. Since the legislature has not yet created such regulations, the relevant
requirements are not the subject of this procedure. ) and the specific threats to fundamental rights that
may arise from the cooperation. It is particularly important to regulate the extent to which the Federal
Intelligence Service can receive and use personal information from foreign services within the
framework of cooperations, for which there are indications that they have been obtained by monitoring
German domestic communications. Since the legislature has not yet created such regulations, the
relevant requirements are not the subject of this procedure. the extent to which the Federal Intelligence
Service can receive and use personal information from foreign services within the framework of
cooperations, for which there are indications that it was obtained by monitoring German domestic
communications. Since the legislature has not yet created such regulations, the relevant requirements
are not the subject of this procedure. the extent to which the Federal Intelligence Service can receive
and use personal information from foreign services within the framework of cooperations, for which
there are indications that it was obtained by monitoring German domestic communications. Since the
legislature has not yet created such regulations, the relevant requirements are not the subject of this
procedure.

On the other hand, regulations are required insofar as the Federal Intelligence Service is to be
granted monitoring and transmission powers, which it can also use in the interest and under the
guidance of other services. If the legislator wants to enable the Federal Intelligence Service to evaluate
the data it collects using search terms from the cooperation partners or the automated transmission of
preselected content data or unselected traffic data to foreign services, it must create its own legal basis
for this, as it does with § 14, 15 BNDG in principle.

2. The constitutional requirements to be placed on such legal bases are aimed at ensuring that the
fundamental rights limits generally developed for strategic monitoring are preserved as effectively as
possible also in the context of cooperation.

Since such cooperation can only be considered under strict protection of domestic communication, it
must be limited to data from the foreign-foreign intelligence (above, marginal 170 ff.). In order to ensure
the protection of fundamental rights guaranteed by Art. 10 Para. 1 GG, it must first be ensured within
the framework of cooperation for data collection and processing by the Federal Intelligence Service that
telecommunication data from residents and German nationals are filtered out where possible and
otherwise immediately separated out in the event of later identification . This includes a corresponding
filtering of the search terms adopted by the partner services as well as the filtering of the data provided
for the automated transmission to foreign partners (see below paragraphs 255 ff. And 264). The
requirements developed for this (margin 170 ff. Above) also apply here. Furthermore, the legislator must
also specify the purposes for which surveillance in the interaction of the services is permitted for
cooperation, with sufficient precision and standards, and limit it to the protection of high-level common
goods (margin no. 175 f. Above). Similarly, the collaborations are to be broken down on the basis of a
formalized definition of differentiated surveillance measures according to the objective, subject and
duration and to be structured according to procedural law (paragraph 178 et seq. Above). This does not
exclude the inclusion of such jointly carried out surveillance measures, each defined, in a longer-term
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and broader cooperation - if necessary on the basis of possible framework agreements. Like the
transmission of individual knowledge, the automated transmission of data also requires a documented
assurance that the transmitted data is being handled in accordance with the rule of law (margin no. 233
ff. Above). The verification must be ensured once for each of the jointly implemented monitoring
measures; if there is reason to do so in the course of the cooperation, it must be updated (on the
necessity of commitments that have their own meaning in the context of cooperation, see marg. 259 ff.
and 264 below).

3. Specific requirements apply insofar as the Federal Intelligence Service wants to use search terms
in the context of cooperations that were determined by a foreign intelligence service and the hits are
then automatically transmitted to the partner service without further analysis of the content. In this
regard, the legislator must create rules that ensure the Federal Intelligence Service's fundamental legal
responsibility for the data it collects and its processing.

a) For this, it is first necessary to carefully check the search terms used for the partner service and the
related hit cases. The Federal Intelligence Service must check both the search terms themselves and
the data they filter out to determine whether their use is subject to fundamental rights.

aa) With regard to the search terms determined by the partner services, it is first necessary - based on
previous practice - to check whether these are aimed at the purposes of the monitoring measure
specified in each case. This requires a sufficient plausibility check of the search terms by the partner
services. In addition, both with regard to the search terms and with regard to the hits, a check must be
provided - e.g. based on lists of people at risk - which is aimed at data from people or from situations in
which there are indications of a particular need for protection, such as under If possible, persistent
dissidents or so-called whistleblowers can be filtered out.

The same applies to people whose activities require a special level of confidentiality by the
constitution, such as lawyers and journalists who deserve protection. However, monitoring measures
are not excluded as a whole within the framework of cooperations. However, here, too, they can only be
permissible in relation to qualified legal protection of property and in accordance with intervention
thresholds and a trade-off (see margin no. 194 ff. Above). In order to control these requirements, search
terms that are aimed at capturing the telecommunications of such persons must first be identified, if
possible, in the context of filtering processes, before being subjected to a manual check, including the
necessary consideration. For the question If the requirements for the use of such selectors are met, the
plausibility check must be carried out by the partner service. Accordingly, the data traffic recorded by
the search terms must be checked before they are automatically transmitted to the foreign service to
determine whether - based on the knowledge available to the Federal Intelligence Service - they can be
assigned to persons whose communication also requires special confidentiality to avoid state
repression, and if necessary manually check. If individual decisions are to be made in this regard, they
must be subjected to prior judicial review. Accordingly, the data traffic recorded by the search terms
must be checked before they are automatically transmitted to the foreign service to determine whether -
based on the knowledge available to the Federal Intelligence Service - they can be assigned to persons
whose communication also requires special confidentiality to avoid state repression, and if necessary
manually check. If individual decisions are to be made in this regard, they must be subjected to prior
judicial review. Accordingly, the data traffic recorded by the search terms must be checked before they
are automatically transmitted to the foreign service to determine whether - based on the knowledge
available to the Federal Intelligence Service - they can be assigned to persons whose communication
also requires special confidentiality to avoid state repression, and if necessary manually check. If
individual decisions are to be made in this regard, they must be subjected to prior judicial review. and to
check manually if necessary. If individual decisions are to be made in this regard, they must be
subjected to prior judicial review. and to check manually if necessary. If individual decisions are to be
made in this regard, they must be subjected to prior judicial review.

bb) This check must be made as effective as possible. In connection with the previous practice, an
automated control can be considered first. The Federal Intelligence Service is legally obliged to use the
results and experience of its work to collect any indications of particular vulnerability and vulnerability of



5/21/2020 Federal Constitutional Court - Decisions - Foreign-foreign telecommunications education according to the BND law currently violates…

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2020/05/rs20200519_1bvr283517.html 68/80

259

260

261

262

263

264

265

certain people and to combine related telecommunications identifiers in a way that enables the search
terms and the data provided for the transmission to be filtered. The same applies to the identifiers of
journalists, lawyers or similar persons, groups or institutions whose communication is particularly
confidential. The relevant databases and filter processes must be continuously updated and developed
further. If necessary, the automated processes based on sufficiently large samples must be
supplemented by a manual control. In any case, based on the current performance of the automated
process, based on the findings of the hearing, this should currently be indispensable.

b) Ensuring substantial commitments is of particular importance for the automated transmission of
incompletely evaluated data to foreign services. Since the evaluation of the data collected by the
German service is entrusted to a foreign service, which in turn is not bound by the Basic Law, specific
commitments from the partner services must be obtained for the further handling of the data. In view of
the validity of fundamental rights, the commitments must now also be made abroad to protect the
fundamental rights of the monitored persons.

Thereafter, partner services must first be requested to delete data traffic involving German nationals or
nationals, provided that they are identified as such in the evaluation. On the other hand, substantial
commitments are required to deal with confidential relationships that require protection. Finally,
commitments must also be obtained here to ensure that the transmission limits applicable to the
Federal Intelligence Service are not undermined by the partner services (paragraph 242 above).

In accordance with the general rule of law, these commitments are to be related to the individually
defined monitoring measures and renewed if necessary. They do not have to be made in a legally
binding form, but they must actually be effective. The Federal Government has to check to what extent
such agreements can be flanked by information rights or notification obligations as well as by
communication and action regulations - such as a request for deletion - which the service may and must
use.

4. Finally, a separate regulation is required insofar as all traffic data is to be transmitted to foreign
intelligence services as part of cooperations without prior selection based on certain search terms, so
that these can be stored and evaluated with their means.

a) Since the Federal Intelligence Service is handing over the data it collects without any further control
of the content, such a form of cooperation requires specific restrictive conditions. An overall
transmission of traffic data cannot be permitted continuously and only in a final instruction, but requires
a qualified need for clarification with regard to a specifically specified risk situation. In this respect, in
addition to the existence of general risk situations due to certain events, there must be reason to
counteract specific threats by means of educational measures and to ensure the ability of the Federal
Republic to act. This can be the case, for example, if there are actual indications for the preparation of
terrorist attacks, for the displacement of weapons of war on a specific route or for coordinated cyber
attacks against certain states or institutions. As part of the formalized definition of the measure (margin
no. 179 ff. Above), this should be noted and the evaluation by the foreign service limited to this goal.
The definition of such a measure must be accessible to a judicial review.

b) Otherwise - in accordance with the general requirements (above, marginal 170 ff.) - the data of
German citizens and residents must first be filtered out of the traffic data. The telecommunications data
of persons who are known to the Federal Intelligence Service as particularly worthy of protection and in
need of protection are also to be rejected here (margin no. 257 f. Above). The requirements for the rule
of law assurance remain unaffected anyway (see margin no. 233 ff. Above). The commitments to be
obtained from the foreign services also include the fact that the data transmitted as a whole is not
stored for a longer period than six months. In addition, the Federal Government must examine

V.

For surveillance measures, the principle of proportionality also places requirements on transparency,
individual legal protection and control (cf. BVerfGE 141, 220 <282 ff. Marginal 134 ff.> MwN; stRspr). In
terms of transparency and individual legal protection, however, these have been significantly reduced
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for foreign telecommunications information. To compensate for this, the principle of proportionality
shows special requirements for an independent control under objective law (see BVerfGE 133, 277
<369 para. 214>; 141, 220 <284 f. Para. 140 f.>).

1. Zu den Anforderungen an die Gewährleistung von Transparenz der Datenverarbeitung gehören
Auskunftsansprüche. Dies gilt grundsätzlich auch gegenüber Nachrichtendiensten (vgl. BVerfGE 125,
260 <331 f.>). Allerdings können diese Ansprüche so weit beschränkt werden, wie das für eine
wirksame Aufgabenwahrnehmung unverzichtbar ist (vgl. BVerfGE 133, 277 <367 f. Rn. 209 ff.>; 141,
220 <283 Rn. 137>). Da die Auslandsaufklärung weithin auf Geheimhaltung verwiesen ist, können
Auskunftsansprüche betroffener Personen danach in erheblichem Umfang beschränkt werden.
Insbesondere kann eine Auskunft darüber, wie die Daten im Einzelnen erlangt wurden, ausgeschlossen
werden. Wenn Auskunftsansprüche damit nur in geringem Umfang Transparenz ermöglichen und eine
Grundlage für individuellen Rechtsschutz bieten können, ist dem kompensierend aber durch eine
ausgebaute unabhängige objektivrechtliche Kontrolle Rechnung zu tragen (vgl. BVerfGE 133, 277 <369
Rn. 214>; näher unten Rn. 272 ff.).

2. The requirements for the proportionate design of secret surveillance measures - on the part of the
intelligence services as well as on the part of other security authorities - continue to include notification
requirements. Here, too, the legislature can provide for exceptions in consideration of constitutionally
protected legal assets of third parties and to ensure that tasks are carried out effectively. Although these
exceptions are to be limited to what is absolutely necessary (see BVerfGE 109, 279 <364>; 125, 260
<336>; 141, 220 <283 marginal no. 136>), the notification requirements regarding strategic monitoring
do not go far afterwards.

a) With regard to people in Germany, however, there is also a need for strategic monitoring of
differentiated regulations that ensure notification as far as possible. This is particularly important if,
despite the existing filter mechanisms, communication with the participation of residents or Germans is
not technically separated, but is only recognized as part of the manual evaluation and is not
immediately deleted.

On the other hand, the legislator may generally refrain from notification requirements for strategic
monitoring measures abroad (cf.Marxsen, DÖV 2018, p. 218 <227>; Dietrich, in: Schenke / Graulich /
Ruthig [ed.], Sicherheitsrecht des Federal, 2nd edition 2019, § 6 BNDG Rn. 10). There is a fundamental
interest in activities of the Federal Intelligence Service that have a direct impact on or take place
abroad, so that they remain unnoticed overall so that the service can perform its tasks permanently. Any
formally substantiated disclosure of the presence or clarification options of the service in another state
can endanger its sources in particular (see Gusy, in: Schenke / Graulich / Ruthig [ed.], Federal Security
Law, 2nd edition 2019, BNDG Prep. Marg. 10). Conversely, notification of people living abroad can only
perform their function to a very limited extent. Neither the provision of practically achievable legal
protection (cf. BVerfGE 65, 1 <70>; 109, 279 <363 f .; 367>; 120, 351 <361>; stRspr), nor the goal of
creating trust in the public, yet the function of enabling a democratic discourse on such measures
(cf.BVerfGE 125, 260 <335 f.>; 133, 277 <366 para. 206>; 141, 220 <282 f. para. 135 f.>; stRspr) , can
be achieved by notifications abroad in a similar way as by notifications in Germany. Rather, a
notification can even be dangerous for those affected in the other legal system,

As a result, the requirements regarding the transparency of government action and the practical
possibility of obtaining individual legal protection have been greatly reduced. Although the opening of
legal recourse in accordance with Sections 40, 50 Para. 1 No. 4 VwGO remains formally unaffected,
due to the lack of knowledge of the surveillance measures, legal protection for those affected can only
be obtained in rare exceptional cases. In this respect, too, in order to maintain proportionality, an
expanded, independent objective legal control is required (below margin no. 272   ff.).

b) If the law does not provide for notification requirements, Article 10.2 sentence 2 of the Basic Law
can be observed. However, this does not lead to narrow constitutional requirements for the
organization-law design of an objective-legal control to be created instead. Its scope of application is
already narrowly limited in terms of its characteristics "protection of the free democratic basic order" and
"existence or security of the federal government or a state" (see BVerfGE 100, 313 <397 f.>). Even
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insofar as the requirements of Article 10.2 sentence 2 of the Basic Law are met, there is no detailed
organizational guidance from its reference to organs or auxiliary organs appointed by the people's
representative body. The only requirement is that the supervisory body entrusted with the review must
be created by the parliament and its members must be determined by parliament - and thus taking into
account the various political directions represented in parliament. However, the supervisory body can
be formed inside or outside the parliament (see BVerfGE 30, 1 <23>; 143, 1 <12 para. 39>). As a result,
it is not necessarily associated with members of the Bundestag. Neither is an organizational
independence with strict confidentiality rules also excluded from the parliament (regarding the
parliamentary responsibility of the Federal Intelligence Service that follows its own principles, which is
not the subject of the present proceedings, see BVerfGE 143, 101 <133 ff. Marginal no. 106 ff.> ).

3. According to this, strategic telecommunications surveillance is only compatible with the
requirements of proportionality if it is flanked by an expanded, independent objective law control. This
applies both to strategic monitoring and the associated use of data itself as well as the transmission of
the knowledge gained with it and the related cooperation with foreign services. The control is to be
designed as a continuous legal control that enables comprehensive control access. It is aimed at
safeguarding the fundamental rights of those affected and is aimed at ensuring and practically making
the legal limits of state surveillance activities practical.

a) The constitutional requirements for the design of objective control are particularly high and detailed
with regard to strategic monitoring. Because control can compensate for the fact that the usual
safeguards under the rule of law fail to a large extent. In this respect, it has two functions to perform:
First, it has to make up for the deficit in legal protection due to the factual weakness of individual legal
protection options. Since the foreign telecommunications clarification requires only very limited
information and notification due to its need for confidentiality and therefore individual legal protection
can hardly be obtained effectively, this must be compensated for by an independent body with objective
legal control. On the other hand, as compensation for the essentially only final guidance of the
supervisory powers, it has to ensure the necessary procedural structuring of the handling of these
powers. It thus counterbalances the wide range of options available to the Federal Intelligence Service
and ensures that these are procedurally rationalized in line with the statutory objectives.

b) Two different types of control must be ensured, which must also be reflected in organizational law.

aa) On the one hand, a control by a court-like body is to be ensured. Arbitration bodies are to be
provided for this purpose, which are staffed with persons who are, as it were, judicial independence and
which decide in formalized procedures in writing and finally with effect for the Federal Government and
the intelligence service. This control has to fulfill the protective task that otherwise belongs to the
judge's reservation as well as subsequent legal protection options, in particular actions for declaratory
judgment. Accordingly, it must enable an examination based on the individual case, which is equivalent
in terms of material and procedure to a judicial control, in particular at least as effective (cf. BVerfGE 30,
1 <23>, there for Article 10.2 sentence 2 GG) .

bb) On the other hand, an independent legal control of an administrative nature must be set up. In this
respect, a supervisory authority must be created which is able to independently test the legal strategic
process as a whole - both individual decisions and procedural sequences as well as the design of data
processing and filter processes as well as the technical aids used for this. This supervisory authority
does not have to have final decision-making authority, rather a right to object is sufficient. However, in
order to clarify basic legal questions, it must be able to call the judicial decision-making body (on the
need to be able to contact Parliament and the public under certain conditions, paragraph 298 below).

c) The legislature is responsible for the detailed design of the interlocking of the control competences
with a view to the different types of control. He has considerable leeway here, but is subject to
provisions from the principle of proportionality.

aa) He must ensure that the essential procedural steps of strategic monitoring and the associated
data processing are subject to a judicial-like control with final decision-making powers. In particular, as
can be seen from the material requirements set out above, the formalization of the various monitoring
measures, including in the area of   cooperation, the specific network arrangements, the use of search
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terms, insofar as these are aimed specifically at people who are a possible source of danger in the
immediate vicinity The news service is interested in the use of search terms that are aimed specifically
at people whose communication enjoys special confidentiality protection, the weighing decisions
necessary to protect such confidentiality relationships, the handling of data that may be subject to the
core area of   private life, transfers that require special control, especially to foreign offices, as well as the
prerequisites for the establishment of a cooperation for the automated transmission of traffic data for
storage and evaluation foreign services. A court-like control also requires the exceptional use of data
with reference to special dangerous situations, although it is data from telecommunications with the
participation of Germans or residents - only recognized in the manual evaluation - or the data comes
from surveillance measures that are not for purposes based on early warning, but were independently
arranged solely for the political information of the federal government. With regard to the question of the
extent to which such control takes place ex ante or ex post and in the latter case - if necessary in
cooperation with the administrative supervisory authority - only on a random basis, the legislature is
given scope. Of course, this too - as can be seen in part from the other provisions developed above - is
bound by the principle of proportionality, which in any case requires prior control with regard to
fundamental decisions. To what extent such control ex ante or ex post and in the latter case - if
necessary in cooperation with the administrative supervisory authority - only takes place on a random
basis, the legislature is given scope. Of course, this too - as can be seen in part from the other
provisions developed above - is bound by the principle of proportionality, which in any case requires
prior control with regard to fundamental decisions. To what extent such control ex ante or ex post and in
the latter case - if necessary in cooperation with the administrative supervisory authority - only takes
place on a random basis, the legislature is given scope. Of course, this too - as can be seen in part
from the other provisions developed above - is bound by the principle of proportionality, which in any
case requires prior control with regard to fundamental decisions.

bb) In the interaction of the supervisory authorities, it must be ensured that the entire process of
strategic monitoring, including the data processing and transmission linked to it, as well as the
cooperation with foreign intelligence services, is potentially subject to comprehensive control. If no
court-like control is provided, the possibility of administrative control must be opened. In this respect, of
course, it is only necessary to check the objective legality of the measures. This does not affect the
decision regarding the appropriate professional exercise of powers within the framework of the legal
regulations.

cc) Regarding the judicial-like control, the legislature will also have to check whether persons who can
make plausible that surveillance measures may have been affected can be granted the right to initiate
an objective legal control in this regard with their own procedural rights. Within the scope of the
objective-legal control in question, which is not to be understood as a realization of the constitutional
guarantee of legal protection and which does not affect the formal opening of legal recourse according
to Sections 40, 50 Paragraph 1 No. 4 VwGO, the constitution is subject to an arrangement as a
procedure at least partial exclusion of the person concerned and the public (in camera) not in advance.
In any case, this applies if the exclusion is necessary 575 ff.>; see also the comments on the victim
status of the complainants there and on the availability of internal remedies in EGMR, Big Brother
Watch and others v. United Kingdom, judgment of September 13, 2018, No. 58170/13 and others, §§
249 ff.). 575 ff.>; see also the comments on the victim status of the complainants there and on the
availability of internal remedies in EGMR, Big Brother Watch and others v. United Kingdom, judgment of
September 13, 2018, No. 58170/13 and others, §§ 249 ff.).

d) Continuous control in institutional independence must be guaranteed. This includes a budget
allocated to the supervisory authorities and - apart from the appointment of the members of the
judiciary-like bodies and the management level - their own personnel sovereignty. In their work, the
supervisory authorities must be effectively shielded from influences and, in this respect, be fully
independent.

In addition, the legislature has a great deal of latitude in the question of the institutional design of the
supervisory bodies. This concerns, for example, the question of whether administrative legal control
should be guaranteed by the Federal Data Protection Officer or by an independent supervisory
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authority. However, the legislator will have to organize the control in such a way that it is not hindered by
the “third party rule” (margin 292 ff. Below). There is also no constitutional requirement as to whether
court-like control and administrative legal control are institutionally combined under one roof, so that the
judicial decision-making bodies are integrated into a comprehensive supervisory body - while
maintaining the judicial independence of their members. or whether they should each be designed
independently. However, it is necessary to create institutionally clear structures.

e) Overall, the equipment of the supervisory authorities must be geared towards an effective and
independent fulfillment of their tasks.

aa) The supervisory authorities must be competent, professionally equipped and balanced.
Legislators also have a lot of freedom in this regard. However, he is obliged to align his design to
ensure effective and legally and actually independent control.

(1) In this respect, regulations are required that require an appointment of persons who are specially
qualified and qualified to penetrate the processes in the authority and to ensure an independent and
professionally competent control in mutual interaction. In any case, the administrative control should not
only require consideration of people with legal, but also other, especially information technology
knowledge.

(2) For the judicial-like control, an independence of the members appointed for decision is to be
ensured, which is equivalent to judicial independence. In particular, they must be free of instructions
and be appointed for a sufficiently long and specific period. For the composition of the award body, it
must be ensured that the judicial perspective has a significant weight, which for a significant number of
members must be proven by many years of judicial experience. That does not exclude taking into
account experience in other legal professions. It should also be taken into account here that other, in
particular technical, expertise may also be beneficial. It is up to the legislator to decide

(3) Overall, a technically competent, professionalized control must be ensured by persons working on
a full-time basis; it is not enough to base the implementation of the control essentially on a voluntary
function. At the same time, care must be taken to ensure that the control bodies are balanced. In terms
of personnel and structure, in order to ensure the required independence, care must be taken to
maintain a sufficient distance from the Federal Intelligence Service.

bb) Adequate personnel and resources must be provided for both types of control. A sufficient number
of posts and panels are required for the judicial-like control, which enables the control tasks to be
transferred to them to be carried out with care; the positions are to be financially equipped in such a
way that qualified persons are highlighted. Administrative legal control also requires a sufficient number
of positions for qualified employees. The material resources must have a scope that also allows, for
example, to effectively control the filtering processes for separating the communication between
Germans and Germans and for protecting confidentiality relationships and, if necessary, to develop own
files and control programs for this purpose.

f) The supervisory authorities must have all the powers necessary for effective control vis-à-vis the
Federal Intelligence Service.

aa) Both control bodies are to be given comprehensive access to all documents. The Federal
Intelligence Service is obliged to support the supervisory authorities in fulfilling their tasks, to provide
them with information and to inspect documents and data, to provide information about the programs
used and to access service rooms at any time (see BVerfGE 133, 277 <370 f. Marg . 215 ff.>; 141, 220
<284 f. Marginal 141>; see also BTDrucks 14/5655, p. 26 with reference to BVerfGE 100, 313 <401>).
The control bodies are responsible for determining their procedure and the choice of their methods,
unless they are stipulated by law.

bb) The constitutional requirements with regard to control include logging of data processing (see
BVerfGE 133, 277 <370 marginal 215>; 141, 220 <284 f marginal 141>; stRspr). After that, the different
steps of the monitoring must be logged in a way that enables effective control. If necessary, the relevant
principles should be specified in more detail in the behavior between the Federal Intelligence Service
and the supervisory authorities.
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cc) The control may not be hindered with reference to the “Third Party Rule”. Legislators have to
create the conditions so that the "Third Party Rule" can not be countered by the control authorities by
the design of the control bodies as well as by means of corresponding arrangements of the Federal
Intelligence Service with the other services.

However, the "Third Party Rule" is a generally recognized code of conduct based on agreements with
partner services, according to which information from foreign services may not be passed on to third
parties without their consent in accordance with informal agreements (see BVerfGE 143, 101 <150
marg 162; 151 marginal 164>). The Federal Government can also rely on this rule, provided that it has
given appropriate promises, on the basis of which information has already been transmitted by the
foreign service and after which a transmission to “third parties” is in question;

However, this cannot be countered by the constitutional comprehensive legal control vis-à-vis the
Federal Intelligence Service in the form of strictly confidential and committed independent bodies that
are not involved in the parliament and its political communication contexts. It is not generally defined
whether a supervisory authority is to be regarded as a “third party” in the sense of the “third party rule”,
but depends on the organizational structure and corresponding agreements (cf. BTDrucks 18/12850, p.
98 f.). In this respect, the “Third Party Rule” is an administrative practice that is based on a legally non-
binding, but based on an agreement with other services and therefore flexible, the practical importance
of which the Federal Government has an influence (cf. Gärditz, DVBl 2015, p. 903 <904 f.>; Möllers, JZ
2017, p. 271 <277>). The Federal Government and the Federal Intelligence Service remain bound to
commitments. In the future, however, the nature of the design of the control bodies and changes in
agreements with foreign services will create the conditions for the bodies entrusted with legal control to
no longer be regarded as “third parties” (see also European Commission for Democracy through Law
[Venice Commission], Report on the Democratic Oversight of Signals Intelligence Agencies, CDL-AD
[2015] 011, p. 5 [No. 13]; Council of Europe, Parliamentary Assembly, Resolution 1838 [2011], p. 2 [
Item 7]; Council of Europe, Commissioner for Human Rights, Democratic and effective oversight of
national security services, 2015, p. 13 [Recommendation No. 16]). P. 903 <904 f.>; Möllers, JZ 2017, p.
271 <277>). The Federal Government and the Federal Intelligence Service remain bound to
commitments. In the future, however, the nature of the design of the control bodies and changes in
agreements with foreign services will create the conditions for the bodies entrusted with legal control to
no longer be regarded as “third parties” (see also European Commission for Democracy through Law
[Venice Commission], Report on the Democratic Oversight of Signals Intelligence Agencies, CDL-AD
[2015] 011, p. 5 [No. 13]; Council of Europe, Parliamentary Assembly, Resolution 1838 [2011], p. 2 [
Item 7]; Council of Europe, Commissioner for Human Rights, Democratic and effective oversight of
national security services, 2015, p. 13 [Recommendation No. 16]). P. 903 <904 f.>; Möllers, JZ 2017, p.
271 <277>). The Federal Government and the Federal Intelligence Service remain bound to
commitments. In the future, however, the nature of the design of the control bodies and changes in
agreements with foreign services will create the conditions for the bodies entrusted with legal control to
no longer be regarded as “third parties” (see also European Commission for Democracy through Law
[Venice Commission], Report on the Democratic Oversight of Signals Intelligence Agencies, CDL-AD
[2015] 011, p. 5 [No. 13]; Council of Europe, Parliamentary Assembly, Resolution 1838 [2011], p. 2 [
Item 7]; Council of Europe, Commissioner for Human Rights, Democratic and effective oversight of
national security services, 2015, p. 13 [Recommendation No. 16]). 904 f.>; Möllers, JZ 2017, p. 271
<277>). The Federal Government and the Federal Intelligence Service remain bound to commitments.
In the future, however, the nature of the design of the control bodies and changes in agreements with
foreign services will create the conditions for the bodies entrusted with legal control to no longer be
regarded as “third parties” (see also European Commission for Democracy through Law [Venice
Commission], Report on the Democratic Oversight of Signals Intelligence Agencies, CDL-AD [2015]
011, p. 5 [No. 13]; Council of Europe, Parliamentary Assembly, Resolution 1838 [2011], p. 2 [ Item 7];
Council of Europe, Commissioner for Human Rights, Democratic and effective oversight of national
security services, 2015, p. 13 [Recommendation No. 16]). 904 f.>; Möllers, JZ 2017, p. 271 <277>). The
Federal Government and the Federal Intelligence Service remain bound to commitments. In the future,
however, the nature of the design of the control bodies and changes in agreements with foreign
services will create the conditions for the bodies entrusted with legal control to no longer be regarded as
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“third parties” (see also European Commission for Democracy through Law [Venice Commission],
Report on the Democratic Oversight of Signals Intelligence Agencies, CDL-AD [2015] 011, p. 5 [No. 13];
Council of Europe, Parliamentary Assembly, Resolution 1838 [2011], p. 2 [ Item 7]; Council of Europe,
Commissioner for Human Rights, Democratic and effective oversight of national security services, 2015,
p. 13 [Recommendation No. 16]). P. 271 <277>). The Federal Government and the Federal Intelligence
Service remain bound to commitments. In the future, however, the nature of the design of the control
bodies and changes in agreements with foreign services will create the conditions for the bodies
entrusted with legal control to no longer be regarded as “third parties” (see also European Commission
for Democracy through Law [Venice Commission], Report on the Democratic Oversight of Signals
Intelligence Agencies, CDL-AD [2015] 011, p. 5 [No. 13]; Council of Europe, Parliamentary Assembly,
Resolution 1838 [2011], p. 2 [ Item 7]; Council of Europe, Commissioner for Human Rights, Democratic
and effective oversight of national security services, 2015, p. 13 [Recommendation No. 16]). P. 271
<277>). The Federal Government and the Federal Intelligence Service remain bound to commitments.
In the future, however, the nature of the design of the control bodies and changes in agreements with
foreign services will create the conditions for the bodies entrusted with legal control to no longer be
regarded as “third parties” (see also European Commission for Democracy through Law [Venice
Commission], Report on the Democratic Oversight of Signals Intelligence Agencies, CDL-AD [2015]
011, p. 5 [No. 13]; Council of Europe, Parliamentary Assembly, Resolution 1838 [2011], p. 2 [ Item 7];
Council of Europe, Commissioner for Human Rights, Democratic and effective oversight of national
security services, 2015, p. 13 [Recommendation No. 16]). The Federal Government and the Federal
Intelligence Service remain bound to commitments. In the future, however, the nature of the design of
the control bodies and changes in agreements with foreign services will create the conditions for the
bodies entrusted with legal control to no longer be regarded as “third parties” (see also European
Commission for Democracy through Law [Venice Commission], Report on the Democratic Oversight of
Signals Intelligence Agencies, CDL-AD [2015] 011, p. 5 [No. 13]; Council of Europe, Parliamentary
Assembly, Resolution 1838 [2011], p. 2 [ Item 7]; Council of Europe, Commissioner for Human Rights,
Democratic and effective oversight of national security services, 2015, p. 13 [Recommendation No. 16]).
The Federal Government and the Federal Intelligence Service remain bound to commitments. In the
future, however, the nature of the design of the control bodies and changes in agreements with foreign
services will create the conditions for the bodies entrusted with legal control to no longer be regarded as
“third parties” (see also European Commission for Democracy through Law [Venice Commission],
Report on the Democratic Oversight of Signals Intelligence Agencies, CDL-AD [2015] 011, p. 5 [No. 13];
Council of Europe, Parliamentary Assembly, Resolution 1838 [2011], p. 2 [ Item 7]; Council of Europe,
Commissioner for Human Rights, Democratic and effective oversight of national security services, 2015,
p. 13 [Recommendation No. 16]).

It is to be ensured in this way that both the constitutionally required control activity extends unhindered
by the "Third Party Rule" to the handling of information by the Federal Intelligence Service from foreign
services, and that for the protection of the foreign and security policy interests of the Federal Republic
in particular significant cooperation between the Federal Intelligence Service and other intelligence
services (margin no. 246 f. above) can be continued. That this is possible is also evident with regard to
other intelligence services, in which the supervisory authorities have full access to all documents
required for the control of the services they monitor (cf.for the rights of access of the Investigatory
Powers Tribunal in the United Kingdom EGMR, Big Brother Watch and others v. United Kingdom,
Judgment of September 13, 2018, No. 58170/13 and others, §§ 250, 379; for the Investigatory Powers
Commissioner's unlimited rights of access, see Annual Report of the Investigatory Powers
Commissioner 2017 of January 31, 2019, p. 41).

dd) Control can generally be accompanied by strict rules on confidentiality. In addition to the spatial
and technical equipment, this can also play a significant role in the selection of people. In particular,
confidentiality can be ensured by strict confidentiality obligations enforced with effective sanctions.

(1) In contrast, an open and direct exchange between the supervisory bodies entrusted with the
objective legal control must be guaranteed (see BVerfGE 133, 277 <370 marginal no. 216>). Since
these - both equally committed to confidentiality - work together to control the same measures, this
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requires effective and coherent control. Insofar as structural problems become apparent as part of the
control or if there are other differences that cannot be cleared up with the Federal Intelligence Service,
a possibility must be provided to report any complaints to the authorities and, if necessary, to the
supervision of the Federal Chancellor's Office, which may have to deal with this.

(2) The flow of information into the parliamentary area and thus also to the parliamentary control body
can, however, be limited for reasons of confidentiality. In this respect, the legislature may take into
account that the parliamentary control has a different character (below marginal 300) than a control that
is solely geared towards observing objective law and that confidentiality in the parliamentary-political
environment is subject to factual limits. However, the parliamentary control body according to Art. 45d
GG in a form, which takes into account the interests of the secret protection, is to be informed regularly
about the control activity. In addition, the supervisory authorities must be able to use abstract,

(3) Since the control processes of parliament and the public remain largely closed, but at the same
time there is a potential tension between the work of the Federal Intelligence Service based on the
principle of secrecy and, moreover, the conditions of the surveillance measures and their control can
change quickly in view of the further development of technology , the effectiveness of the control
requires constant observation. The effectiveness of both the control in practice and the legal regulations
must be evaluated at regular intervals (for evaluation obligations see also BVerfGE 150, 1 <90 marginal
no. 176>).

g) The existing control by the parliamentary control body and its permanent representative, which is
also subject to the legislature's design and can be included in the control of the monitoring measures
(see e.g. § 14 G 10), is not the subject of the present proceedings. It has its own function, which is not
specifically limited to legal and fundamental rights control and is an expression of general parliamentary
responsibility for the proper and politically appropriate performance of the executive's tasks (cf.
Waldhoff, in: Dietrich / Gärditz / Graulich / Gusy / Warg [Ed. ], Reform of the intelligence services
between legalization and internationalization, 2019, p. 73 <75>). Requirements for their design cannot
be derived from the fundamental rights asserted in the present proceedings; Conversely, in this regard,
Parliament's powers to the executive to be derived from the constitution remain unaffected by the above
provisions (see BVerfGE 143, 101).

VI.

Nach den vorstehenden Maßgaben genügen die angegriffenen Vorschriften den
verfassungsrechtlichen Anforderungen auch materiell nicht. Sie beruhen – wie schon die Verletzung
des Zitiergebots des Art. 19 Abs. 1 Satz 2 GG (oben Rn. 134 f.) – auf der verfassungsrechtlich
unzutreffenden Annahme, die Grundrechte seien für die in Frage stehenden Überwachungsbefugnisse
nicht anwendbar. Da die Vorschriften bereits aus formellen Gründen verfassungswidrig sind, werden bei
ihrer materiellen Beurteilung nur die zentralen Defizite aufgegriffen. Eine Neuregelung der Befugnisse
des Bundesnachrichtendienstes wird die Vorschriften insgesamt auch an den Grundrechten der
hinsichtlich ihrer Telekommunikation überwachten Personen und damit an den oben entwickelten
Maßgaben auszurichten haben.

1. Mit Art. 10 Abs. 1 GG und den sich hieraus ergebenden Verhältnismäßigkeitsanforderungen
unvereinbar sind zunächst die Vorschriften zur Datenerhebung und -verarbeitung in §§ 6, 7 BNDG.

a) Dies gilt zum einen für die Regelung der strategischen Überwachung vom Inland aus nach § 6
BNDG.

aa) § 6 BNDG regelt schon die mit der Auslandsaufklärung aus technischen Gründen derzeit
unvermeidbar verbundenen Grundrechtseingriffe gegenüber Deutschen und Inländern nicht in der
verfassungsrechtlich gebotenen Weise. Insbesondere regelt er nicht hinreichend die diesbezüglich
gebotene Filterung und die an diese Filterung zu stellenden Anforderungen (oben Rn. 170 ff.). Allein
das materielle Verbot in § 6 Abs. 4 BNDG, das den Anschein hervorruft, als müsste und könnte die
Erhebung von Daten deutscher Staatsangehöriger und von Inländern insgesamt vermieden werden,
genügt dem nicht. Auch die gebotene unverzügliche Löschung der unbeabsichtigt miterfassten
Inlandskommunikation ist nicht normenklar geregelt. Zwar sieht § 10 Abs. 4 Satz 1 BNDG eine solche
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Löschung grundsätzlich vor. Ob und wieweit nach Satz 2 bis 6 der Vorschrift aber von einer solchen
Löschung abgesehen werden kann, ist der Norm nicht zu entnehmen (vgl. Hölscheidt, Jura 2017, S.
148 <156>).

bb) Weiter ist die Überwachung nach § 6 BNDG nicht auf differenziert gefasste, gewichtige Zwecke
begrenzt (oben Rn. 175 f.). Die in § 6 Abs. 1 Satz 1 BNDG genannten weit und offen formulierten
Zwecke, die auch nach der Begründung des Gesetzesentwurfs das Aufgabenspektrum in keiner Weise
einengen sollen (vgl. BTDrucks 18/9041, S. 22), verfehlen diese Anforderung deutlich. Insbesondere
kann eine solche gesetzliche Begrenzung nicht durch das allein politisch definierte Auftragsprofil der
Bundesregierung ersetzt werden (vgl. insoweit auch schon United Nations Office of the High
Commissioner for Human Rights, Brief der Sonder- berichterstatter vom 29. August 2016, OL DEU
2/2016, S. 5).

Accordingly, surveillance is not structured on the basis of formalized stipulations of differentially limited
surveillance measures, on which the selection of the transmission paths to be recorded as well as the
search terms as well as the further processing and use must be verifiably based on the principle of
proportionality (see margin no. 178 ff .; cf. in general also Marxsen, DÖV 2018, p. 218 <224>). There is
also a lack of legal requirements for the use of targeted personal search terms (margin no. 185 ff.
Above) and for the protection of confidentiality relationships (margin no. 193 ff. Above as well as
Löffelmann, in: Dietrich / Gärditz / Graulich / Gusy / Warg [ed.], Reform of the intelligence services
between legalization and internationalization, 2019, p. 33 <43>).

Likewise, the law does not contain sufficient regulations for the evaluation of the data obtained by
means of strategic foreign intelligence (above, para. 192). Section 19 BNDG, as a general rule for data
processing by the Federal Intelligence Service, does not meet these requirements and is in its
unspecific scope and the undifferentiated reference to sections 10 and 11 BVerfSchG as the basis for
the processing, modification and use of data based on §§ 6, 7 BNDG were raised, disproportionate.

cc) Insofar as § 6 BNDG should also serve as the basis for the collection of other personal data of
German citizens, domestic legal persons or persons residing in the federal territory that are not subject
to Article 10 GG (cf. BTDrucks 18/9041, p. 24) , the regulation already lacks the required clarity of
standards (above, marginal 137 ff.). It is not already clear from the regulation that the use of such data
that is not protected by telecommunications secrecy should be opened by them at all; All the more, it
does not regulate which data should be collected for what use and on what basis this is considered
justified by the legislature with regard to which fundamental rights.

b) Second, Article 7 BNDG, which regulates the further processing of data obtained from abroad by
means of telecommunications education and certain limits of such data collection, is not compatible with
Article 10 (1) GG. The regulation is based on the incorrect assumption that such data collection does
not require an authorization basis and is only possible on the basis of the task standard of Section 1 (2)
BNDG. Without sufficient legal authorization, however, such data collection is also inadmissible
(paragraphs 87 ff. And 120 above). Since § 7 BNDG implies the admissibility of this data collection,
limits it only selectively and otherwise allows further processing without further ado, it is itself
unconstitutional. As his own (implicit) authorization to collect data, he did not meet the constitutional
requirements for such a legal basis detailed above. However, as seen, the legislature does not want § 7
BNDG to be understood as a basis for authorizing data collection. Then § 7 BNDG already violates Art.
10 Para. 1 GG in that it regulates the processing of data that would not have been collected due to the
lack of a constitutional legal basis and therefore should not have been processed further. In addition, it
gives the impression that such data may be collected and thus legitimizes data collection for which
there is no constitutional legal basis. do not understand at all as an authorization basis for data
collection. Then § 7 BNDG already violates Art. 10 Para. 1 GG in that it regulates the processing of data
that would not have been collected due to the lack of a constitutional legal basis and therefore should
not have been processed further. In addition, it gives the impression that such data may be collected
and thus legitimizes data collection for which there is no constitutional legal basis. do not understand at
all as an authorization basis for data collection. Then § 7 BNDG already violates Art. 10 Para. 1 GG in
that it regulates the processing of data that would not have been collected due to the lack of a
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constitutional legal basis and therefore should not have been processed further. In addition, it gives the
impression that such data may be collected and thus legitimizes data collection for which there is no
constitutional legal basis.

2. The regulations on data transmission are also not compatible with the constitutional requirements.
Some of them do not meet the principle of clarity of standards. In addition, they do not limit the
transmission sufficiently to the protection of particularly important legal interests or the prosecution of
particularly serious crimes, or do not bind them to a sufficiently specific risk situation or to suspicion of
such crimes substantiated by certain facts.

a) Section 24 (1) sentence 1 BNDG, which regulates the transmission to domestic public bodies, does
not meet the requirement of clarity of standards and certainty (above, paras. 137 ff. and 212 ff.). This
initially applies insofar as it generally allows the Federal Intelligence Service to transmit "to perform its
tasks". A reference to tasks defined elsewhere is not fundamentally incompatible with the requirements
for clarity of standards. A general reference to the entire tasks of the Federal Intelligence Service, which
do not include any operational activity, but are limited solely to the acquisition of knowledge and its
evaluation (cf. § 1 para. 2 BNDG), does not, however, indicate the purposes for which data transmission
here should be allowed (paragraph 215 above). This was confirmed by the uncertainties at the hearing.
However, the regulation is also indefinite insofar as it permits transmission if the recipient needs the
data for significant purposes of public security. Since it is not clear whether this refers to all authorities
involved in the enforcement of - general or possibly also special - regulatory law or only specific security
authorities, it does not make it clear to the group of recipient authorities. For the rest, there is a lack of
requirements with regard to both the necessary intervention thresholds as well as with regard to a
qualified protection of legal interests for both items of transmission (see in each case margin no. 220
ff.). The indefinite reference to "significant" public security purposes,

b) Section 24 (3) BNDG in conjunction with Section 20 (1) sentences 1 and 2 BVerfSchG, which
authorizes the transmission of information in the context of state security offenses to the police and
public prosecutors, is also not compatible with the constitutional requirements. The receiving authorities
are admittedly sufficiently determined here. However, it is questionable whether the multi-link chain of
references still meets the requirements for clarity of standards (above, paragraph 215). Irrespective of
this, the requirements for the protection of legal interests are not met consistently (above, margin no.
221). Because not all of the offenses mentioned in Sections 74a, 120 GVG and generally referred to by
the regulation can be classified as particularly serious offenses. The same applies to the open fact of
transmission, which includes any other criminal offenses solely based on their objectives or the motive
of the perpetrator. The provision also does not adequately determine the required transmission
threshold (paragraphs 213 ff., 220 ff. And 227 f. Above). In this respect, the legislator has to formulate
requirements that must meet the requirements for a specific risk situation (cf. BVerfGE 141, 220 <271 ff.
Margin 111 ff.>) Or facts that provide sufficient grounds for suspicion.

c) Also Section 24 Paragraph 2 Sentence 1 BNDG in conjunction with Section 19 Paragraph 4
BVerfSchG, which regulates a transfer to "other" - and thus essentially private - bodies does not meet
the requirements of Article 10 Paragraph 1 GG in every sense. However, the provision cannot be
objected to either from the point of view of certainty or in terms of the legal protection that it seeks to
achieve. The reference to the "protection of the free democratic basic order, the existence or the
security of the federal government or a state" as well as the "guaranteeing the security of vital or
defense-related facilities according to § 1 para. 4 of the Security Inspection Act" is in the context of the
other introduced understanding of the term clearly and names legal goods of particularly heavy weight.
However, it is again questionable whether the multilevel reference to the clarity of standards is sufficient
(see margin no. 213 ff. above). In any case, there is no transmission threshold (paragraphs 216 ff. And
222 above).

d) Also unconstitutional is Section 24 (2) sentence 1 BNDG in conjunction with Section 19 (2)
BVerfSchG, which - with reference to Article 3 of the additional agreement to the agreement between
the parties to the North Atlantic Treaty on the legal status of their troops with regard to the Foreign
troops stationed in the Federal Republic of Germany (NATO Troop Statute Additional Agreement) of
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August 3, 1959 (BGBl 1961 II p. 1218) - transmission of information to the NATO stationing forces
allowed. The provision already lacks the required clarity of the standards and certainty (above, marg.
137 ff. And 213 ff.). The tripartite reference to an international contract law norm, which in turn broadly
and openly regulates a general framework of cooperation, no longer shows sufficiently clearly and with
certainty that for what purpose information may be transmitted here. In addition, the provision does not
limit the transmission to a sufficiently important protection of legal interests and does not presuppose
transmission thresholds (in each case margin 220 ff. Above). The binding to the "necessity" of the
transmission is not sufficient for this.

e) Finally, section 24 (2) sentence 1 BNDG in conjunction with section 19 (3) BVerfSchG, which
regulates the transfer to foreign public bodies, does not meet the constitutional requirements in various
respects.

Initially, there is a lack of a sufficiently precise determination of the recipient authorities, which in the
present case cannot be determined from the open transmission purposes (above, paras. 137 ff. And
213 ff .; cf. BVerfGE 130, 151 <203>; 133, 277 <337 f. marginal 143>; 141, 220 <334 marginal 306>). In
addition, the transmission is again not limited to adequately qualified legal interests and a transmission
threshold is not specified (in each case margin 220 ff. Above).

Likewise, the regulation does not oblige the Federal Intelligence Service in a manner that is clear in
terms of standards to ensure that the transmitted data are handled in accordance with the rule of law.
Approaches for this can be found in Section 19 (3) sentence 2 BVerfSchG. However, this does not meet
the requirements set out in scale (margin notes 233 ff. Above). For example, there is already no explicit
reference to the assurance of minimum data protection guarantees (above, marginal 235 ff.) And a duty
to record (above marginal 229). Furthermore, the protection of confidentiality relationships, for example,
is not specifically taken into account (margin 240 above with margin 193 ff.).

The required assurance is also not adequately ensured by Section 31 BNDG in conjunction with
Section 23 No. 1 BVerfSchG: From this it cannot be seen that the transmitting authority is active with
regard to the circumstances in the target country - both with regard to the special data protection and
human rights guarantees - make sure that this is documented and that any doubts that arise arise (see
margin no. 233 ff. Above). The provision also does not rule out the possibility that elementary rule of law
issues will be suppressed by weighing up (margin no. 237 above).

f) Insgesamt genügen die Übermittlungsvorschriften, die überwiegend auf den in ihrer Fassung schon
älteren und an die Entwicklung der Rechtsprechung nicht hinreichend angepassten Strukturen des
Bundesverfassungsschutzgesetzes und anderer Sicherheitsgesetze beruhen, den
verfassungsrechtlichen Anforderungen nicht. In formeller Hinsicht fehlt es überdies für alle
Übermittlungstatbestände an einer Pflicht zur Protokollierung der Übermittlung (oben Rn. 229) sowie
zur Nennung der für die Übermittlung in Anspruch genommenen Rechtsgrundlage (oben Rn. 229).

3. Auch die Regelung der Kooperationen in §§ 13 bis 15 BNDG steht mit den
Verhältnismäßigkeitsanforderungen des Art. 10 Abs. 1 GG nicht in Einklang und ist damit nicht nur
formell, sondern auch materiell verfassungswidrig.

a) Zunächst setzen sich hier verfassungsrechtliche Defizite fort, die schon für § 6 BNDG gelten. So
fehlt es auch für die Datenerhebung und -verarbeitung im Rahmen von Kooperationen an hinreichend
normenklaren Regelungen zur Aussonderung der Telekommunikationsdaten von Deutschen und
Inländern (oben Rn. 176 ff. und 253). Ebenso werden auch hier kooperative
Überwachungsmaßnahmen nicht auf gesetzlich hinreichend bestimmte und gewichtige Zwecke
begrenzt (oben Rn. 175 f. und 253); § 13 Abs. 4 BNDG leistet eine solche Begrenzungsfunktion nicht
hinreichend. Entsprechend wird die Kooperation nicht auf jeweils maßnahmebezogen zu
konkretisierende Erkenntnisziele hin verpflichtet und durch sie strukturiert (oben Rn. 178 ff. und 253).

b) Insofar as Section 14 (1) BNDG permits the evaluation of the data collected by the Federal
Intelligence Service using search terms specified by the foreign services, this is not flanked by sufficient
control obligations. In particular, there are no safeguards for persons particularly in need of protection
and confidentiality relationships (marginals 194 ff. And 257 above). Incidentally, it is materially sufficient
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that search terms remain within the cooperation goals, offer protection against the targeted recording of
goals in the European Union and must be compatible with the interests of the Federal Republic of
Germany (cf. § 14 Paragraph 1 Clause 1 and 2 , Paragraph 2 BNDG). In terms of procedure, however,
there is also a legal obligation in this respect

c) For automated data transmission in accordance with Section 15 (1) BNDG, there is initially no
sufficiently sophisticated regulation to separate out data that is particularly worthy of protection, or that
comes from special confidentiality relationships (above, marg. 194 ff. and 257). Likewise, the law does
not require the recipients to make commitments to respect confidentiality and non-discrimination
provisions or to safeguard basic transmission thresholds (above margin no. 260). The abstract, general
commitment to use data in accordance with the rule of law in accordance with Section 13 (3) No. 4
BNDG is not sufficient for this. A rule of law assurance is also not provided in the required form (above,
marginal 233 ff. And 261).

4. It can also be seen without further ado that the Federal Intelligence Service Act has not created
sufficient regulations to control the powers mentioned. The regulation of the narrowly limited information
obligations in § 22 BNDG and the lack of notification obligations with regard to surveillance measures
abroad vis-à-vis foreigners are not objectionable in themselves. However, in order to compensate for
the openness of the regulations and the factually very limited legal protection - as shown to scale
(above margin no. 267 ff.) - an extended independent objective control is required.

VII.

The regulations are also incompatible with the constitution insofar as they authorize surveillance
measures against journalists and thus justify interventions in Article 5 (1) sentence 2 of the Basic Law,
since they do not adequately take into account the specific protection needs of independent foreign
journalists (see also United Nations Office of the High Commissioner for Human Rights, letter from the
Special Rapporteur dated August 29, 2016, OL DEU 2/2016, p. 5 f.).

F.

Regardless of the extent to which the Federal Constitutional Court would be responsible for the review
in the present constellation, contrary to the complainants' view, there are no further requirements from
the fundamental rights of the European Union. Even if the contested provisions should be viewed in part
in the light of Art. 15 Directive 2002/58 / EC as the implementation of Union law within the meaning of
Art. 51 Para. 1 Clause 1 GRCh, there are already no concrete and sufficient indications that
fundamental rights of the Basic Law in the present interpretation does not guarantee the level of
protection of the Charter of Fundamental Rights of the European Union in the case law of the European
Court of Justice in the case to be decided here (see BVerfG, decision of the First Senate of 6 November
2019 - 1 BvR 16/13 -, marg 67 ff. - Right to be forgotten I). In particular, such indications do not arise
with regard to the power to store and evaluate traffic data from the decisions of the European Court of
Justice on the data retention directive (judgment of April 8, 2014, Digital Rights Ireland and Seitlinger et
al., C-293/12, C-594 / 12, EU: C: 2014: 238) and on data retention powers of the member states
(judgment of December 21, 2016, Tele2 Sverige and Watson et al., C-203/15 and C-698/15, EU: C:
2016: 970). Those decisions dealt with the requirements for a complete national recording of all
telecommunication connection data, which enabled almost complete personality profiles of individual
communication participants. This differs fundamentally from the collection of a limited volume of traffic
data for international communication from selected networks - which as a rule cannot capture the
complete communication relationships of data subjects. It is therefore not evident that the protection of
fundamental rights under the Basic Law would not guarantee the level of protection of the Charter of
Fundamental Rights of the European Union within the framework of protection of fundamental rights in
Europe.

G.
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I.

Die §§ 6, 7, 13 bis 15 BNDG sind danach verfassungswidrig. Verfassungswidrig sind auch §§ 19, 24
Abs. 1 Satz 1, Abs. 2 Satz 1, Abs. 3 BNDG, soweit sie Daten betreffen, die nach den vorstehenden
Regelungen erhoben wurden. Sie verletzen die Beschwerdeführer zu 2) bis 8) in ihren Grundrechten
aus Art. 10 Abs. 1 GG sowie die Beschwerdeführer zu 2) bis 7) in ihren Grundrechten aus Art. 5 Abs. 1
Satz 2 GG. Die §§ 9 bis 11, 16, 19, 20, 22, 32, 32a BNDG, die den Anforderungen an eine
verhältnismäßige rechtsstaatliche Flankierung der für verfassungswidrig erklärten Befugnisse nicht
hinreichend genügen, verlieren insoweit ihren Anwendungsbereich.

It remains to be seen whether complainant 1) as a legal person domiciled in a member state of the
European Union also has its fundamental rights violated by the contested regulations. With the decision
on the incompatibility of the provisions with the Basic Law, which grows into legal force according to
Section 31 Paragraph 2 Sentence 2 BVerfGG, it has at least achieved its legal protection request to the
extent that would be possible on the basis of any fundamental rights .

II.

The determination of the unconstitutionality of legal regulations basically leads to their nullity.
However, the Federal Constitutional Court, as can be seen from Section 31 (2) Clause 2 and 3
BVerfGG, can also limit itself to declaring an unconstitutional standard only incompatible with the Basic
Law (see BVerfGE 109, 190 <235>). A mere complaint about unconstitutionality then remains without
the nullity being pronounced. The Federal Constitutional Court can at the same time combine the
declaration of incompatibility with the order to continue the unconstitutional provision for a limited
period. This comes into consideration if the immediate invalidity of the standard to be objected to would
deprive the protection of outstanding goods of the common good from the basis and result in a balance
with the fundamental rights concerned,

This is the case here. The contested powers can also be of short-term importance for the security of
the Federal Republic of Germany and as a basis for action by the Federal Government depending on
the political situation, especially when taking into account the potential dynamics of threatening
developments under the conditions of information technology. A declaration of annulment or a
provisional suspension would therefore take considerable risks. Also, abruptly suspending the ability to
work with other services could eventually damage confidence in reliable collaboration. Conversely, that
the contested powers can be structured in a constitutionally viable manner according to their basic
structure and can therefore be improved. It is a matter of fundamental improvements, since a new
version must regulate such measures for the first time in the light of Article 10.1 of the Basic Law and
must thus create boundaries and controls under the rule of law. In view of the great importance that the
legislature may attach to foreign intelligence, a temporary continuation of the unconstitutional provisions
is to be tolerated rather than their elimination until a new regulation is foreseeable. 1 GG regulate and
thus must create boundaries and controls under the rule of law. In view of the great importance that the
legislature may attach to foreign intelligence, a temporary continuation of the unconstitutional provisions
is to be tolerated rather than their elimination until a new regulation is foreseeable. 1 GG regulate and
thus must create boundaries and controls under the rule of law. In view of the great importance that the
legislature may attach to foreign intelligence, a temporary continuation of the unconstitutional provisions
is to be tolerated rather than their elimination until a new regulation is foreseeable.

The legislator has to create a new regulation by December 31, 2021 at the latest. The continuation
order is limited to this time.

III.

The decision to pay is based on Section 34a (2) BVerfGG.

Harbarth Masing Paul
Bear Britz Ott

Christian Radtke


